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IRAN AND PROLIFERATION: IS THE U.S. 
DOING ENOUGH? 


THURSDAY, APRIL 24, 1997 

U.S. Senate, 

Subcommittee on Near Eastern and, 

South Asian Affairs, 

OF THE Committee on Foreign Relations, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 2:05 p.m. In room 
SD-419, Dirksen Senate Office Building, Hon. Sam Brownback 
(chairman of the subcommittee) presiding. 

Present: Senators Brownback, Smith, and Robb. 

OPENING STATEMENT OF HON. SAM BROWNBACK, U.S. 

SENATOR FROM KANSAS 

Senator Brownback. We will call the committee hearing to 
order. Thank you all for joining us today on a hearing in the For- 
eign Relations Committee Subcommittee on Near Eastern and 
South Asian Affairs, a hearing on Iran and Proliferation: Is the 
U.S. Doing Enough? We certainly appreciate all the people in at- 
tendance and we have got an excellent set of witnesses and some 
tough questions to ask about U.S. policy toward the Iranians. 

Washington is a town where people can and will disagree on just 
about anything. It is therefore my great pleasure to hold a hearing 
on a topic about which there is little disagreement. In the years 
since the Islamic revolution, Iran has developed into a militant na- 
tion intent on exporting its particular brand of Islam and using ter- 
ror both internally and externally to achieve its aims. It is a rogue 
state, seemingly unsusceptible to reason, uninterested in inter- 
national norms, and committed to the development of weapons of 
mass destruction. 

In the 19 years since the revolution, notwithstanding the blan- 
dishments of its most important trading partners in Europe, Iran 
has not lessened its support for international terrorism. The Ger- 
man courts recently confirmed as much, branding Iran’s top leader- 
ship with responsibility for the gangland-style slaying of four Kurd- 
ish dissidents living in Berlin. 

The executive branch and the Congress, Republicans and Demo- 
crats, we all agree that Iran represents a significant threat to the 
American people, to our friends, and to our interests in the Middle 
East and the world over. Yet, despite broad agreement, our various 
policy prescriptions do not seem to be working. The European pol- 
icy of critical engagement has proven ineffective and misguided. 

( 1 ) 
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But our policy is not being implemented as well as it should be, ei- 
ther. 

President Clinton has stated on a number of occasions that the 
proliferation of weapons of mass destruction poses an extraordinary 
danger to the United States. Clearly, the Congress agrees and has 
helped put in place a set of laws aimed at stemming the prolifera- 
tion of weapons of mass destruction to rogue states such as Iran. 
Yet only twice in recent memory, twice, has any president invoked 
those laws to sanction nations that sell missiles and nuclear weap- 
ons technology to Iran, and neither sanctions case involved either 
Russia or China, the two main proliferators to Iran. 

I have in front of me a list of transfers to Iran of everything from 
conventional cruise missiles to chemical precursors to full-blown 
nuclear reactors. Obviously, there is a substantial amount of classi- 
fied material on these subjects, but many of the details are avail- 
able in the open press, and it is upon open sources only that we 
have relied in preparing for today’s discussion. 

I will cite only a few of these cases in the interest of time. 

Case No. 1: China, a signatory to the Chemical Weapons Conven- 
tion, reportedly sold chemical precursors, chemical production 
equipment, and production technology to Iran. In a hearing on Chi- 
nese proliferation just last week, the administration admitted these 
were destined to Iran’s chemical weapons program. 

It would be natural to conclude that such transfers were a viola- 
tion of Executive Order 12938, the Chemical and Biological Weap- 
ons Control and Warfare Elimination Act, or the Iran-Iraq Non- 
proliferation Act. Yet none of the applicable sanctions have been 
imposed. 

Case No. 2: Russia is allegedly assisting Iran’s missile program 
and has supplied technology and parts of the SS-4 missile system. 
The SS-4 has a range of 1250 miles and can be loaded with a nu- 
clear warhead. If this report is true, it would be a violation of pro- 
visions of the Arms Export Control Act, the Iran-Iraq Nonprolifera- 
tion Act, as well as the Foreign Assistance Act. 

Case No. 3: In mid-1995 reports surfaced about the transfer by 
China of sophisticated missile guidance equipment to Iran. It was 
later reported that there was unanimous agreement among experts 
who had seen the evidence that the transfer constituted a violation 
of the Missile Technology Control Regime. 

In the unclassified material, I can see the United States 
demarched China on this issue and that U.S. officials traveling to 
China discussed it. All of the reading I have done on the subject, 
however, suggests no decision on sanctions was ever made. If not, 
why not? 

Case No. 4: In January and March 1996, both Vice Admiral John 
Redd, Commander of the Fifth Fleet, and General Peay, Com- 
mander of Central Command, told reporters that China had sup- 
plied Iran with C-802 anti-ship cruise missiles against which the 
U.S. Navy has no defense, and which clearly endangered the men 
and women serving in the Gulf. 

The sale of these missiles is clearly de-stabilizing, to use the lan- 
guage of the Iran-Iraq Nonproliferation Act. The administration ap- 
pears to have concluded, however, that the known transfers are not 
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of a de-stabilizing nature. That is certainly poor comfort and sup- 
port for our sailors in the Gulf. 

Case No. 5: In 1995 Russia and Iran signed a contract for the 
Russian Ministry of Atomic Energy to complete work on an unfin- 
ished nuclear reactor in Iran. I understand that there are ongoing 
discussions between Tehran and Moscow for three more reactors. 
The administration has clearly stated its opposition and asked the 
Russians to call off the deal. The Russians, however, have indicated 
they will proceed. 

Is this a sanctionable act? The transfer of reactors by itself is 
not, because the Nonproliferation Treaty allows such transfers to 
take place. But given that the administration has told us again and 
again that Iran is aiming for a nuclear weapon and that they are 
afraid that technology transfers associated with the reactors will 
speed up Iran’s quest for nuclear weapons, there seem to be several 
laws that apply, including the Nuclear Proliferation Prevention 
Act, the Export-Import Bank Act, and others. The administration 
apparently has chosen not to impose sanctions. 

Now, I have mentioned only five cases, but there are many more, 
involving not only non-conventional weapons, but conventional ones 
as well. While China is Iran’s No. 1 supplier of unconventional 
arms, Russia, according to the Department of State, will be Iran’s 
No. 1 supplier of conventional arms, and will reportedly sell $1 bil- 
lion worth of arms to Iran in 1997 and 1998. 

It was just last Eriday that President Yeltsin stated that Russia 
has “good positive cooperation with Iran, which shows a tendency 
to grow.” 

If it is indeed one of this administration’s top priorities to isolate 
Iran and to strangle Iran’s ability to earn foreign exchange that 
buys these weapons of mass destruction, why are we not doing 
more about the suppliers? How, in the face of almost overwhelming 
evidence, can the administration have stated in a recent hearing 
that China and the United States “recognize a shared interest in 
preventing the proliferation of weapons of mass destruction and re- 
lated technologies”? 

Now, I recognize that the use of sanctions is not always as effec- 
tive as engagement. But where do we draw the line? The German 
government last week recalled its Ambassador to Iran after the 
verdicts in the trial. The judge in the case stated clearly that Iran’s 
leadership was behind the plot and that it was Germany’s policy 
of engagement with the regime that led Tehran to feel it could act 
with impunity on German soil. 

Do we not at a certain point recognize what was recently brought 
home so clearly to the German government, that Iran and those 
who supply Iran with weapons of mass destruction believe that be- 
cause we have been so appeasing that they can continue on with 
their programs with impunity? 

What will happen when inevitably some companies violate the 
terms of the Iran and Libya Sanctions Act? In front of me I have 
several articles describing the Erench firm Total’s intent to invest 
in Iranian oil fields to the tune of $850 million. The Malaysian firm 
Petronas will be making a similar investment, and what are we 
going to do? Will this administration, for good reasons or bad. 
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fudge on imposing sanctions because they do not want to get into 
a tiff with France or Malaysia? 

Congress has passed a good deal of legislation to counter the 
dangers of terrorist states like Iran getting nuclear, chemical, and 
biological weapons and the means to deliver them. The President 
has signed that legislation into law. Yet those laws are for the most 
part lying around gathering dust. 

I have got charts of both of those that we have up to my right, 
to your left, about applicable laws that exist and the sanctions that 
have been imposed, about weapons sales to Iran, the countries of 
China and Russia involved with those. I have to my left and to 
your right just a list of the headlines that have taken place in re- 
cent newspaper articles about all of this occurring. And if that is 
not enough, then we have the Wednesday, April 16th edition of the 
Washington Times, headlined “Russia Sells Missiles to Iran, Ter- 
rorists to Get Latest Arms.” 

Is it just that sanctions are not useful? After all, that is a valid 
answer, though not one I would agree with. Are the laws not clear 
enough or not written tightly enough? Is there a reason that the 
administration uses the loopholes that exist? 

Take the recent case of Moscow’s agreement to provide Iran with 
nuclear reactors. Congress made clear its view that the sale was 
not compatible with a continued U.S. assistance program. The 
President disagreed and waived sanctions associated with the reac- 
tor deal. 

I am certain there are Members of Congress who are asking 
themselves whether we should have given the President the loop- 
hole he used. For my part, I believe that selling reactors to Iran 
and receiving aid from the United States are mutually exclusive. 
After all, why should Russia spend U.S. tax dollars to support our 
avowed enemy? 

The administration has told us again and again that Iran is a 
threat, that we must contain that threat and stem Iran’s quest for 
a nuclear weapon. What are we waiting for? Is it not time to ask 
ourselves whether our policy is really working? 

That is what I look forward to exploring in this hearing with the 
various witnesses that will be present to testify. I think we have 
to have and need to have a good discussion, a frank discussion, of 
what we are doing to contain Iran from getting weapons of mass 
destruction. We will pursue that in depth in this hearing. 

I would like to turn to my colleague, Mr. Smith from Oregon, if 
he would have an opening statement. The mike is yours. 

STATEMENT OF HON. GORDON H. SMITH, U.S. SENATOR FROM 

OREGON 

Senator Smith. Thank you. Senator. I am pleased to be here with 
you and congratulate you on your first hearing of this subcommit- 
tee. I am honored to be a member of it. I welcome Senator D’ Amato 
and am anxious to hear his testimony. I know I share the concern 
he has about the prospective sales of new NATO members to Iran 
and the impact that may have on Israel and other neighbors. 

So I look forward to these and am glad to be here. 

Senator Brownback. Thank you. Senator Smith. We will have 
others joining us. 
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I would call first to the witness stand Senator Alfonse D’Amato 
from New York. I am well aware that we could sit here and threat- 
en Iran, decry their weapons program, sanction their suppliers, and 
the Iranians would pay us little heed. That was why we needed my 
esteemed colleague from New York to join us today. Now at least 
we can be sure that President Rafsanjani will sit up and take no- 
tice. 

Senator D’Amato deserves kudos and gratitude from the Amer- 
ican people. At a time when the administration was uninterested 
in confronting the growing problem in Iran and was unwilling to 
prevent even U.S. companies from investing in Iran, Senator 
D’Amato was out there calling for an investment ban and sanc- 
tions. The Iran-Libya Sanctions Act which he authored is a blow 
to Iran’s source of foreign exchange and a much needed wakeup 
call to the regime. 

The United States cannot sit back and permit one of the world’s 
most dangerous regimes to operate with impunity. 

So therefore I welcome my esteemed colleague here today. I con- 
gratulate you on the work that you have already done in this area, 
and I look forward to your testimony of what else we need to do 
to make sure to get this threat to our security and our interests 
under control. Senator D’Amato. 

STATEMENT OF HON. ALFONSE M. D’AMATO, U.S. SENATOR 
FROM NEW YORK 

Senator D’Amato. Mr. Chairman, thank you for the graciousness 
of your introduction, and I am very pleased to be here with you and 
Senator Smith and Senator Robb. 

Mr. Chairman, at the outset let me thank you for calling these 
hearings. I think it is very important to focus on exactly what has 
taken place, because little is really known about the circumstances 
and how the legislation, which basically says that we cannot nor 
should we do business with those countries who permit unre- 
stricted trade, and particularly in the oil and gas production, of 
Iran and Libya as if all is well. 

The fact of the matter is that Iran is conducting a naval buildup 
in the Persian Gulf. It is building and buying Chinese-made C-802 
cruise missiles, a danger to our Navy, and our people are very, very 
concerned in that area. They are building weapons of mass destruc- 
tion, chemical weapons, as the chairman has alluded. It is because 
of this and those things, Iran’s continued sponsorship of terrorism, 
that the legislation, the Iran-Libyan Sanctions Act of 1996, was 
passed overwhelmingly and enacted into law. 

Now, Mr. Chairman, let me divert from the very carefully pre- 
pared remarks of my staff — and it is a great staff and they have 
me engaged in all these nuances which very few people under- 
stand — and get right to the issue. You know, you cannot say to a 
rogue nation that, you are outside of the scope of dealing with us 
and we are not going to do business as usual and make inter- 
national credits available to you and have you continue to use 
these great resources that we, directly and/or indirectly through 
our allies, help to finance. And I am talking about the oil and gas 
resources that both Libya and Iran have. 
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That is why we passed the Iran-Libyan sanctions act. Make no 
mistake about it; that bill was destined to die in the House of Rep- 
resentatives. It was going to die because of the interest of the cor- 
porate structure, not only here in America but throughout the 
world — ^business, business. People are willing to do business with 
just about anything to make money — greed. 

We have seen it in the past. We have seen people do business 
with the most despicable characters in the world. With the Swiss 
bankers, they were not neutral; they were the Nazis’ bankers dur- 
ing World War Two. Little has really changed. 

Multinational corporations in the countries where the various 
corporations operate, and particularly their own national compa- 
nies, seem to forget the lessons of the past and so they deal with 
these petty tyrants and dictators and those people who export revo- 
lution even in those countries themselves. 

We just recently had the case that the chairman alluded to, in 
which the German court found four Iranian-Kurds who were killed 
by the Iranians on orders of — and the court said specifically — from 
the highest levels of the Iranian Government. These executions 
took place on German soil, in Berlin. This is the verdict of the Ger- 
man court. 

I have to tell you, we would never have passed that bill were it 
not for a terrible tragedy, the crash of TWA 800. It was at that 
point in time when the bill had passed the Senate and was being 
held in the House and being worked over, worked over, being 
worked down, watered down, so that there would really be nothing 
left of it. 

That is just the same kind of policy that we had with Iran and 
Libya for years, where we said we are not going to permit their oil 
to come into this country, but we let our foreign subsidiaries bring 
it in through the back door. Finally the President put a stop to 
that. I proposed legislation to do it. He did it by executive order. 
Fine, we did it. 

But how do we sound to our allies when we say one thing and 
do another? Are we really serious? What does that mean to the 
people who we are attempting to get to act as responsible citizens 
in the world, in the world community, and to stop exporting to Iran 
and Libya? 

Well, I have to tell you something. I think the American people 
expect more of us, and I think this is more important than that. 
I think that the recent killings demonstrate what is taking place 
and how bold the Iranians are in exporting their revolution even 
to the territories of those countries who have been very sympa- 
thetic to them regarding trade. 

Now let me tell you, there are some people who say, this act is 
not worth anything, it is just divisive. Well, they are wrong. Just 
look at this past January when Mohsen Yahyavi, a senior Iranian 
Parliamentarian, was quoted as saying that this act is having a 
very profound and detrimental impact, and he says “there is little 
or no foreign investment in the Iranian petroleum industry.” We 
want them to get that message. But if you continue to do business 
with the killers and those people who promote this kind of activity, 
well, why should they stop? 
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We are not suggesting that we go in and bomb them. We are sug- 
gesting that we withhold the money from them with which they 
pay for their aggression and terrorism. 

Now, with respect to the oil-producing rogue states like Iran and 
Libya, the sanctions policy should be viewed in terms of U.S. na- 
tional security. Any increase in Iranian and Libyan petroleum reve- 
nues should be viewed as a threat to the national security and for- 
eign policy interests of the United States. 

I hope that our allies begin to understand this. But they are not 
going to understand unless we show some determination. U.S. 
sanctions against Iran and Libya are part of an ongoing effort by 
our country and by Congress to fill the gaps in U.S. policy. Con- 
gress through its law-making powers has passed legislation against 
investment in Iran and Libya and sanctions against countries that 
deal with Cuba, otherwise known as the Helms-Burton Act. 

It is this prerogative of Congress to do so — and I think we have 
to remember that, despite a reluctance to deal with the issue, even- 
tually the President did in fact sign both measures. 

I think we have to also remember that that law is really only as 
good as its enforcement. Now, fortunately the administration has 
reached an agreement with the European Union regarding the im- 
plementation of the Helms-Burton Act and the Iranian-Libyan 
Sanctions Act. This agreement was accomplished due to the dili- 
gent work of Ambassador Stuart Eizenstadt, the Under Secretary 
of Commerce for International Trade. His commitment to easing re- 
lations between the U.S. and the European Union is unending, and 
it is important. We want to keep our allies with us. And his work 
on this issue as well as the question of the Holocaust victims’ as- 
sets in Swiss banks has been untiring and vital. 

The agreement as it relates to the Iranian-Libyan Sanctions Act 
is quite clear. It states: 

The United States will continue to work with the European Union toward objec- 
tives of meeting the terms: One, granting EU member states a waiver under section 
4 of the act with regard to Iran; and two, for granting companies with the EU waiv- 
ers under section 9 [c] of the act with regard to Libya. 

Now, I think it should be clear that the terms in the law for 
granting a waiver specifically with regard to Iran are very simple. 
If the country where the company to be sanctioned is situated im- 
poses substantial measures, including the imposition of economic 
sanctions — in other words, our allies have to join with us — then 
and only then can a waiver be granted. 

Any suggestion that the European Union should be granted a 
blanket waiver without following the stipulations of the bill, that 
is to join in this boycott, is simply mistaken. There is no blanket 
waiver here. 

In passing the legislation. Congress intended for this law to be 
implemented in full, and if blanket waivers are provided without 
just cause only Iran will benefit, and they will laugh at us and they 
will continue their policy. So it comes down to a question of how 
far our nation will go in implementing its tools to defend itself, and 
I think using the great economic power that we do have and hope- 
fully to get our allies to work with us is the proper way. 

Now, there are some people what are talking about the principles 
of dual containment and they argue that isolating Iran will only 
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radicalize the regime. They argue that through the policy of dialog 
we can moderate the behavior of this rogue regime. Yet despite all 
of its criticisms of our efforts, our allies, with all of their moderate 
talk, with doing business with them, with supplying them credits, 
have not been able to moderate their policy. It is a flawed policy. 

I think we had better learn the lessons of the past, and as re- 
cently as the incident that took place in Germany. I think we have 
to remember that terrorists are against all of the principles that we 
stand for, and that if we, because of economic expedience, look the 
other way so that we can continue business and rack up profits, in 
the long run this policy will become self-defeating. 

Our allies can join with us and hopefully work with us and be- 
come part of the solution in moving Iran into a civilized nation that 
respects the rights of its neighbors. 

I thank the chair. 

[The prepared statement of Senator D’Amato follows:] 

Prepared Statement of Senator Alfonse D’Amato 

I would like to thank Chairman Brownback for inviting me to speak here today 
about Iran before the Subcommittee. 

The United States has chosen to attempt to deny the two foremost sponsors of 
international terrorism the hard currency to fund their support of terrorism and 
their attempts to obtain weapons of mass destruction. 

Iran is conducting a naval buildup in the Persian Gulf, buying Chinese-made C- 
802 cruise missiles, which pose a direct threat to our ships in the Gulf and this wor- 
ries me. It is because of this and because of Iran’s continued sponsorship of terror- 
ism that I introduced and passed the Iran-Libya Sanctions Act of 1996. 

I am pleased to say the Act is working. Even a senior member of the Iranian Par- 
liament was quoted in January as saying the sanctions are working. There is little 
or no foreign investment in the Iranian petroleum industry. 

Last week’s conviction in Germany of four Iranian agents for the killing of four 
Iranian Kurdish dissidents in Berlin in 1992, and the courts’ determination that the 
top Iranian leadership ordered the assassination, European nations are hardly in 
a position to suggest that the United States is being too harsh on Iran. The fact 
that Iranian sponsored terrorism is being conducted on European soil should make 
the Europeans rethink their opposition to economic sanctions on Iran. 

With respect to oil-producing, rogue states like Iran and Libya, U.S. sanctions pol- 
icy should be viewed in terms of U.S. national security. Any increase in Iranian and 
Libyan petroleum revenues should be viewed as a threat to the national security 
and foreign policy interests of the United States. 

Our allies are providing Iran and Libya with the hard currency enabling them to 
fund their aggression and are contributing to the menace of terrorism. Through con- 
tinued trade, extension of credits, loan rescheduling at concessionary rates, and a 
stubborn adherence to the misguided principle of “critical dialogue,” Iran has been 
enriched by our allies who are themselves targets of Iranian terrorism. 

Iran’s aggression and support of terrorism is never really considered by our allies 
when they engage in business deals with them. Eor our part, we have chosen not 
to do business with these terrorist states. We wish that our allies would do the 
same. 

Unfortunately, in Europe, many politicians do not view the matter this way. Many 
Europeans have suggested that the Iran-Libya Sanctions Act was a political ploy, 
or a result of the recent American election campaign. Nothing can be further from 
the truth. U.S. sanctions against Iran and Libya are part of an ongoing effort by 
the United States Congress to fill gaps in U.S. policy. Congress, through its law- 
making powers, has passed legislation against investment in Iran and Libya and 
sanctions against countries that deal with Cuba, otherwise known as Helms-Burton. 
It is the prerogative of Congress to do so, and we must remember, that despite a 
reluctance to deal with the issue, the President did in fact sign both measures. We 
must also remember that a law is really only as good as its enforcement. 

Fortunately, the Administration has reached an agreement with the European 
Union regaring the implementation of the Helms-Burton Act and the Iran-Libya 
Sanctions Act. This agreement was accomplished due to the diligent work of Ambas- 
sador Stuart Eizenstat, Undersecretary of Commerce for International Trade, who 
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negotiated this agreement. His commitment to easing relations between the U.S. 
and the EU is unending. His work on the issue of Holocaust victims assets in Swiss 
banks has also played a vital role in settling that problem. I am honored to work 
with him on both counts. 

The agreement, as it relates to the Iran-Libya Sanctions Act, is quite clear. It 
states. 

The U.S. will continue to work with the EU toward the objectives of meet- 
ing the terms 1) for granting EU Member States a waiver under Section 
4.C of the Act with regard to Iran, and 2) for granting companies from the 
EU waivers under Section 9-C of the Act with regard to Libya. 

It should be clear that the terms in the law for granting a waiver, specifically 
with regard to Iran are very simple. If the country where the company to be sanc- 
tioned is situated, imposes substantial measures, including the imposition of eco- 
nomic sanctions, then a waiver can be granted. Any suggestion that the European 
Union should be granted a blanket waiver without following the stipulations of the 
Iran-Libya Sanctions Act is a mistake. In passing the legislation Congress intended 
for this law to be implemented in full. If blanket waivers are provided without just 
cause then only Iran will benefit. 

It comes down to the question of how far a nation will go and what tools it will 
use to defend itself. The United States as well as its allies today face a new kind 
of war. This is not the kind of war that comes with declarations of war by one na- 
tion upon another, but a covert, cowardly attack on the institutions that we all once 
thought were immune from attack. 

Twenty years ago, no one rightly thought that someone would try to blow up the 
World Trade Center, or blow up airliners full of innocent men, women, and children. 
Attacks today are indiscriminate and devoid of purpose. Even these acts are not 
without supporters and we know who provides aid to these faceless terrorists. We 
know who trains them, we know who supplies them, and we know who pays them. 

Supporters of the principle of “dual containment” argue that isolating Iran will 
only radicalize the regime. They argue that through the policy of dialogue we can 
moderate the behavior of this rogue regime. Yet, despite all of its criticism of our 
efforts, our allies have thus far been unable to offer an example in which Iran’s sup- 
port of terrorism has been lessened through talking to them. 

We must remember that the terrorists are against all that we stand for. No one 
is immune from attack, no one is safe. If our allies wish to deal with the devil, then 
so be it. Our allies can either be part of the problem, or part of the solution. 

Senator Brownback. Thank you very much, Senator D’Amato. 
We appreciate that statement. 

Let me ask you. I outlined five cases where weapons have been 
or precursor chemicals or ingredients to missile guidance systems 
have found their way to Iran from China and Russia and some 
other places as well and yet nothing has happened. The sanctions 
have not been imposed. What has been our failing to date? Why are 
these items still finding their way to a nation who is clearly consid- 
ered a rogue regime and who is exporting, officially exporting ter- 
rorism, even as is found by outside courts? Why is that continuing 
to occur? 

Senator D’Amato. Mr. Chairman, I think it is because we have 
not pursued, not only this administration but past administrations, 
a policy which says that you cannot say one thing and then do an- 
other. You cannot say that you want to normalize your relations 
with us and work with us as a nation, whether it be China, wheth- 
er it be Russia, and then undertake the very activities that under- 
mine this principle by supplying various munitions and chemical 
weapons precursor materials that are necessary to Iran, that will 
be used in a manner — and they know it; the Russians know it, the 
Chinese government knows it — in a manner to destabilize and cre- 
ate tremendous problems throughout the world. 

Now, how do you approach this? Do you approach it by making 
public ultimatums? I do not think so. I think that would be a mis- 
take, and I do not suggest that. But by gosh, behind the scenes 
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when we are dealing with the Chinese and where they are racking 
up $47 to $50 billion a year surpluses in trading with us, we have 
the economic leverage to say to their leadership — and I hope it has 
been done. Maybe the Vice President did it. I do not know. But I 
think at the very highest levels they have to be told: You cannot 
trade with us and work with us, as we would like to build a rela- 
tionship of mutual respect, and then because you are going to re- 
ceive a half a billion dollars in hard currency sell weapons tech- 
nology to Iran; and if you do that you will be jeopardizing the mu- 
tuality of interests in terms of commerce, in terms of mutual re- 
spect, because you are imperiling our safety. You would not expect 
us to supply your enemies with materials that would be dangerous 
and threatening to you and to your people. We expect the same. 

It never happens. And what happens when we talk about doing 
something and using our vast power? My gosh, every single busi- 
ness group comes running in: Oh no, you will cost the American 
consumer money. Incredible, myopic. 

We have not done this for years. And indeed, not only do these 
groups come in and lobby, they lobby and just do business as if 
every — just do business with them and they are going to be nice 
and they are going to respect you. The fact that they are selling, 
again, a half a billion dollars here and a half a billion dollars there 
to the rogue nations of the kinds of materials that will cause death 
and destruction and destabilize this world, we just simply forget. 
It is on the altar of economic greed. 

Some of our own corporate boardrooms, the most wonderful, out- 
standing citizens of America who make all kinds of contributions — 
very little with their own money, generally from their own corpora- 
tions — to every kind of wonderful event there is, they are the very 
people coming in and talking about, oh, we are worried about the 
consumer. 

Hell they are. They are just worried about their own profits. I 
think that is a heck of a thing. But that is democracy. You and I 
and the others have an obligation of standing up and going beyond 
that, and sometimes it means some of the interests that are in our 
own States and people that we know who have businesses, good 
and decent people, and get blinded because they want that busi- 
ness, they want those cheap goods that come in because they are 
selling them at great markups and they are making lots of money. 

You think they are really worried about the American consumer? 
That is a lot of nonsense. 

Senator Brownback. We treat it as too much of a secondary 
issue? 

Senator D’ Amato. Oh, yes, totally. In other words, this is: So 
what? So they are selling a half a billion dollars a year of chemical 
weapons and/or missile systems or nuclear technology and, you 
know, we do not want to rock the boat. 

I have heard about what a great basket of opportunity it is and 
we should not do anything to imperil those trade relations. I have 
had friends come to me, tell me that: Do not rock the boat. 

Well, I think there comes a point in time when behind the scenes 
we have to say to them: Let me tell you, if you make these sales, 
if your generals who are running some of these plants both in Rus- 
sia and in China are going to conduct this kind of surreptitious 
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sale, some of it not so surreptitious, to these various countries, 
then you are going to imperil our normal relationship and we are 
going to stop the business intercourse between the two that nor- 
mally flows. 

I do not think that that is threatening. That is just setting the 
record straight. That is protecting U.S. and world interests for our 
security. It seems to me that makes sense. 

Senator Brownback. I want to welcome to the committee Sen- 
ator Robb, who is the ranking on this committee, has a vast 
amount of experience in the foreign relations field, one that I am 
delighted to serve with you on this committee, am looking forward 
to working with you, and I look forward to turning the mike over 
to Senator Robb. 

STATEMENT OF HON. CHARLES S. ROBB, U.S. SENATOR FROM 

VIRGINIA 

Senator Robb. Thank you, Mr. Chairman. 

I thank our colleague from New York for joining us today. He has 
never been one to hold back when he has some thoughts that are 
relevant to a particular question, and certainly this is one he has 
been very passionate about. There were several comments that he 
made today that could lead to an interesting followup, but I think, 
rather than keep our colleague here, knowing that he has other 
business — indeed, I have two other committees that are meeting as 
we meet here at the moment — I will defer those questions until the 
matter comes up on the floor of the Senate, where we may have 
opportunity to debate this or other policy, and I want to hear from 
both the administration panel and the other panel that follows. But 
I join you in thanking our colleague for sharing his views with us 
on this important topic today. 

Senator D’ Amato. Thank you. Senator Robb. 

Thank you, Mr. Chairman. 

Senator Brownback. Thank you very much. Senator D’Amato. 

Our second panel will be Mr. David Welch, Acting Assistant Sec- 
retary of State for Near Eastern Affairs, and Mr. Robert J. 
Einhorn, Deputy Assistant Secretary of State for Proliferation from 
the administration. 

We are looking forward to a good dialog presentation. I think 
there have been a number of points made. I hope the two panelists, 
if at all possible, can address some of those points that are made, 
some of the questions that have been out there. I think it would 
be most — certainly to me most illuminating if you can address 
those items, because these are matters that come up frequently. 

We do have your written testimony. We can take that into the 
record. You can summarize it if you would like. I would hope you 
could address some of these cases that have come up. 

I know you both have a very difficult job, as Senator D’Amato 
was just pointing out about the difficulties that consecutive admin- 
istrations have faced since 1979 dealing with Iran. This has not 
been an easy issue. 

I think also you know how strongly Congress has felt about this 
and the number of laws that we have passed and how frustrated 
we are that we do not seem to be making better progress. 
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So Mr. Welch, the microphone is yours. We welcome you to this 
committee hearing. Thank you for coming. 

STATEMENT OF DAVID WELCH, ACTING ASSISTANT 
SECRETARY OF STATE FOR NEAR EASTERN AFFAIRS 

Mr. Welch. Thank you, Mr. Chairman. I am pleased to be one 
of your first witnesses in this new capacity for you. It is a rookie 
event for me, too, in front of the Senate Foreign Relations Commit- 
tee, and I am glad you picked such an easy topic for us to work 
on today. 

If I might, I would like to take a few minutes to talk in a general 
way about our policy. I am going to take advantage of this oppor- 
tunity because it is our first session together and I think, when 
seen in the context of our overall effort, you will discern a common 
purpose in what we are doing with respect to Iran and with some 
of the ideas and efforts made by Senator D’Amato. 

Iran in our view poses a significant threat in a region where we 
have vital national interests. Its policies have not changed for the 
better over the last 4 years. It still seeks to project its regional in- 
fluence through a conventional military buildup and through the 
development of weapons of mass destruction and their means of de- 
livery. 

We are particularly concerned by Iran’s continued pursuit of nu- 
clear technologies, chemical and biological weapons components, 
and production materials and missile technology. Iran’s acquisition 
of ever more sophisticated missile technology from North Korea 
and China presents an increasing threat to our friends and to our 
own military presence in the Gulf. 

Let me say, though, that Iran’s threat is not limited to the mili- 
tary arena. It seeks to expand its influence by promoting violence 
around the world. It has used terror to disrupt the Middle East 
peace process and against its own people. Iran seeks to gain influ- 
ence through disaffected elements in neighboring countries and by 
promoting subversion of neighboring governments. 

It has supported terrorist activity in places as far away as South 
America to the Far East. Its use of terror recognizes neither allies 
nor frontiers, age nor sex, religion nor ethnicity. 

Not even Iran’s own people are protected from its violence. Its 
human rights record is among the worst in the world. Iran’s ethnic 
and religious minorities and women regularly feel the lash of Iran’s 
repressive system. Its disrespect for the right of free expression is 
vividly demonstrated by the regime’s continuing public offer of 
money for the murder of another country’s citizen, Salman 
Rushdie, because of what he wrote. 

Others who dare stand for freedom of ideas, like Iranian writer 
Faraj Sarkuhi, also suffer for their courage. Iranian oppositionists 
face less public but equally dire threats. 1 week ago, as you know, 
a German court found that the assassination of four Iranians of 
Kurdish extraction at the Mykonos restaurant in Berlin was or- 
dered by the highest levels of the Iranian government. These mur- 
ders are part of a broad pattern of state murder that has claimed 
the lives of 50 Iranian dissidents since 1990. What more tangible 
evidence could I offer of Iran’s willingness to use terror and vio- 
lence in pursuit of state goals? 
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As you know, we are also investigating an incident at the Al- 
Khobar apartment complex in Saudi Arabia. We have not reached 
any conclusions on that investigation. If the evidence were to dem- 
onstrate involvement by Iran or, for that matter, any other state, 
we will take appropriate action to ensure that justice prevails. 

What is the goal of U.S. policy on Iran? We seek to change Ira- 
nian behavior through economic and political pressure, while di- 
rectly limiting Iranian capabilities. In the interim, we want to con- 
strain the resources Iran has to pursue activities that threaten us 
and our allies. We seek neither to permanently isolate Iran nor to 
overthrow the Iranian regime. We do not object to Islamic govern- 
ment. We want Iran to abandon those policies that have made it 
an international pariah. 

Our approach includes nonproliferation and counterterrorism ef- 
forts combined with economic and political pressure. To combat 
global terrorism, we are developing a common agenda with our Eu- 
ropean allies based on P-8 counterterrorism measures. 

On nonproliferation, current legislation enables the U.S. to pur- 
sue our objectives toward Iran. International cooperation curtails, 
but has not eliminated, Iran’s access to the technology and equip- 
ment of proliferation concern. Current sanctions covering the pro- 
liferation of nuclear, chemical, and biological weapons, missile 
equipment technology, advanced conventional weapons, and lethal 
military assistance to terrorist list countries allow us to punish 
those who ignore this international consensus. Nonetheless, some 
governments do indeed continue to assist Iran with its weapons of 
mass destruction and missile program. 

That is why we have combined our nonproliferation efforts with 
economic and political pressure. We want to demonstrate to Iran 
that its policies will not only fail, but will bring a significant cots 
to Iran’s economic and political interests and to the wellbeing of its 
own people. 

Targeting weaknesses in Iran’s economy, particularly its need for 
technology and foreign capital, our unilateral efforts have limited 
Iran’s policy options. For example, as Senator D’Amato noted, Iran 
has had difficulty attracting foreign investment into its oil industry 
because of the threat of U.S. sanctions. Iran must therefore choose, 
in effect, between development of its resources and funding the 
very policies to which we object. Similarly, our success in limiting 
Iran’s international influence and activity contrasts starkly with its 
desire to be a regional power. 

I have outlined to you our response to the threat posed by Iran. 
Now I would like to discuss how I believe we could be more effec- 
tive. Our current legislative tools reach the limits of effective uni- 
lateral initiatives. We would be much more successful if we had a 
cooperative effort beyond counterterrorism and nonproliferation 
with our allies to use common political and economic clout to have 
a real impact on Iran. 

We have pressed our allies to adopt such an approach and to re- 
strict Iran’s access to foreign capital and technology. We seek a co- 
ordinated multilateral response that imposes clear consequences on 
Iran for its choices. What would that common approach look like? 
Steps taken on April 10 by the European Union, including the re- 
call of Ambassadors, suspension of the so-called critical dialog, ex- 
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pulsion of certain Iranian intelligence operatives, these are solid 
initial steps, Senator. 

A common strategy that brings us closer together with Europe 
would obviously have a greater impact. It would make clear to Iran 
that support for terrorist groups is unacceptable, period. We must 
be perfectly clear on that point: No support for terrorism for any 
reason, at any time, in any place. 

We must take an equally firm stand on proliferation of weapons 
of mass destruction. While the world community is working to re- 
duce and eliminate these weapons, we cannot remain silent while 
Iran develops its own capabilities. 

The Europeans have said that they will meet April 29 to consider 
additional measures. We hope that the European Union’s decision 
will move our approaches closer together by including measures 
that pose a tangible cost to Iran. 

We want to create an impetus for Iran to change. What do I 
mean by meaningful change? Not dialog for its own sake. Efforts 
to engage Iran have not achieved any notable successes. Has dialog 
stopped assassinations? No. Has dialog ended Iranian-supported 
terrorism? No. Has dialog stopped Iran’s use of its embassies to co- 
ordinate arms procurement and terrorist action? No. Has dialog 
even succeeded in limiting the threat against Salman Rushdie? No. 
Current approaches have not conferred immunity from terrorism 
nor caused Iran to change. 

Iran’s revolution continues to evolve. Periodically there are inter- 
nal voices that are raised which criticize the regime’s policies, in- 
ternal and external, that put at risk Iran’s own development and 
stability. Unfortunately, those voices are not being given a serious 
opportunity for expression in next month’s Presidential election in 
Iran. The candidates in that election share a common investment 
in the status quo and Iran’s unacceptable policies. 

As long as Iran continues to seek to project Iranian power, vio- 
lence, and terror in a way that threatens our interests in inter- 
national stability, we will work to isolate Iran and to limit that 
threat. We will use all the tools at our disposal to protect our 
friends and our interests, responding as we need to to Iranian ac- 
tions. 

We call on our allies to join us in applying a real cost to Iran. 
We hope that U.S. leadership and the growing realization of Euro- 
pean nations that Iran’s behavior is unacceptable will provide us 
an opportunity to work more closely together. We are confident, 
however, that Iran will not prevail and that the Iranian people will 
in their own interests eventually compel their revolution to evolve 
and yield a regime that respects international standards of behav- 
ior in the interest of all Iranians and their government. 

My colleague Bob Einhorn, who represents our Bureau of Politi- 
cal-Military Affairs and is one of the State Department’s pre- 
eminent experts on nonproliferation issues, has some comments 
about how the nonproliferation concerns apply in the case of Iran. 

Senator Brownback. Thank you very much, Mr. Welch, for your 
testimony. I look forward to some discussion of our statements and 
some questions that I have. 

Mr. Einhorn, welcome to the committee. I noted your testimony 
last week, I believe in front of the Government Affairs Subcommit- 
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tee, on this same topic. We look forward to your discussion here 
today. 

STATEMENT OF ROBERT J. EINHORN, DEPUTY ASSISTANT 

SECRETARY OF STATE FOR POLITICAL-MILITARY AFFAIRS 

Mr. Einhorn. Thank you very much, Mr. Chairman, and thank 
you for the opportunity to testify before your subcommittee. 

Despite its avowed support for nonproliferation and disar- 
mament, Iran is actually seeking the full range of weapons of mass 
destruction, missile delivery systems, as well as advanced conven- 
tional weapons. It has a clandestine nuclear weapons development 
program that has sought to procure facilities and technologies that 
have no plausible justification in Iran’s declared nuclear energy 
plans. Its chemical warfare program is among the largest in the de- 
veloping world, producing some 1,000 tons of CW agent per year. 
It has placed a high priority on acquiring biological weapons and 
is capable of producing many different kinds of BW agent. It has 
imported Scud missiles as well as components and technology that 
would help them produce longer range missiles indigenously, and 
it is buying conventional arms to give it the means to intimidate 
its neighbors and threaten commercial and military navigation in 
the Gulf 

Impeding Iran’s acquisition of these capabilities has been one of 
the Clinton Administration’s highest priorities. We have waged a 
vigorous campaign both bilaterally and multilaterally to sensitize 
supplier governments to the growing threat and to persuade them 
to adopt effective measures to ensure that neither they nor export- 
ers operating under their jurisdiction will assist Iran’s programs. 

In the nuclear area, we have successfully urged all but a very 
few suppliers not to engage in any nuclear cooperation with Iran. 
At the highest levels we have pressed Russia to join this near-con- 
sensus. While Russia continues to pursue construction of the 
Bushehr nuclear power reactor, it has agreed to limit significantly 
the scope of its nuclear cooperation with Iran and in particular will 
not meet Iran’s request for a gas centrifuge enrichment plant or a 
plutonium-producing heavy water research reactor. Nonetheless, 
we continue to urge Russia to forego all nuclear cooperation with 
Iran. 

We urge the same of China. So far China has suspended its sale 
of two power reactors to Iran, probably because of siting and fi- 
nancing difficulties. Whatever the reason, it is a positive step, and 
we will continue to call on Chinese leaders to curtail nuclear co- 
operation with Iran. 

Multilaterally, the Nuclear Suppliers Group, at U.S. initiative, 
put in place in 1992 a regime to control nuclear-related dual-use 
exports, a regime which has substantially increased the obstacles 
to Iran acquiring the equipment and technology it seeks. Also, 
learning from the Iraq experience, the IAEA, the International 
Atomic Energy Agency based in Vienna, next month is expected to 
adopt more rigorous safeguarding procedures aimed at detecting 
undeclared nuclear activities. 

Cumulatively, we believe the steps we have taken are real im- 
pediments to Iran’s nuclear weapons aspirations. They have signifi- 
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cantly slowed the Iranian program and posed obstacles to its ulti- 
mate success. 

In the chemical area, the U.S. -supported tightening of the Aus- 
tralia Group’s controls over chemical-related exports has largely 
closed off European chemical and equipment companies as a source 
of supply and forced Iran to look elsewhere, particularly to China. 
The Chemical Weapons Convention will also play a major role. It 
will outlaw any assistance to Iran’s CW program. If Iran joins the 
CWC, it will be subject to challenge inspections. If it does not join, 
it will be subject to sanctions and political isolation. 

We are deeply concerned that various Chinese entities have 
transferred dual-use chemicals, production equipment, and produc- 
tion technology to Iran, which we expect will use them for its CW 
program. We have urged Chinese leaders to take strong steps to 
prevent these entities from assisting Iran’s program and to 
strengthen China’s still inadequate export control system. We have 
also told them that we are actively examining the transactions of 
which we are aware, to determine whether they meet the require- 
ments of our sanctions law. 

In the missile area, our continuing efforts to strengthen the Mis- 
sile Technology Control Regime have effectively denied Iran’s ac- 
cess to most of the world’s leading producers of missile technology. 
We are extremely concerned, however, by North Korea’s supply of 
Scud missiles and Scud-related technology to Iran, as well as by re- 
ports of missile-related cooperation between Iran and Russian and 
Chinese entities. We will be meeting bilaterally with North Kore- 
ans next month to discuss their missile exports and will continue 
to press with Russia and China at the highest levels to avoid any 
contribution to Iran’s long-range ground to ground missile program. 

We are also disturbed by Iran’s efforts to buildup its conventional 
force capabilities. We have persuaded the other 32 members of the 
Wassenaar Arrangement to join us in agreeing not to transfer ar- 
maments to Iran and other countries of concern. In connection with 
Wassenaar, President Yeltsin publicly pledged in 1994 that Russia 
would not enter into new arms contracts with Iran and that it 
would also close out existing contracts within a few years. 

Any transfers to Iran of advanced anti-aircraft missile systems, 
such as those in the S-300 series, would violate Russia’s commit- 
ments. We have raised the issue of reported transfers of such mis- 
siles with the most senior officials of the Russian Government and 
have received firm assurances that such transfers would not occur. 
Indeed, we have not determined that any such transfers have 
taken place. But we will monitor this issue very carefully. 

We have also expressed strong concerns to Chinese leaders about 
the transfer to Iran of C-802 anti-ship cruise missiles. These mis- 
siles add to Iran’s maritime advantage over other Gulf states, put 
commercial shipping at risk, and pose a direct threat to U.S. forces. 
We do not believe the C-802 transfers to date meet the standards 
for imposing sanctions under our law, but we are continuing to 
monitor this situation as well for any additional transfers that 
might cross the threshold of sanctionable activity. 

Mr. Chairman, we have used a wide range of policy tools to pro- 
mote our goal of impeding Iran’s acquisition of weapons of mass de- 
struction and other dangerous capabilities. Among those tools are 



17 


multilateral export control regimes like the Nuclear Suppliers 
Group, international agreements like the Chemical Weapons Con- 
vention, and active bilateral diplomacy. Another tool we have used 
is U.S. nonproliferation sanctions laws. We have sanctioned Iran 
twice for missile-related imports and imposed sanctions on entities 
providing assistance to Iran’s CW program. 

The threat or imposition of sanctions can under certain cir- 
cumstances be an effective complement to other nonproliferation 
policies, but they are not a substitute. Indeed, with all the laws 
currently on the books, we believe we have reached the limits of 
effective unilateral initiatives in this regard. 

What is most needed is close cooperation among the world’s lead- 
ing suppliers of sensitive goods and technologies and other inter- 
ested states. Fortunately, we have already managed to build wide 
international support for the need to constrain Iran’s programs. 
Even in the cases where we have some differences, such as with 
China and Russia, we believe there is fundamental agreement on 
the need to prevent Iran from further development of weapons of 
mass destruction. 

We need to continue building on this foundation. 

Thank you, Mr. Chairman. 

[The prepared statement of Mr. Welch and Mr. Einhorn follows:] 

Prepared Statement of David Welch and Robert Einhorn 

Mr. Chairman, and Members of the Subcommittee, I would like to thank you for 
the opportunity to testify before you today on an issue of vital national interest, U.S. 
policy on Iran. I want to review with you Iran’s pattern of unacceptable behavior, 
our response to that behavior, our work to bring our friends and allies into closer 
harmony with that response, and some prospects for the future. 

Iran poses a significant threat in a region where we have vital national interests. 
Its policies have not changed for the better over the last four years. The Iranian 
regime still seeks to project its regional influence through a conventional military 
build-up and through the development of weapons of mass destruction and their 
means of delivery. We are particularly concerned by Iran’s continued pursuit of nu- 
clear technologies, chemical and biological weapons components and production ma- 
terials and missile technology. Iran’s acquisition of ever more sophisticated missile 
technology from North Korea and China presents an increasing threat to our friends 
and our military presence in the Gulf. 

Iran’s threat is not limited to the military arena. Iran seeks to expand its influ- 
ence by promoting violence around the world. Iran has used terror to disrupt the 
Middle East Peace Process. Iran seeks to gain influence through disaffected ele- 
ments in neighboring countries and by promoting subversion of neighboring govern- 
ments. It has supported terrorist activity from South America to the Far East. 
Iran’s use of terror recognizes neither allies nor frontiers, age nor sex, religion nor 
ethnicity. 

Not even Iran’s own people are protected from its violence. Iran’s human rights 
record is among the worst in the world. Iran’s ethnic and religious minorities and 
women regularly feel the lash of Iran’s repressive system. Its disrespect for the right 
to free expression is vividly demonstrated by the regime’s public offer of money for 
the murder of another country’s citizen, Salman Rushdie, because of what he wrote. 
Others who dare stand for freedom of ideas, like Iranian writer Faraj Sarkuhi, also 
suffer for their courage. 

Iranian oppositionists face less public, but equally dire threats. One week ago, a 
German court found that the assassination of four Iranian Kurds at the Mykonos 
restaurant in Berlin was ordered by the highest levels of the Iranian government. 
These murders were part of a broad pattern of state murder that has claimed the 
lives of some 50 Iranian dissidents since 1990. What more tangible proof could I 
offer of Iran’s willingness to use terror and violence in pursuit of state goals? 

Meanwhile, the Al-Khobar investigation continues; we have not yet reached any 
conclusions. If the evidence demonstrates involvement by Iran or any other state, 
we will take appropriate action to ensure that justice prevails. 
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What is the goal of U.S. policy on Iran? We seek to change Iranian behavior 
through economic and political pressure while directly limiting Iranian capabilities. 
In the interim, we seek to constrain the resources Iran has to pursue activities that 
threaten us and our allies. We seek neither to permanently isolate Iran, nor to over- 
throw the Iranian regime. We do not object to Islamic government. We want Iran 
to abandon those policies which have made it an international pariah. To achieve 
that, we are, and always have been, willing to have a dialogue with an authorized 
representative of the Iranian government. 

Our approach includes counter terrorism and non-proliferation efforts combined 
with economic and political pressure. To combat global terrorism, we are developing 
a common agenda with our European allies based on the P-8 counter-terrorism 
measures. 

In the non-proliferation arena, Iran has demonstrated a determined effort to de- 
velop and acquire weapons of mass destruction (WMD), ballistic missiles capable of 
delivering them and dangerous advanced conventional weapons. In the nuclear 
arena, Iran has dedicated civilian and military organizations that are acquiring nu- 
clear facilities and technologies that are inconsistent with a purely peaceful nuclear 
program. Iran’s chemical warfare program is among the largest in the Third World, 
producing some 1,000 tons of CW agent per year, on top of already existing stock- 
piles of CW agents. In the missile area, Iran has a vigorous program to acquire com- 
pleted ballistic missile systems as well as the goods and technology that would allow 
Tehran to develop an indigenous missile production capability. 

Clearly, Iran poses one of the greatest proliferation threats. The U.S. has pursued 
a vigorous international campaign to prevent the transfer to Iran of facilities and 
technologies that could further that country’s efforts to develop WMD and their 
means of delivery as well as advanced conventional weapons. Preventing such devel- 
opment remains one of our top foreign policy priorities. We have worked closely with 
other governments to sensitize them to the scope of the problem and we have often 
cooperated with supplier governments to ensure that exporters operating within 
their borders do not unwittingly cooperate with Iran’s WMD and missile programs. 

The U.S. has been active in all the multilateral nonproliferation regimes to make 
other states aware of the nature of Iran’s procurement practices as well as to 
strengthen international export controls. A number of changes have been made in 
the way these regimes operate as a result. The Nuclear Suppliers Group (NSG), for 
example, has adopted a “Non-proliferation Principle” calling on suppliers to author- 
ize transfers of nuclear components and technology “only when they are satisfied 
that the transfers would not contribute to the proliferation of nuclear weapons or 
other nuclear explosive devices.” In other words, suppliers have agreed to exercise 
caution in considering transfers to states such as Iran even though they are parties 
to the NPT with full-scope IAEA safeguards. The U.S. has similarly worked within 
the Australia Group and the Missile Technology Control Regime and we are actively 
opposing efforts by Iran to delegitimize Australia Group export controls. 

The U.S. has addressed the issue of conventional transfers to Iran primarily in 
the context of the Wassenaar Arrangement where thirty-three countries, including 
Russia, have agreed not to transfer conventional armaments and sensitive dual-use 
technologies to countries whose behavior is a cause for serious concern. Iran is one 
such country. Further to Russia’s participation in Wassenaar, President Yeltsin pub- 
licly pledged in 1994 that Russia would not enter into new arms contracts with Iran 
and would close out existing contracts within a few years. The details of that com- 
mitment were finalized in 1995 during meetings between Vice President Gore and 
Prime Minister Chernomyrdin. 

Any transfers to Iran of advanced anti-aircraft missile systems such as those in 
the S-300 series, as has been reported in the press, would provide Iran with new 
dangerous capabilities and would violate the 1995 agreement. We have raised the 
subject of reported transfers of missiles from Russia to Iran at the highest levels 
of the Russian government and have received firm assurances that such transfers 
would not occur. We continue to monitor this closely. 

We remain concerned by the transfer from China to Iran of C-802 anti-ship cruise 
missiles. Such missiles, whether installed on land or on patrol boats, will add to the 
maritime advantage tbat Iran already enjoys over other Gulf states and will put 
commercial shipping in the Gulf at risk. Especially troubling is that these cruise 
missiles pose new, direct threats to deployed U.S. forces. We have concluded that 
the C-802 transfers that have occurred so far do not meet the standards defined 
in the Iran-Iraq Arms Non-proliferation Act and have not, therefore, imposed sanc- 
tions on China because of the sale. Nonetheless, we are very concerned about these 
transfers, and will continue to monitor Chinese and Iranian activity for any addi- 
tional transfers that might cross the threshold of sanctionable activity. 
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The U.S. is working to strengthen other global agreements as well. For instance, 
we have worked closely with the IAEA in developing the so-called 93+2 enhanced 
safeguards program which will give the IAEA an increased ability to detect 
undeclared nuclear activities. We expect the IAEA Board of Governors to approve 
that program in May. The Chemical Weapons Convention will provide important 
new tools to impede Iran’s CW activities. It will outlaw any assistance to anyone’s 
CW program and either subject Iran to challenge inspections if it joins the CWC 
or subject it to sanctions and political isolation if it does not. On the Biological 
Weapons Convention, the U.S. is working with other states on a protocol that will 
provide transparency and build confidence in the BWC’s provisions. 

In the bilateral context, we approached a number of supplier governments when 
we had information to suggest that companies that operate within their borders 
might be exporting technologies, equipment or materials that would contribute to 
Iran’s WMD and missile programs. We have been particularly active in the nuclear 
area. We have found most supplier governments to be responsive to our approaches 
and our actions have prevented the transfer of a number of items to Iran that we 
believed were to be used in WMD and missile development. Most have adopted poli- 
cies of not cooperating with Iran’s WMD and missile programs. Most have also opted 
not to pursue any peaceful nuclear cooperation with Iran, with Russia and China 
being notable exceptions, because of the risk that such cooperation would be mis- 
used to advance Iran’s nuclear weapons program. 

The U.S. has pursued a senior level dialogue with Russian and Chinese leaders 
on this issue. Vice President Gore and Russian Prime Minister Chernomyrdin have 
discussed in detail on a number of occasions Russia’s planned nuclear cooperation 
with Iran. Presidents Clinton and Yeltsin have also dealt with the issue on several 
occasions, most recently at the Helsinki Summit. While Russia continues to pursue 
construction of the Bushehr nuclear power reactor, Russian officials have agreed to 
limit the scope of nuclear cooperation with Iran. We will, however, continue to make 
clear to Russian officials our opposition to any nuclear cooperation with Iran. 

The U.S. has also engaged in a dialogue with Chinese leaders both at the senior 
political and experts level and urged them to curtail nuclear cooperation with Iran. 
While there continue to be differences between our governments on the issue of nu- 
clear cooperation with Iran, we can point to some successes such as China’s decision 
to terminate negotiation for the supply to Iran of two power reactors, probably for 
siting and financing reasons. Whatever the reason, we consider this to be a positive 
step. China is currently seeking to put in place a national nuclear export control 
regime that will allow China to have the necessary political review of sensitive nu- 
clear-related exports to countries of concern. We have pressed Chinese officials to 
put in place this revamped regime as quickly as possible. 

On missile-related exports, we have, over the years, worked successfully to bring 
Russia into the MTCR. We are, of course, concerned by reports of Russia-Iran mis- 
sile cooperation. We have pursued this issue at the highest levels of the Russian 
government and will continue to do so. Similarly, we have frequently raised with 
Chinese officials information we have received about missile-related cooperation by 
Chinese entities with Iran and urged Beijing to take effective steps to avoid any 
Chinese contribution to Iran’s missile programs. 

Because of Iran’s determined effort to develop WMD and their means of delivery 
and their continuing support for terrorism, we have combined non-proliferation and 
anti-terrorism efforts with economic and political pressure. We seek to demonstrate 
to Iran that its policies will not only fail but will bring a significant cost to Iran’s 
economic and political interests and to the well-being of its people. Targeting weak- 
nesses in Iran’s economy, particularly its need for technology and foreign capital, 
our unilateral efforts have limited Iran’s policy options. For example, Iran has had 
difficulty attracting foreign investment into its oil industry in part due to the threat 
of U.S. sanctions, enacted by Congress last year in the Iran and Libya Sanctions 
Act. Iran must, therefore, choose between development and funding the very policies 
to which we object. Similarly, our success in limiting Iran’s international influence 
and activity contrasts starkly with its desire to be a leading regional power. 

I’ve outlined for you our response to the threat posed by Iran. Now, I’d like to 
discuss how we could be more effective. Our current tools — economic sanctions such 
as the Iran and Libya Sanctions Act and the President’s embargo, the missile and 
CBW sanctions laws, the Iran-Iraq Nonproliferation Act, the sanctions for lethal 
military assistance to terrorist-list countries and the many nuclear sanctions laws — 
reach the limits of effective unilateral initiatives. The U.S. has already imposed 
sanctions on Iran for transfers in the WMD and missile areas. We sanctioned Iran 
for missile-related transfers from North Korea and we have imposed sanctions on 
entities providing assistance to its CW program. The fact that very few supplier gov- 
ernments cooperate with Iran’s WMD and missile programs is testament to the 
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strength of our efforts and to the fact that most governments have developed a com- 
mon policy on the need to prevent the further development of these programs. Even 
in cases where we have some differences, such as with China and Russia, we believe 
there is fundamental agreement on the need to prevent Iran from further WMD de- 
velopment. 

We would he much more successful if we had a cooperative effort, beyond counter- 
terrorism and non-proliferation, with our allies to use our common political and eco- 
nomic clout to have a real tangible impact on Iran. We have pressed our allies to 
adopt such an approach and to restrict Iran’s access to foreign capital and tech- 
nology. We seek a coordinated, multilateral response that imposes clear con- 
sequences on Iran for its choices. 

What would a successful common approach look like? The steps taken on April 
10, the recall of EU ambassadors, suspension of the Critical Dialogue, expulsion of 
certain Iranian intelligence operatives, are solid initial steps. A common strategy 
that brings us closer together would have a greater impact. It would make clear to 
Iran that support for terrorist groups is unacceptable, period. We must be perfectly 
clear on that point. No support for terrorism for any reason, at any time, in any 
country. We must take an equally firm stand on proliferation of weapons of mass 
destruction. While the world community is working to reduce and eliminate these 
horrible weapons, we can not remain silent while Iran develops its capabilities. 

The Europeans have said they will meet April 29 to consider additional measures. 
We hope that the EU’s decision will move our approach closer together by including 
measures that pose a tangible cost on Iran. We want to create an impetus for Iran 
to change. 

What do I mean by meaningful change? I don’t mean dialogue for its own sake. 
Efforts to engage Iran have not achieved any notable successes. Has dialogue 
stopped assassinations in Europe? No. Has dialogue ended Iranian supported terror- 
ism? No. Has dialogue stopped Iran’s use of its embassies to coordinate arms pro- 
curement and terrorist action? No. Has dialogue even succeeded in lifting the threat 
against Salman Rushdie? Again, no. Simple engagement has not conferred immu- 
nity from terrorism, nor caused Iran to change. 

Iran’s revolution continues to evolve. Periodically, internal voices are raised to 
criticize the regime’s internal and external policies that put at risk Iran’s own devel- 
opment and stability. Unfortunately, those voices are not being given a serious op- 
portunity for expression in next month’s presidential election. The candidates in 
that election share a common investment in the status quo and its unacceptable 
policies. 

As long as Tehran continues to seek to project Iranian power, violence and terror 
in a way that threatens our interests and international stability, the U.S. will work 
to isolate Iran and limit that threat. We will use all of the tools at our disposal to 
protect our friends and our interests, responding forcefully to Iranian actions. 

We call on our allies to join us in applying a real cost to Iran for its policies. We 
hope that U.S. leadership and the growing realization of European nations that 
Iran’s murderous behavior is unacceptable will provide an opportunity for us to 
work more closely together. We are confident that Iran will not prevail and that the 
Iranian people will, in their own interests, force their revolution to evolve and yield 
a regime that respects international standards of behavior in the interests of all Ira- 
nians and their regime. 

Senator Brownback. Thank you, Mr. Einhorn. We appreciate 
your testimony. 

Senator Robb, if you would not mind, I thought what we could 
do is 7 minutes each and we will bounce back and forth on that 
until either you are exhausted or it is time to move on. 

We have got a series of questions, if I could, Mr. Welch. So if we 
can get the time clock and make sure of the timing. 

Mr. Welch, as you look around the world would you say that Iran 
as a nation is our No. 1 security threat presently to this Nation 
and to our interests, or is there another country that you would 
deem more of a present security threat than the Iranians are? 

Mr. Welch. I would not want too many more to join those ranks, 
but I would see Iran as a substantial security threat to the United 
States, given the interests that we have in the immediate neighbor- 
hood of Iran, in the Gulf in particular, but also given the fervor by 
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which they pursue their own perceived national interests, which 
takes them further afield than the Gulf, both practically and politi- 
cally. 

To use a political example as well as a practical one, consider 
their position on the peace process. The leadership of Iran has in 
effect targeted the peace process both in political terms by its own 
actions in denouncing almost anything positive that goes on and 
supporting almost anything negative that goes on, and by practical 
steps, by its allegiance and support of, allegiance with and support 
of groups that themselves conduct actions of violence and terror 
against those involved in the peace process. 

So while I do have responsibility for a couple of other places that 
fall into the category of rogue states, Iran is certainly one that we 
regard as a very, very important national security threat and a se- 
rious long-term one as well. I think that is a judgment that many 
of our allies in the region and outside it share. 

Senator Brownback. So you are saying it may not be the only 
one, but it is certainly in the class A category as far as our most 
difficult security threats we presently have around the entire 
world? 

Mr. Welch. Graduated from class A to the pro leagues, yes. 

Senator Brownback. I would judge that as well, it seems to me. 
So what is so troubling to me, as I raised a number of examples — 
and even you can go to this Wednesday’s Washington Times, as I 
did: “Russia sells missiles to Iran.” If they are in the pro leagues 
for our difficult security interests that we have, why are we not 
taking even further steps to try to limit them, whether it is in the 
specifics of the missile sale or, if you can enlighten me that these 
are not actually occurring, we have additional sanctions that you 
do have available to use? Why are we not stepping it up? 

Mr. Welch. Senator, let me take a stab at this and then ask Bob 
to comment about the specifics raised by, among other things, that 
newspaper article. 

First, we agree this ought to be a priority foreign policy concern 
of the tlnited States. We think that in very real terms this admin- 
istration and those that preceded it have demonstrated that Iran 
is a very fundamental concern of ours. We have in unilateral sanc- 
tions and in unilateral policy probably the most robust and vigor- 
ous effort against Iran’s behavior of any nation in the world. 

We are also seeking to expand that in both the nonproliferation 
and other areas, by reaching greater areas of common agreement 
with our allies that will enable us to target those behaviors that 
are specifically of concern to us. We have in some cases chosen to 
extend our unilateral reach. The Iran-Libya Sanctions Act is an ex- 
cellent example of that. The administration worked very closely 
with the House and Senate in order to forge a consensus behind 
this measure. It is a powerful deterrent to foreign investment in 
Iran’s oil and gas sector. That in turn denies Iran the ability to get 
resources that it can use for some of the things that we find prob- 
lematic. 

While it is a new piece of legislation, I think Senator D’ Amato 
is absolutely right in saying that it seems to be working, that those 
who are attracted to the idea of investment in Iran’s petroleum sec- 
tor are having second thoughts about doing that as a result. 
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We need to go beyond that. We would like further economic and 
political steps by our friends. 

Senator Brownback. Let us talk about ones that we can do. I 
do not mean to interrupt, but I want to get to this point if I could. 
We have aid that we give to Russia. They are providing nuclear re- 
actors into that region. According to this and other articles, they 
are selling missiles into that region. We could step up pressure on 
those suppliers of these sort of weaponry, whether conventional or 
unconventional, to the Iranians. And we are not. 

Mr. Einhorn. Mr. Chairman, could I comment on that? 

Senator Brownback. Please, because I want to get on that point 
toward the suppliers, because we have done a lot toward Iran it- 
self, but we are not getting at the people getting the items into 
Iran. 

Mr. Einhorn. Eirst of all, you cited the newspaper story. As I 
mentioned in my statement, we have not concluded that any of 
these transactions have taken place, these transfers of advanced 
missiles have taken place. But we need to watch that very care- 
fully. 

But on your general point, the suggestion you make I think is 
that because we have not invoked sanctions in all of these cases 
or even in many of these cases we are not pursuing conscientiously 
and vigorously a nonproliferation policy. In my view the premise of 
that question puts too much reliance, expects too much of our sanc- 
tions laws. Our sanctions laws have a variety of very specific re- 
quirements that have to be met in order for sanctions to be trig- 
gered. They are very technical and they are very detailed. 

One, for example, in the chemical weapons sanctions law is that 
the exporting entity needs to know, to be conscious that its export 
is going to a chemical weapons program. Now, what happens is 
that a lot of these chemical weapon aspiring states use front com- 
panies and intermediaries, and it may be very difficult for us to 
know whether the exporter in fact was knowledgeable about the 
destination. So we have to look at that very carefully, examine it 
very carefully. 

So the requirements of the sanctions law may not be triggered 
even when we know that a worrisome transaction has taken place. 

Now, that does not mean we do not take action. Because we are 
aware of such transactions and their destabilizing impact, we will 
take very vigorous action, and we have even without invoking sanc- 
tions. So sanctions are not synonymous with an effective non- 
proliferation policy. 

In terms of, you mentioned the Russia-Iran transfer of a power 
reactor. This has been one of our highest priorities since 1993. This 
has been dealt with by President Clinton with President Yeltsin, 
Vice President Gore with Prime Minister Chernomyrdin. It is a 
constant topic in our discussions, and we have put a lot of pressure 
on Russia. 

As a result, Russia has constrained significantly the scope of that 
transaction and it has canceled the transfer of some very sensitive 
technologies, like a gas centrifuge enrichment plant. It has cut it 
way back, and it is because of the effort that we have put into this. 
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I can go down the list, but we are concerned about these trans- 
fers and we put a lot of effort into persuading suppliers not to 
make them. 

Senator Brownback. I appreciate that, but I could also go down 
the list of items that have made their way into Iran and have, so 
that this has not worked today. 

Senator Robb, and I look forward to some additional questions. 

Senator Robb. Thank you, Mr. Chairman. You made reference to 
an article today in the Washington Times. I am going to start with 
a reference to one that appeared in the Washington Post by Jim 
Hoagland, who frequently writes on issues of this sort, and it is a 
particularly provocative piece, entitled “Iran, Murder by Proxy,” in 
today’s Washington Post that I am sure both of you have seen. 

I take advantage of this opportunity because, particularly looking 
directly behind Mr. Welch, I see a former DCI and, since I serve 
also on the Intelligence and Armed Services Committees, I do not 
have to even take a chance on referring to any matters that would 
not be appropriate. Some of the questions, frankly, that I would 
like to ask would be more appropriate for closed sessions. But a 
couple have come to mind immediately. 

If, as Mr. Hoagland writes in this morning’s Washington Post, 
there are, quoting him, “emerging indications” that Iran was be- 
hind the Khobar Towers bombing, and if this characterization is 
correct, murder by proxy or something along those lines — and I 
would say, having just returned from the region and met with a 
number of officials — I will not be more specific because I do not 
know how specific they wanted to be with some of their comments, 
but certainly, the comments that I received in the country where 
it happened in particular were not inconsistent with some of the 
things in this particular article — the question I have for you is: Are 
retaliatory military strikes against terrorist targets inside Iran ap- 
propriate, using as the premise the article that appeared in today’s 
Washington Post? 

Mr. Welch. Senator, on this one I am going to have to apologize. 
I am in a different position in answering your question than you 
are in asking it. 

Senator Robb. I understand the difference. And I am not asking 
you, incidentally, for targeting lists or intentions. I am simply ask- 
ing a broader question, about whether or not that is an — an — ap- 
propriate response if the predicate is satisfied. 

Mr. Welch. Setting aside for a moment the predicate, and my 
answer will have no reference to that, in general were we con- 
fronted with a situation of this sort, where an action has been 
taken against Americans, official or unofficial, we have a range of 
options to respond. We take a look at all those things in such cir- 
cumstances. None are discarded a priori or accepted a priori. We 
do not rule anything in or anything out. That is our general re- 
sponse. 

With respect specifically to the incident in question, I am obliged 
to say, as I did in my prepared testimony, knowing that this ques- 
tion might come up, that this is a matter that is still under inves- 
tigation. We have not reached any conclusions yet. But when we 
do we will take an appropriate action. 
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Senator Robb. Again without committing you to a particular re- 
sponse, and given the fact that there is still some uncertainty, at 
least in terms of the official position of the United States with re- 
spect to the cause or the perpetrators of this particular action, the 
question I would ask you has to do with what you think the reac- 
tion of such an action on the part of the United States might be 
within the Arab world. 

Mr. Welch. I think that is a difficult hypothetical question to 
answer. Senator. A lot depends on what provoked our response, the 
nature of our response. 

Senator Robb. Well, again I am using the provocation as some 
clear finding that indeed this was, using the author’s terminology, 
“murder by proxy” that was carried out by the Iranian government. 

Mr. Welch. You are asking me a question that, because it is hy- 
pothetical and on a sensitive subject, I am simply not prepared to 
go into in open session. I would like to be able to talk to you about 
that and we have other ways we can do that. 

Senator Robb. Let me just ask another question. I realize these 
are sensitive and I have got others that I was thinking about ask- 
ing that I have decided not to, so you can imagine what I am not 
going to put to you at this point. 

I will ask another question, though, that probably falls in the 
same general category, and I cannot help but noting editorially a 
smile on the face of the former DCI, that he is glad that you are 
in the seat this time and he is not with respect to any official re- 
sponse. 

In that same article, reference is made to the possibility of an 
idea that has been circulating in some circles about extending the 
naval blockade that is now in force against Iraq to cover Iran as 
well. The question: Is that logical? Is it feasible in your judgment? 

Mr. Welch. Again, setting aside that this is a matter that re- 
mains under investigation, to answer the kinds of hypothetical 
questions that you are asking, I am simply not comfortable doing 
that in public, in an open session. 

We have a variety of tools that we can use in these situations. 
We are not ruling any of them in, any of them out. 

Senator Robb. Let me move to a different area then that might 
be easier to deal with. Moscow pledged during past meetings of the 
Gore-Chernomyrdin Commission that it would cease further arms 
sales to Iran after current contracts were fulfilled in 1999. Mr. 
Einhorn, I believe you made reference to the fact that Russia has 
transferred SS-4 missile technology to Iran. 

My question is, if that is the case, would not that be a violation 
of the U.S. -Soviet INF Treaty and the MTCR which Moscow has 
agreed to abide by? 

Mr. Einhorn. Senator Robb, I alluded to the reports that we 
have both seen about possible cooperation on the SS-4-related 
technology. I cannot comment on that. This is difficult in open ses- 
sion, but we are concerned about the point. 

Senator Robb. The only question I said is if. If that is true, 
would not that be a violation? I am not asking you whether it is 
true, but I am just asking for an interpretation of the agreements. 

Mr. Einhorn. The MTCR — Russia’s MTCR obligations would 
prohibit — Russia’s MTCR’s obligations would indicate that they 
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have to exert extreme caution in dealing with items that are on the 
MTCR list. SS-4 components would be on the MTCR list. Whether 
they would be so-called Category I or Category II items, you would 
have to know what items you are talking about. 

In the case of Category I items or Category I technology, MTCR 
says there would be a presumption to deny such exports. So it is 
very difficult to talk about this in the abstract. It depends. You 
need to know what kind of technology, what kind of items may 
have been transferred. But as I say, we are concerned about these 
reports, and the reports apply not just to SS-4-related technology, 
but other kinds of missile equipment and technology, and we are 
examining them and we are approaching Russia leaders at the 
highest levels. 

Obviously, if such reports were to be true there would be very 
real concern, because they would add to Iran’s ability to produce 
long-range ground to ground missiles indigenously. So we are fol- 
lowing this very carefully. 

Senator Robb. Mr. Chairman, my time is expired. I thank both 
of our witnesses for their circumspect and diplomatic responses. 

Senator Brownback. I have a few more questions, and if you 
have some we will try that as well. 

Mr. Einhorn, I want to be very specific on one question. If C-802 
transfers do not meet the standards defined in the Iran-Iraq Pro- 
liferation Act, Nonproliferation Act, would you support an amend- 
ment to that Act that would change the standard for imposition of 
those sanctions? 

Mr. Einhorn. Mr. Chairman, I am not suggesting any change in 
the law. I am just saying that the standard for sanction ability at 
this time has not been met in our view. The standard is destabiliz- 
ing numbers and types, does the transfer so far constitute a desta- 
bilizing number and type? And we say so far no, but we will mon- 
itor the situation for any additional transfers that would cross that 
threshold of sanction ability. 

Senator Brownback. So you do not think those transfers, the C- 
802 transfers, meet that standard yet of destabilizing? 

Mr. Einhorn. The administration does not believe transfers to 
date meet that standard. More importantly, the Department of De- 
fense in analyzing this very carefully — and of course, DOD has a 
tremendous stake in this — ^has concluded that so far these are not 
sanctionable transfers. 

Senator Brownback. Mr. Welch, you mentioned that — I gather 
in your testimony you are saying that we have reached the limits 
of what we can do unilaterally and we need to go multilateral. I 
have some question of, if that is indeed the premise which you op- 
erate under, you do have additional grounds that you could cover 
unilaterally, that we can take against particular supplier nations. 
We have identified a number of those that are up on these boards. 

If you dispute that, I would certainly want to know how or 
where, or how we might change the law to give you more tools. But 
taking your premise that we need to go more multilateral at this 
point in time, are you committed, is the administration committed, 
to doing something with the EU before April 29th when they meet 
on this issue to prod and to push them as aggressively and as hard 
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as possible to tighten their sanctions in working with us against 
the Iranians? 

Mr. Welch. The simple answer is yes. We want to work with our 
allies on this. We think we have a moment of opportunity, given 
the Mykonos verdict. We believe that their steps so far have been 
good ones. We would like to do more. We will have those discus- 
sions with them. 

In fact, Senator, they have been under way, both before and in 
the immediate aftermath of the verdict, and there will be more. We 
have a variety of ways we do that. And let me add that it is done 
at a variety of levels, too, up to and including the senior leadership 
of this administration. 

Senator Brownback. Mr. Welch, if I understand your testimony 
correctly, you would agree with me that we have not been effective 
in limiting the Iranians’ ability to get either precursor chemicals, 
items that could lead toward a nuclear weapons development pro- 
gram, that we have not been effective to date in getting their ac- 
cess? Maybe, Mr. Einhorn, you are the correct person to answer 
that. 

Mr. Einhorn. Thank you, Mr. Chairman. No, I would not agree 
with that. I would state that we have been quite effective in limit- 
ing Iranian access to sources of supply. In the chemical area, I 
pointed out the Australia Group, that is a multilateral export 
group, has tightened its controls. And we see it, that Iran has shift- 
ed its procurement efforts away from Europe because of the effec- 
tiveness of these controls. It now is relying primarily on coopera- 
tion with Chinese entities as a source of foreign supply. 

Senator Brownback. So are they getting the items? 

Mr. Einhorn. Well, yes, we do see transactions in dual-use 
chemicals, production equipment, production technology. We see 
this happening. Now we are working very hard with the Chinese, 
trying to persuade them to take very seriously the Chemical Weap- 
ons Convention obligation they are about to assume and to clamp 
down, to develop good export controls, and to prevent Chinese enti- 
ties from engaging in this kind of cooperation. 

Senator Brownback. So the products remain getting into Iranian 
hands? 

Mr. Einhorn. Yes, for the time being they are getting into Ira- 
nian hands. And similarly in the nuclear area. The United States 
has launched a major diplomatic campaign to get nuclear suppliers 
not to engage in nuclear cooperation with Iran. We have gotten 
near-unanimous support for that campaign. So now you have es- 
sentially two nuclear suppliers, Russia and China, still engaged in 
nuclear cooperation with Iran. But even those two we have per- 
suaded to constrain that cooperation, and we will continue to work 
on that in the hope that they will agree to terminate that coopera- 
tion. 

Senator Brownback. Is it not time to take action against those 
two suppliers, whatever force and effect the United States has, eco- 
nomic sanctions, whatever, to stop those products from reaching 
Iranian hands? 

Mr. Einhorn. If you are talking about nuclear cooperation, we 
are taking action. 
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Senator Brownback. With all due respect, I understand what 
you are saying with that, but you do have additional unilateral 
tools available to you toward supplier nations, whether those to- 
ward Russia, aid issues, whether it is Eximbank issues or funding, 
or toward the Chinese, the amount of trade that we heard Senator 
D’ Amato talking about. 

I am not suggesting you link those together, but I am saying 
that, if you look at the set of tools and resources you have and you 
look at the products that are getting into one of our major oppo- 
nent’s hands, they are coming from a couple of places and you do 
have additional tools. 

Mr. Einhorn. Mr. Chairman, let me give you an example of how 
we use carrots as well as sticks. In the area of nuclear cooperation, 
a government needs a special agreement for cooperation with the 
United States if the U.S. is to supply nuclear reactors, major com- 
ponents, nuclear fuel, and so forth. Neither Russia nor China has 
such an agreement in effect now. Both Russia and China would 
like to engage in nuclear cooperation with the United States be- 
cause they respect American reactor technology. We have told the 
Russians that we are not prepared to enter into a negotiation with 
them for nuclear cooperation unless we could resolve this question 
of cooperation with Iran. 

Similarly, we do have with China an agreement, negotiated in 
1985 but never implemented because of legislation that requires 
the President to make certain certifications that China is not as- 
sisting non-nuclear weapons states to acquire nuclear weapons. We 
are been working very hard with the Chinese on this. They have 
begun to deal seriously with our concerns, and one of our concerns 
is their cooperation with Iran, and they have begun to curtail that 
cooperation. We want to continue pushing that and using the in- 
ducement of this, of implementing this agreement for cooperation, 
as an incentive. 

Hopefully, we will be able to use this effectively to encourage a 
curtailment of this nuclear cooperation with Iran. 

Senator Brownback. Senator Robb. 

Senator Robb. Thank you, Mr. Chairman. 

I will turn to some economic questions that might be a little less 
prickly. The state of the revolution in Iran — your testimony in both 
cases and by Senator D’ Amato and others would indicate that 
things are not going well. There is high unemployment, lower 
petrodollar income certainly compared to 10 years ago, an outdated 
oil production infrastructure, widespread poverty, et cetera. 

The question is, in light of these deteriorating economic condi- 
tions, can the ideological cohesion remain in Iran? And I guess the 
broader question: Is the revolution in the process of imploding in 
your judgment? 

Mr. Welch. Well, you are right. Senator, that economic condi- 
tions there are worse. In fact, this is one of their significant 
vulnerabilities over the longer term. In a word, the revolution has 
done a lousy job in using the rich natural resources of this country. 
Oil production in 1979 I think was a couple times higher than it 
is today, just to give you one example. That is one of the reasons 
that our legislation has targeted this sector. 
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More broadly, I think they have benefited in the last year actu- 
ally from slightly higher oil prices, and that has given them a bit 
of a cushion, a cushion that they have used to respond in a number 
of ways to what they perceive as the economic warfare being waged 
on them by the United States. 

How has the revolution survived despite this? The revolution, 
after all, has been in Iranian terms more or less broadly popular 
for years. It has begun to decay in popularity in recent years, to 
the extent that some Iranians today describe it as sort of hollow. 

That said, they have a strong, fairly authoritarian political estab- 
lishment. Their method of governance is sufficiently strict to avoid 
the emergence of any credible local opposition inside Iran. They 
have used the tools that a modern state has very effectively in de- 
nying their people those opportunities. And, you know, even though 
they hold elections, they are very carefully designed to assure that 
the types of candidates that come forward to run for those seats 
are sort of one frame of mind, and they have managed to get along. 

Is this a situation that is sustainable over the long term? I am 
not able to make a judgment on that right now. Let me say, 
though, that quite apart from whether it is or not, the things that 
they are doing which are a problem for us are the focus of our at- 
tention. We have not got a candidate in their Presidential race one 
way or the other. In our mind, the Iranian people ought to have 
a greater freedom of expression than they have today. That would 
be very good, if that happened. But the key issue for us at the mo- 
ment is what this current Iranian regime is doing. That is the 
focus of our policy. 

Senator Robb. Well, given the eternal quest for finding the “Ira- 
nian moderates,” is there any alternative emerging that is viable 
in your judgment? 

Mr. Welch. We do not subscribe to the theory that there are 
emerging Iranian moderates. We do not subscribe to it today. We 
have not before. 

Senator Robb. You made reference to the election that will be 
held next month. The leading candidate, as I understand it, is the 
speaker, although there may be others. Is there any sense that 
anyone who is elected would bring about a substantial change in 
terms of the relationship with the United States? Is there any like- 
lihood under any circumstances that you can foresee that that 
would improve? Certainly, anti-American sentiment is frequently 
used by campaigns and/or appeal to nationalism, if not fundamen- 
talism, in many countries quite successfully in stirring up the pop- 
ulation or in achieving a particular electoral result. 

But do you see any possibility of a positive change or do you see 
any inevitability in a decline if the most likely victor is successful? 

Mr. Welch. I see little prospect for meaningful change. On the 
contrary, I think there is substantial continuity in what this lead- 
ership and its likely successors want to do, and they are likely to 
continue doing it unless there are substantial costs to them for 
what they are doing. 

I do not want to give Mr. Nateknuri or any of his competition 
a campaign plug, so I will avoid specific comment on them. But I 
do not see any important attraction in any of the candidates. 
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Senator Robb. Do you want to speculate on why Mr. Rafsanjani 
may have consented to an interview that turned out to be inter- 
preted by defense folks in defense ways, what his postelection 
plans might be? 

Mr. Welch. They from time to time give interviews, and I think 
it is part of an effort to influence and in some cases more than 
that, propaganda. I think their actions are more important than 
their words, though I would like a few of their words changed as 
well. I think that some of those are gratuitous. For example, on the 
peace process I cannot see what Iranian national interest that par- 
ticularly serves. 

That said, what they are doing is more important than what they 
are saying. 

Senator Robb. I think that is an appropriate place, Mr. Chair- 
man, to leave it. I thank you and I thank the witnesses. 

Senator Brownback. Thank you. Senator Robb. I appreciate 
that. 

You have stated that China’s nuclear cooperation with Iran is 
suspended. Is that truly the case? We can certainly say that? 

Mr. Einhorn. Let me clarify, Mr. Chairman. 

Senator Brownback. I would love a yes on that. 

Mr. Einhorn. I would love a yes on it, too. But unfortunately, 
what I have to say is that it has cut back certain planned coopera- 
tion. It has rejected Iran’s request that it provide a heavy water re- 
search reactor optimized for the production of plutonium. It has 
also suspended the sale of two power reactors, I pointed out, prob- 
ably as much for siting and financial reasons than because of our 
urgings. But regardless, it is a good step. 

There are certain other elements of cooperation we have urged 
them to suspend as well. I think they are taking our concerns seri- 
ously. We hope to see further curtailment, but there is still some 
ongoing cooperation. 

Senator Brownback. Thank you very much, panel members. You 
have a tough job and we share an objective. I have to tell you, I 
am disappointed with where we are today with this threat. I will 
keep watching. The committee will keep watching. We may have 
you back up again near-term on this, because I just do not think 
we are getting the job done, as witness what actually is occurring. 

I do appreciate your commitment to working this issue aggres- 
sively. I know your concern and you view the threat very, very seri- 
ously, and I appreciate that. 

Thank you very much. 

Mr. Welch. Thank you. 

Senator Brownback. Next, our third panel will be the Honorable 
James Woolsey, the former Director of the Central Intelligence 
Agency, and Mr. Leonard Spector, the Senior Associate Director of 
Nuclear Non-Proliferation Project for the Carnegie Endowment for 
International Peace, will be the two gentlemen we will call up. 

I would state to them and to others watching that at 4 o’clock 
we have a vote that will be taking place on the floor. So what I 
would like to do if we could. Senator Robb and members of the 
panel, is try to conclude by that time, so that we would not be in- 
terrupting things as we bring things on back. So that would give 
us about 30 minutes to do that. 
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Senator Robb. Mr. Chairman, that would be fine with me. As a 
matter of fact, I was going to have to depart anyhow. I want to 
catch the end of the Intelligence hearing that is taking place right 
now in the budget that I should attend. If the witnesses make rel- 
atively brief opening statements, I was going to wait for them. If 
they are not, I will have to look to the record for their statements. 
But I can certainly do everything to assist you in meeting that 
deadline. 

Senator Brownback. Well now, there is a motivation. 

Mr. Woolsey, would you care to give us your brief opening state- 
ment. 

STATEMENT OF HON. R. JAMES WOOLSEY, FORMER DIRECTOR 
OF CENTRAL INTELLIGENCE 

Ambassador Woolsey. I would be delighted, Mr. Chairman. As 
Senator Robb knows, I do not read opening statements except when 
absolutely required to as an administration witness, and I certainly 
am not that now. 

Senator Robb. Mr. Chairman, I might also add, however, that he 
is not easily intimidated. 

Ambassador Woolsey. But I would be delighted, if it is all right, 
to talk through a few points briefly that are in my opening state- 
ment and have it inserted in the record and try to integrate some 
answers to one or two questions that you asked other witnesses as 
I go. It might save a little bit of time for the two of us. 

I think, Mr. Chairman, the key issue with respect to Iran is that 
its combination of support for terrorism around the world and its 
program of acquiring advanced conventional weapons, and particu- 
larly weapons of mass destruction and the means to carry them, 
ballistic missiles, that together — and they are very much part of a 
militant spirit and an attitude toward the West and toward many 
other countries in the East and Mideast as well which is a product 
of the Iranian revolution. 

But it is also a set of views, particularly with respect to terror- 
ism, that is not widely supported in Iran. I compare in my state- 
ment the situation in Iran today to the situation in Spain in the 
1490’s at the time of the Spanish Inquisition under Ferdinand and 
Isabella and Tomas de Torquemada. The clerics who support the 
terror — and that is the word for it — in Iran today have strong crit- 
ics within the Shia clergy in Qum, in Iranian society. They are not 
real representatives of the spiritual tradition of Iran or of the cler- 
gy of Iran or certainly of the people of Iran. 

What we have is a regime which, as Mr. Welch said, there are 
no moderates stepping forward. And the attitude which some of our 
European colleagues have fostered from time to time, that we had 
the moderate Rafsanjani and the hard line clerics, I think is non- 
sense. I think that approach has been substantially undercut by 
what the court has set forth in the Mykonos verdict in Berlin. 

The government and those clerics that work with it are indeed 
very much the enemies of the West and common sense, and of the 
people of Iran. 

I do believe that if we find that something as clear-cut as Iranian 
government support for the terrorist act at Khobar Towers can be 
shown convincingly to be the case, the United States has no real 
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option but to take extremely decisive action. The sort of action that 
I would think should be seriously considered would be, as you sug- 
gested, perhaps what Jim Hoagland wrote about in the Post this 
morning or perhaps the mining of their harbors. 

But that, if it was carried out by the Iranian state through its 
intelligence services, was as close as one can come to an act of war, 
and we should treat it as forcefully as we possibly can. We are the 
world’s superpower and no Iranian state should get away with that 
kind of conduct against the United States. 

Now, in the circumstances that we are in with respect to the ex- 
port of weapons of mass destruction, particularly from Russia and 
China — and they are now the problem. Other countries have been 
a problem in the past, but, as the two administration witnesses 
pointed out, there has been progress with respect to other coun- 
tries, and there has been some progress with respect to Russia and 
China, but not nearly enough, as I think the chairman and you. 
Senator Robb, both suggested. 

I believe that it is important to consider seriously taking other 
legal steps in the current circumstances. One reasonable one was 
mentioned by the chairman, such as amending the recent statute 
to clearly include such steps as the cruise missiles, the C-802’s 
that now are quite threatening to U.S. Naval forces in the Gulf. 

It would be feasible, I think, to look at some of the provisions 
that dropped out of the legislation when it was being considered in 
the House and Senate and to bring unilateral sanctions to bear on 
a secondary basis as the statute operates in cases other than in- 
vestment in the oil and gas industry in Iran, to broaden it to in- 
clude other investments there, because their Achilles heel really is 
their economy. 

The mullahs have done a terrible job of managing the economy, 
and we have helped them do a terrible job with the sanctions. Our 
sanctions have not been totally successful, but they certainly have 
been in some cases useful to crippling the Iranian economy or at 
least making it limp a bit. 

I think that if we focus on substantial steps that we can take to 
affect the Iranian economy, even in the absence of a judgment 
about Khobar Towers, and if it turns out that they were respon- 
sible for Khobar Towers strong and very decisive acts to cripple the 
Iranian economy, I believe we will be operating with tools that we 
can use better than most, tools that will be ones that we can bring 
allied and other support to bear on, and I think that we have a rea- 
sonable chance of turning this ridiculous policy of the Iranian gov- 
ernment, its support for terror and its acquisition of weapons of 
mass destruction, around, not in short order, not in a few months, 
probably not even in a very few years. But with resolution and 
firmness, I think we do have some reasonable chance of success 
here. 

I very much commend the committee for its interest and for hold- 
ing these hearings. 

[The prepared statement of Ambassador Woolsey follows:] 

Prepared Statement of R. James Woolsey 

Mr. Chairman, Members of the Committee, it is an honor to be asked to testify 
before you on this important subject. 
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The current American policy toward Iran — containing it, using economic sanctions 
against it, and pressing others to join us — is not rooted merely in disagreement with 
Iran’s foreign policy and the rhetoric of some of its leaders. Even less is the current 
policy grounded in opposition to Iranians’ religious beliefs, or to Iran’s being an Is- 
lamic state. The United States has cordial and cooperative relations with many 
countries with whom it has major disagreements. It has close and friendly relations 
with states where Islam, including Islam of a fundamentalist character, is the pre- 
dominant, even the governing, religion. Of course we will always strongly promote 
respect for basic human rights. But unless such are threatened, Iran’s internal af- 
fairs are its own business. 

American policy is heavily driven by a key decision that the government of Iran 
has made: to be the world’s principal state sponsor, encourager, and bankroller of 
terrorism. It is a shame that George Orwell is not still around to write a second 
installment of “Politics and the English Language”, because until the verdict last 
Thursday in Berlin in the 1992 Mykonos Cafe killings — in which the German court 
forthrightly set out the evidence that terror from Iran emanates from the “highest 
levels” of its government — a number of European and even American observers were 
showing substantial phraseological creativity in subtly disparaging the notion that 
the Iranian government has actually chosen a terrorist role for itself. These writings 
and speeches — urging a “critical dialogue” with Iran and promoting various types 
of economic and political openings to it — would have given Orwell a rich array from 
which to select fresh examples of the lengths to which some people will go to avoid 
unpleasant political facts. 

Until the verdict last Thursday many of these individuals were calling for more 
“hard evidence” of Iranian government sponsorship of terrorism than had been 
made public up to that point. Such demands of course run into an obvious problem: 
some of the convincing detail (hard evidence indeed) must remain in the hands of 
governments in order to protect intelligence sources and methods. Unfortunately, if 
governments were to inform the public about a number of details regarding Iranian- 
sponsored terrorism they would also perforce inform Mr. Fallahian, the head of Ira- 
nian Intelligence, who would promptly see to it that we didn’t learn any more about 
how the Iranian terror apparatus does business. 

But there is plenty of information available publicly now, despite the absence of 
some details, to satisfy any unbiased observer. Both former Iranian President 
Banisadr and a recent important defector testified at the trial of those who carried 
out the assassinations of four Kurdish dissidents in 1992 that such killings are rou- 
tinely approved not only by Mr. Fallahian, but also by President Rafsanjani and 
Ayatollah Khamenei through a “Council for Special Operations.” The German court 
made public many facts about the Iranian government’s terror and assassination ap- 
paratus. The embarrassment among the Iranian government’s apologists in Europe 
mirrored that of its apologists in Near East last fall when, according to a number 
of press reports, Mahmoud Abbas, senior member of the PLO’s Executive Commit- 
tee, identified Iranian Intelligence as being involved in an attempt to kill Yassir 
Arafat, and the PLO consequently found it necessary to dismiss seventeen of Mr. 
Arafat’s bodyguards. 

The Iranian government’s denials about its responsibility for terrorism should not 
be credited: Iran controls Hezbollah, funds Hamas, Islamic Jihad, the Popular Front 
for the Liberation of Palestine-General Command and other violent terrorist groups, 
and it generally oversees, encourages, helps plan, and provides several different 
types of support for a wide range of terrorist actions around the world. Incidents 
of assassination abroad by Iran have substantially increased under Rafsanjani and 
Khamenei compared to the days of rule by Ayatollah Khomeini. The press has re- 
ported some facts which suggest Iranian government involvement in the Khobar 
Towers bombing in Saudi Arabia. When this choice to use terror is made by a gov- 
ernment (as was the case when the former South African government used terror 
abroad to support its policy of apartheid), such an act legitimately makes that na- 
tion subject to ostracism and to the admittedly imperfect but sometimes justified 
weapon of international economic sanctions. Sanctions are not a silver bullet, nor 
is Iran the only source of support for international terror. If Iran changed its policy 
international terrorism would not evaporate. But it would be substantially reduced 
and crippled. 

The policies of the Iranian government, supported by some Iranian clerics, have 
produced much domestic resentment within Iran both because of repression and be- 
cause of mismanagement of the economy. The destructive collaboration between the 
Iranian government and a sub-set of clerics, including in the support of terror, has 
also drawn articulate dissent from some prominent and brave Iranians, including 
several leading Shia clerics. 
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It is a major mistake for Western observers to blame Islam, or Shia Islam, for 
this state of affairs in Iran today. The problem is rather that a few men, in the gov- 
ernment and among Iranian clerics, have chosen terror to be a major tool of the Ira- 
nian State. Just as it would be unfair to tar the entire Catholic Church of the time 
with the outrages of the fifteenth century Spanish Inquisition under Tomas de 
Torquemada and some of his fellow Dominicans (whose close partnership with Fer- 
dinand and Isabella has some parallel to the collaboration today between the Ira- 
nian government and a portion of Iran’s clerics), so it would be most unfair to blame 
Islam, Shia Islam, Iranian Twelver Shia Islam, or the majority of Iran’s Shia clerics 
for the outrages of those who have brought about and who implement the policy of 
terror. 

In her fine recent book, God Has Ninety-nine Names, Judith Miller clearly de- 
scribes the widespread resentment in Iran today against those who sponsor terror 
both at home and abroad and the courageous resistance of important clerics and 
other public figures. Prestigious Ayatollahs, heads of Islamic Institutes in Qum, aca- 
demics, and others are calling for those clerics who manage and support the govern- 
ment’s terror apparatus to abandon that path and to “return to Qum”, to the tradi- 
tional role of advising and providing moral guidance to the people and the govern- 
ment. But it would seriously undercut the possibility that this popular resentment 
and these brave individuals will prevail in moving Iran toward sanity if we were 
to move now to accommodate the sponsors of terror before they change their ways. 

Iran is also involved in a buildup of certain extremely troubling military capabili- 
ties. Although the state of its economy — partially attributable to its own mis- 
management, partially to the effect of the various steps that the U.S. has taken and 
urged others to take — somewhat limits the resources available to it, Iran has fo- 
cused on acquiring technologies and systems that pose serious threats to U.S. forces 
and to friends and allies of the U.S., especially to Israel and the states of the Gulf. 
In these efforts Iran has been the beneficiary of Russian, Chinese, and North Ko- 
rean willingness to proliferate these systems and technologies. 

One of the more dangerous developments in this line has been Russian assistance, 
since January of 1995, to complete Iran’s Bushehr nuclear reactor, begun by Ger- 
many in 1974; through the operation of this reactor the Iranians will develop sub- 
stantial expertise which will be relevant to the development of nuclear weapons. 
Russia completed its shipment of three Kilo-class diesel submarines to Iran a little 
over a year ago. Russia pledged in June 1995 not to enter any new arms contracts 
with Iran and not to transfer any uranium enrichment or other technology or advice 
that could assist a nuclear weapons program. The Washington Times reported yes- 
terday, however, in an article by Bill Gertz, that Russia is in the process of selling 
advanced air defense systems to Iran, including the latest version of a hand-held 
anti-aircraft missile that will be given to Hezbollah terrorists. And I know from his 
background and from personal experience that Russia’s Foreign Minister, Mr. 
Primakov (who was head of the SVRR, the successor to the foreign side of the old 
KGB, during the time I was Director of Central Intelligence), is extremely interested 
in building a close relationship between Russia and Iran. Clearly we need to stay 
tuned to the Russian-Iranian relationship. 

According to press reports, Mr. Robert Einhorn, Deputy Assistant Secretary of 
State for Non-proliferation, whom I understand will appear before this committee, 
testified last week that China has now become the number one supplier of conven- 
tional weapons to Iran, replacing Russia. Most serious in this regard are the ad- 
vanced C-802 cruise missiles that can threaten U.S. naval forces in the Gulf. China 
is also supplying components for chemical weapons to Iran as well as technology 
and advice to help with missile tests. Although China has promised not to proceed 
with a 1993 contract to provide two nuclear reactors to Iran and also not to provide 
a uranium enrichment device, clearly the Chinese-Iranian arms relationship re- 
quires constant monitoring. Moreover, like the Russian-Iranian relationship, it re- 
quires us to continue to search for leverage to exert against Russia and China in 
order to dissuade them from at least the most damaging and destabilizing transfers 
toward which those two nations and their military-industrial firms seem repeatedly 
to incline. 

North Korea has long been in a class by itself in many ways — in the pathological 
weirdness of its ideology and its leaders, in the total failure of its economy, in the 
immediacy of the military threat that it poses to an important U.S. ally. South 
Korea, and U.S. forces located there, and in its willingness to be a source of pro- 
liferation. Press reports earlier this year suggest that North Korea has promised not 
to deliver Nodong I missiles to Iran; the range of these would come very close to 
bringing Israel within range of Iranian missile attack. Our leverage over North 
Korea is small, but whatever we have we should use to block such a transfer. 
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We may have some opportunity in the aftermath of the Mykonos verdict in Ger- 
many and the European nations’ reaction to it to rally support for increased lever- 
age against Iran to discourage its support both for terror and for proliferation of 
weapons of mass destruction and ballistic missiles. Security Council action to, for 
example, ban flights to and from Iran, cut its diplomatic representation abroad, or 
ban exports to it of petroleum-based technology should be considered. But realisti- 
cally, the almost certain opposition of Russia and China in the Security Council 
would probably doom such efforts — not to speak of the even more ambitious (but po- 
tentially far more effective) notion of a comprehensive embargo on Iranian oil ex- 
ports. It may be worth proposing one or more of these steps, even if we are likely 
to fail in the LTN, as a precursor to taking further unilateral steps of our own. 

Generally speaking, I believe that secondary sanctions should be a tool of last re- 
sort in international relations; in my judgment the stresses they produce with 
friends and trading partners should mean that they are used only in very extreme 
cases. But this is such a case. Iran today, by its clear adoption of terror as a consist- 
ent tool of the state, has put itself in a different category than any other nation in 
the world. In my view, this is the key issue. If we were to be able to bring enough 
pressure on Iran to get it to halt its support for terror, it would be evidence of such 
a major change in the culture of the government of Iran that I believe other issues — 
such as proliferation — would be considerably easier to deal with. Thus terror is, in 
my view, at the heart of the matter. Under these circumstances, not only do I be- 
lieve that secondary sanctions are justified against what it is now clear to any objec- 
tive observer is the world’s primary terror state, I believe it would be worth consid- 
ering a strengthening of such steps — for example, by applying sanctions to foreign 
persons that export energy-related technology to Iran or even to those that conduct 
a range of commercial relations with Iran beyond the energy sector. 

Iran is a wonderful country with a rich history and a talented people who follow 
a great religion. There are no fundamental strategic, religious, or other reasons why 
Iran and the United States should not have cordial, even friendly, relations. If those 
who govern Iran will stop murdering those who disagree with them, the path could 
and should be open to move toward both the removal of sanctions and progress on 
other issues as well. But if the United States loses its resolve before the terror 
stops, it will thereby tell Iran’s contemporary Torquemadas that their support of ter- 
ror is no longer a major issue with us — it will tell them that, essentially, they’ve 
won. As is the case on many difficult security issues, the rest of the world will not 
act constructively on this matter unless we lead. On the issue of Iranian terror the 
U.S. government has an obligation to Americans and to the rest of the world to be 
firm, resolute, unswerving, and uncompromising. 

Senator Brownback. Thank you, Mr. Woolsey. I appreciate that 
and appreciate your service to your country and your continued 
service. Mr. Spector, a brief opening statement. 

STATEMENT OF LEONARD SPECTOR, SENIOR ASSOCIATE AND 

DIRECTOR OF NUCLEAR NON-PROLIFERATION PROJECT, 

CARNEGIE ENDOWMENT FOR INTERNATIONAL PEACE 

Mr. Spector. Thank you. I will attempt to summarize my state- 
ment and I would request that the entire statement be put in the 
record. 

Senator Brownback. Without objection. 

Mr. Spector. Thank you. 

I think I would like to sort of pick up in a certain sense on some 
of the themes that Bob Einhorn was presenting, especially the no- 
tion that there are many tools in the tool kit that the administra- 
tion has and the United States has to try to curtail the availability 
of weapons of mass destruction to Iran. 

He mentioned a number of them, but there are others as well. 
In particular, we have got a very solid inspection regime in the nu- 
clear side. We are going to have a new Chemical Weapons Conven- 
tion, whether we join it or not, that is going to be available, that 
is going to put certain constraints on the chemical weapons side for 
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Iran. And we have, of course, these multilateral regimes to try to 
control exports going into Iran. 

In addition, there are other tools which I would like to come back 
to, and these are the cooperative threat reduction and Nunn-Lugar 
programs, which are critical in containing nuclear and other very 
dangerous materials in the former Soviet Union so that they do not 
leak out. And also I think it is important to appreciate the counter- 
proliferation program of the Department of Defense, which really 
has to be brought to bear in these instances where the adversary 
is over the hump, where they have chemical weapons or biological 
weapons or missiles, and we are confronting not just an effort to 
stop the next stage in their development, but we are confronting 
actual capabilities that may be used against our forces. 

A second point to make is that it really is worthwhile going down 
a list — and I happen to have 11 items on my list; I will not go 
through all of them now — ^which sort of differentiate the different 
programs. We know in the nuclear fuel, for example, that Iran is 
trying along three different routes, I would say, to advance its nu- 
clear capabilities. It wants to acquire these reactors and so forth 
openly, and maybe it will learn a lot of the tricks of the trade by 
open nuclear energy development. It wants to acquire material 
clandestinely from Russia, and that is why controlling that mate- 
rial in Russia is so important. And it also is trying to develop clan- 
destine facilities in Iran to manufacture this material on its own, 
and there I think we have pretty much stopped things as far as I 
can tell. 

If you go down the list, biological weapons is another area. There 
is a program I guess where they are part way home. They seem 
to have stocks of biological weapons which the CIA has acknowl- 
edged. But there are many advances to be made yet. So it is impor- 
tant to differentiate sort of where we are and what we should be 
targeting. 

I think the important target on BW is to make sure they do not 
learn how to mate it with missiles, and that is a difficult thing to 
do. Maybe we can be intervening through export controls and other 
measures. 

In the chemical area, there are two programs, really. There is 
sort of the World War One style chemicals, which they have in 
large supply. And when Bob Einhorn mentioned 1,000 tons per 
year, I think it was, those are the old-fashioned gases, as I under- 
stand it. The more dangerous nerve gases — ^VX, Sonan, Teblin, and 
some of the others — are still under development. So in some ways 
we have lost the game, on the simple weapons. They are dan- 
gerous, they could be used in the battlefield. The more dangerous 
chemical weapons are still there for us to try to prevent the acqui- 
sition of. 

I think the same is true in the missile area. Short-range Scuds 
they have got in large numbers, but they want to go to longer 
range systems, sophisticated systems, and we have a chance to 
fight the battle. 

If I can just say a few more words about the nuclear area. I 
would say a point that really we would want to emphasize is the 
critical importance of American programs dealing with Russia to 
gain control over the Russian nuclear arsenal and over these mate- 
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rials. There are hundreds of tons of nuclear materials under poor 
security in Russia. The major push in Russia to get these under 
control is coming from us by virtue of the Nunn-Lugar and Nunn- 
Lugar-Domenici programs. It is really, really critical that those be 
sustained. 

There is a report that I was just part of a panel at the National 
Academy of Sciences which goes into this in some detail. It com- 
mends the administration for some very important work it has 
done, urges a couple of changes, but the fundamental message of 
a year’s work is we have got to keep up the effort, it must have 
Congressional support to continue with this. The report is called 
“Nuclear Concerns” and in my testimony I have got a footnote giv- 
ing some additional details. It is being released today by the Na- 
tional Academy of Sciences. 

In the biological and chemical areas, I think we do have to look 
a little bit at the counter proliferation options, defenses that we 
can have, vaccines, various chemical equipment. We have to antici- 
pate that we are going to be confronting these in the battlefield. 

I think this is also true in the missile area. I know there is a 
big debate over national missile defenses, but I think there is a na- 
tional consensus that theater missile defenses are a useful tool in 
dealing with a threat that already exists and perhaps anticipating 
some types of threats that will be coming along. 

You focused on sanctions with great emphasis. I have to say 
some of the information I have had is that a number of the cases 
that you have been alluding to — the Chinese transfers of chemical 
weapons, Russian transfers of missile technology, and so forth — are 
not sort of getting the first once-over now in the administration. 
Some of these cases have been around for a long time and they 
have gotten a lot of attention, and what we have seen is in a way 
deliberate inaction, perhaps for political reasons in terms of want- 
ing to maintain a high level dialog with the Chinese with the sum- 
mit coming up and so forth. 

But the impression I have is that some internal decisions have 
been made about how serious the cases are, who is involved, what 
might be done, what sanctions laws might be triggered, and there 
has been a reluctance to carry forward and actually bite the bullet 
and impose sanctions in some of these cases. 

Let me just make one final point, and that is to sort of put on 
the table an area that we have used as an incentive in the past 
to gain support from the Chinese and the Russians in the area of 
missile controls. This is our willingness to give them access to the 
commercial satellite launch market. In other words, we export sat- 
ellites to them, our industry does, and they get the launch, they get 
the payment for launching this into space. They have, both the 
Chinese and the Russians, very excellent space launches, despite 
some recent setbacks. 

But this is something of real value, and it benefits their missile 
industry. In the Chinese case the same firms are involved that are 
making some of the exports we are unhappy with. In the case of 
the Russians, although different entities are involved, if we in a 
sense threaten the ones that are making money off of this, they 
may put pressure on the other entities that are trying to sell a few 
missiles on the side. 
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We have done this in the past. There was a big episode in 1990 
to 1993 where the Soviets and the Russians were selling something 
to India and we sort of said: If you stop that, we are going to open 
up all this commercial stuff. But the deal was they were supposed 
to be very disciplined, and I think we have seen some slackening 
on the Russian side, and in China as well. I think this would be 
a very useful, targeted sanction. It can be applied discretionarily. 
It does not have to have statutory authority, and I think it is a 
good area to explore as you push forward on the missile question. 

Thank you. 

[The prepared statement of Mr. Spector appears in the Appen- 
dix.] 

Senator Brownback. Thank you. And thank you, Mr. Robb, for 
joining us as well. 

Let me just followup on this. It strikes me that, looking at this 
from the outside, that what we have done particularly concerning 
China and Russia, a number of known, known and publicly re- 
ported instances of products and items going to Iran that we do not 
want going there, that we have basically treated it as a secondary 
issue. We have said it is more important to us for our relationship 
with China or Russia than it is to stop these items from going on 
forward. 

That is an outsider’s observation. Is that an accurate one? 

Mr. Spector. Well, it is. I think it may be a legitimate observa- 
tion and it may be a legitimate policy. I am certainly committed 
to non-proliferation. This is sort of what I have spent my profes- 
sional career on. But you also have to realize that the overarching 
American interest, let us say vis-a-vis Russia, is to have a demo- 
cratic Russia sustained, moving forward, getting some economic 
stability, and growing in a way that we want. So one could imagine 
totally pulling the plug on Russia with no foreign aid, for example, 
which is how one of the laws is framed. There is a waiver provision 
which the President has exercised so that foreign can continue. 

On the other hand, you know, we want to pull the plug if there 
was absolutely no response from the Russians. But there has been. 
The worst elements of the nuclear collaboration have eased off and 
we are dealing with one item still, this nuclear power plant that 
will be under inspection. There will be some safeguards in terms 
of the kind of plant it is. So I would hesitate to say now is the time 
to cutoff foreign aid. 

But let us go over to the missile area. In the missile area, you 
could identify a targeted sanction that would affect one sector that 
is getting a lot of income from the United States, and you might 
say: We are going to penalize you there. Maybe that is not the 
right sector. Maybe we would find a different one, and sort of try 
to make the punishment fit the crime a little bit and catch their 
attention in a more focused fashion. 

I think you can do that with a couple of these areas. 

When we try to deal with the Chinese and Pakistan, maybe it 
is a different issue. There there is much more at stake for China 
than money. They have a relationship with Pakistan and it is hard- 
er to push them away. But in a lot of these other cases it is really 
money, and if there is money, a penalty that is threatened to the 
Chinese or the Russians which is much greater than the financial 
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benefit they get from some of these exports, I think you may be 
able to prevail without having to do the wholesale pulling back of 
foreign aid and so forth that I think can be very tricky. 

Senator Brownback. Mr. Woolsey, you care to comment on that, 
whether we treated it secondarily? 

Ambassador Woolsey. Over the last 2 years, I probably would 
not be the best witness on that, Mr. Chairman. I have a general 
impression in some of the areas that I have followed, such as bal- 
listic missile defense issues with Russia, that we have soft-pedaled 
our objections to them too much and that we have been unwilling 
to be as forceful and clear as I think it is normally productive to 
be when negotiating with the Russian government. 

I think it is fair to say, though, as Mr. Spector said and the two 
administration witnesses, that with respect to Russia on this nu- 
clear issue there has been some progress. We would very much like 
to see them just stop on Bushehr, because Bushehr will let the Ira- 
nians develop an expertise in managing nuclear programs that will 
redound to their benefit and will help them in their illegal nuclear 
weapons programs, and we would very much like to see Bushehr 
stop. 

But it is in fact the case that we have gotten something done, 
the U.S. Government has gotten something done with Russia with 
respect to the nuclear exports to Iran. 

Senator Brownback. What about Mr. Spector’s suggestion, 
which I found intriguing? What about the commercial satellite 
launches? Is that a way that — we have heretofore used a carrot and 
stick approach, but we failed to pull the stick out because I guess 
we feel like the stick is too big or it whacks us when we use it. 
But here is a narrower one. 

Ambassador Woolsey. One has to look at specific cases. For 
some — I am not familiar with the whole range of our cooperation 
with Russia on propulsion, but there are some cases in which the 
joint ventures and cooperation between American companies and 
Russian companies work in such a way that a Russian component 
has become important for American purposes as well. This has 
been part of the sort of growing partnership in some technological 
areas. 

So we would want to make sure that if we did something like 
that, we did not do it in such a way that we undercut some capabil- 
ity that we as the United States wanted and needed. But as a gen- 
eral proposition, I think the thrust of his remarks are on the 
money. 

Senator Brownback. I want to thank both of you for laying out 
this basis, because what I was curious to get at was other assess- 
ments of what is taking place in the region and other options that 
we might have that are available to us. I view this as an extremely 
serious present threat that we have for the United States. 

I appreciate particularly, Mr. Woolsey, your statement that if 
these terrorist activities are directly linked to the government of 
Iran that clear and decisive action on our part, including a poten- 
tial for military action, be considered. I think that is a brave and 
a good recommendation on your part. 

Ambassador Woolsey. If I could just add one point, Mr. Chair- 
man. I think what we should not do is put a few cruise missiles 
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on a building or a radar in the middle of the night, or even a ter- 
rorist camp. Terrorists have a way of being able to move out of 
camps and tents and the like. We should do something that would 
seriously hurt the Iranian economy. 

The two things that come to mind are one that Mr. Hoagland 
mentioned, the blockade, and that requires constant maintenance, 
constant patrols, confrontations with other, ships of other coun- 
tries. It might be worth it. We might have to do it. But I must say 
the notion of mining Iranian ports and harbors strikes me as a 
very interesting and potentially appropriate response to the mur- 
der of a number of American servicemen if it in fact turns out to 
be the case that they did it. 

Senator Brownback. Mr. Spector, do you have any thoughts on 
that that you care to put forward? 

Mr. Spector. I think I would like to be a little cautious on this, 
but I do think there is a tendency to imagine that, because we have 
this enormous military capability in the region and globally, that 
we can take action without a response. We are dealing in this par- 
ticular instance with a nation, Iran, that seems to have a global 
reach of its own, and we have seen episodes in Argentina, the 
bombings of the Israeli embassy there, we have seen activity in Eu- 
rope, assassinations. 

We will not necessarily be able to make our response and have 
that be the end of the issue. We may have a further response and 
we may find ourselves embroiled in more. 

Not to respond is unthinkable if this in fact how things emerge, 
that we have a smoking gun. But I think as we take such action 
we also have to appreciate that we are doing this at some risk of 
further continuation of a dangerous relationship. 

Senator Brownback. So if we can establish undeniably that this 
is attached to the Iranian government’s decision, this bombing that 
took place, in your estimation we must respond, but that there are 
consequences even in our response? Am I hearing you correctly? 

Mr. Spector. Well, I think to the extent that we can respond 
with others, perhaps. I do not know how much further we can take 
the economic blockade. We might find that that was more decisive 
in the certain sense that there was no way for Iran to respond. If 
you take a very precise military action — mining — it gives them a 
focus. We again become the target, and they have measures they 
can take back if they care to take the risk. 

So I think as one measures out the punishment one has to be 
aware of the fact that there may be further steps that go beyond 
and try to develop a response that deals with that as well. 

Senator Brownback. Are economic sanctions sufficient for a 
bombing activity? 

Mr. Spector. Well, I do not know if you had — these are difficult 
questions, so I do not mean to suggest a decisive response. But if 
you could imagine a total, a global embargo or a virtual global em- 
bargo on the purchase of Iranian oil that all of our allies supported, 
including Japan and the Western Europeans, because they too are 
outraged by this, that would have a devastating effect on the Ira- 
nian economy of the kind that we were just talking about, but it 
would not have a military dimension and it would not be only 
America. 
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If you take military action and you risk lives of, let us say, Ira- 
nian sailors or what have you, and you have only the United States 
acting, you do create a target. I am not saying that you might not 
decide it was appropriate to do it anyway. You might very well de- 
cide it was appropriate to do a unilateral military act. But as you 
weigh that decision, you need to appreciate the other dimension. 

Ambassador Woolsey. That would be preferable, I agree. But 
given their behavior over the last several years, I rather despair of 
our European friends being willing to pay higher oil prices in order 
to effectively retaliate against the killing of American servicemen. 

Senator Brownback. I just pose an interesting question. Do you 
think that other Security Council members would go along with 
economic or military actions if this bombing is laid at the feet of 
the Iranians? 

Mr. Spector. Well, I think it is very hard to speculate. My fear 
is that, although we may be convinced — and do not forget, some of 
the evidence that is going to be coming before you, let us say, and 
before the President will be very classified evidence. We are not 
going to have the whole story out before the public that we can dis- 
play and build a case the way we did, let us say, when Saddam 
Hussein invaded Kuwait. It is going to be a different matter, and 
I think we are going to have difficulty going to the Security Coun- 
cil. 

But in other means behind the scenes, working with allies, we 
might at least imagine an alternative. And you might reject the al- 
ternative. You might decide military action was best. But as I say, 
it may not be cost-free. 

Senator Brownback. Gentlemen, I appreciate this very much. 
This has been the opening hearing for me as chairman of this sub- 
committee. I think it has been very enlightening. It is certainly a 
tough subject, but it is one that we agree upon for action. Maybe 
we do not agree quite which actions to take, but I hope we can con- 
tinue to move forward. 

I continue to be disappointed about how ineffective I think we 
have been to date in stopping the things we want to. We have had 
some success, but we have not gotten near where we need to get 
to. 

So we are going to keep watching this issue, and we would ap- 
preciate any further input that you might be willing to give and I 
would look forward to that. 

Ambassador Woolsey. Thank you, Mr. Chairman. 

Senator Brownback. Thank you very much. Thank you all for 
attending. 

This hearing is adjourned. 

[Whereupon, at 4 p.m., the subcommittee was adjourned.] 
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The subcommittee met, pursuant to notice, at 10:03 a.m. In room 
SD-419, Dirksen Senate Office Building, Hon. Sam Brownback 
(chairman of the subcommittee) presiding. 

Present: Senators Brownback and Feinstein. 

Senator Brownback. We will go ahead and proceed with this 
hearing. Thank you all for joining us this morning. 

OPENING STATEMENT OF HON. SAM BROWNBACK, U.S. 

SENATOR FROM KANSAS 

Senator Brownback. On April 17, this subcommittee held a 
hearing on the problem of Iran and proliferation. As a result of the 
testimony heard at that hearing, I concluded that the United 
States has not, is not doing enough about the problem of prolifera- 
tion to Iran. 

Our approach to the problem I believe must be two-fold. First, we 
must seek to deny the Iranians the foreign exchange they need to 
promote terrorism abroad and continue with their massive military 
buildup. The United States has done its part toward that with an 
embargo on trade with Iran. I commend Senator D’Amato for forc- 
ing the administration to take that step. 

We have also tried to create disincentives for other nations to in- 
vest in Iran’s oil sector. But the truth is that, in a world thirsty 
for oil, we will never succeed in stopping all trade with Iran. 

Any doubts about the limits of this policy should have been put 
to rest by the recent criminal verdict in Germany. A German court 
has told the people of the world that the highest leadership of Iran 
was behind the assassination on foreign soil of regime opponents. 
But the European Union, despite exhortations from the United 
States to take a hard line, decided to do nothing more than end the 
so-called critical dialog and suspend high level diplomatic contacts. 

In other words, there were no economic sanctions, just a frown, 
and a diplomatic slap on the wrist. 

This explains why it is essential that we have a second prong in 
our strategy for dealing with Iran. In addition to denying Iran hard 
currency, we must also deny Iran the possibility of purchasing 

( 41 ) 
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arms and weapons of mass destruction. The Europeans have an 
arms embargo in place. But the Chinese and the Russians do not. 

The Clinton Administration has done too little to impress upon 
China and Russia that our relationship cannot remain the same if 
those nations continue to arm Iran. 

It is little wonder the Europeans pay the United States no heed 
on what to do about Iran. They see us pushing our own companies 
around but continuing to coddle the nations that persist in directly 
arming the Iranians. 

The message we are sending could not be clearer: cutting off 
Iran’s access to arms and weapons of mass destruction is less im- 
portant to us than maintaining good relations with Russia and 
China. 

Consider that the United States is aware that Russia is selling 
a nuclear reactor to Iran, that Russia is contemplating a major new 
arms deal, that Russia has discussed the delivery of ballistic mis- 
siles to Iran, and more and more. 

Yet the President, who is required by law to cutoff the hundreds 
of millions in assistance the United States provides Russia every 
year without a waiver, has granted that waiver. Consider, in addi- 
tion, that China has negotiated the delivery of nuclear reactors to 
Iran, provides Iran with chemical weapons precursors, has deliv- 
ered missile guidance equipment, and more. 

We cannot pretend that we have a policy aimed at isolating Iran 
if we continue to aid and abet Iran’s suppliers. 

Before us today we have three experts on proliferation. I have 
asked them here because I want to hear about the Russian, Chi- 
nese, and North Korean companies that are arming Iran and the 
governments that are doing nothing to stop them. 

As in our first hearing, we will work only from unclassified infor- 
mation. You may also notice that there are no representatives from 
the administration here today. Let me assure you they were invited 
and requested to come, but they decided not to attend and testify. 
I hope they are here monitoring the hearing to hear what the testi- 
mony of these three witnesses has to say. 

Einally, I will ask our witnesses and others to think about these 
names: China Precision Engineering Institute, China Precision Ma- 
chinery Import-Export Corporation; MINATOM; Rosvoorouzhenie; 
Aviaexport; Lyongaksan Import Corporation; Changgwang Sinyong 
Corporation. 

Between them, these companies have helped Iran move closer to 
a successful confrontation with the United States or with our allies. 

Now think about this. In at least one instance I am aware of, the 
U.S. Government was licensing sales to a company we knew was 
engaged in proliferation of nuclear technology. How can we pretend 
to have a serious nonproliferation policy? 

I do not believe these companies should do business with the 
United States. I do not believe their executives should be allowed 
into the United States, and I do not believe these companies should 
benefit from U.S. subsidies. I do not think there is a man or 
woman in this Congress who would disagree with me. 

Either way, I intend to test that premise because in the coming 
weeks I intend to offer legislation that will affect some of the steps 
I believe must be taken to address this problem. 
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We have a panel of experts joining us today to testify about the 
issue of proliferation and who is supplying the Iranians with these 
weapons, both conventional and those of mass destruction. I am de- 
lighted to have this panel with us today. 

They are: Dr. Gary Bertsch, the Director of the Center for Inter- 
national Trade and Security, Professor of Political Science, Univer- 
sity of Georgia; Dr. Gary Milhollin, Director of the Wisconsin 
Project on Nuclear Arms Control; and Dr. W. Seth Cams, Visiting 
Fellow with the National Defense University. 

By prior discussion and arrangement. Dr. Milhollin will be the 
first to testify and then Dr. Bertsch, and Dr. Cams will be the last. 

What we would like to do, gentlemen, is to invite your testimony, 
either as written or you can summarize if you would like. We will 
take the full written testimony into the record. Then we would like 
to have an exchange regarding questions. Particularly, at the end 
of it, once we site to who is doing the supplying of these arms, 
what then should the response of the U.S. Government be to this 
situation? 

I am thankful for all of you joining us. I very much appreciate 
it. 

Dr. Milhollin, you are first up and the microphone is yours. Wel- 
come to the committee. 

STATEMENT OF DR. GARY MILHOLLIN, DIRECTOR, WISCONSIN 
PROJECT ON NUCLEAR ARMS CONTROL, WASHINGTON, D.C. 

Dr. Milhollin. Thank you very much. Senator. I am honored to 
be here. 

I hope I can shed some light on this very important, but difficult, 
question. 

I would like to start by saying that I don’t think there is any 
doubt that Iran is ag^essively trying to develop weapons of mass 
destruction and the missiles to deliver them. I think there is a gen- 
eral consensus on that subject, at least in this country. 

Second, Iran’s progress in this domain, her progress has de- 
pended on outside help and will continue to depend on it in the fu- 
ture, just as Iraq’s did. So this is kind of the classic case of export 
control. Can you isolate a country technologically and keep its pro- 
gram from developing? 

So far, we have made some progress, but it is not nearly good 
enough. 

In my testimony, I have listed several specific cases, and I have 
attached them as an appendix to the testimony. I will just go 
through them briefly here. 

Who is supplying Iran? Well, first, the question of anti-ship mis- 
siles has come up. I think you. Senator, have alluded to this pre- 
viously. We know that China Precision Machinery Import-Export 
Corporation is supplying or has supplied the anti-ship missiles to 
Iran. What we don’t know or at least I have not seen anywhere yet, 
is the fact that the United States actually approved a series of 
dual-use exports to that very company during the time when its 
missiles were being developed. I have listed those in my testimony 
in the appendix. 

One of them is a computer work station for the simulation of 
wind effects. That would be quite useful in designing an anti-ship 



44 


missile. These exports are of sensitive technology controlled for ex- 
port purposes by the Commerce Department and approved to Iran 
and to this particular company. 

My project publishes a data base called “The Risk Report,” which 
gives details on foreign companies that contribute to the building 
of weapons of mass destruction. I have included a printout in the 
appendix which describes China Precision Machinery Import-Ex- 
port Corporation. It is Case Number 1. Also, I have listed there the 
exports by the United States to that company. 

So if the question is who is helping Iran build anti-ship missiles 
that threaten our sailors, the answer may well be the U.S. Com- 
merce Department because it approved those exports. 

The second case I would like to describe is a case of air surveil- 
lance radar. 

Iran recently imported a powerful surveillance radar from the 
China National Electronics Import-Export Corporation. It can de- 
tect targets 300 kilometers away, and if the United States ever 
comes to blows with Iran, American pilots will have to contend 
with that radar. 

When that radar was being developed, that is, from 1989 to 1993, 
the U.S. Government approved the export of $9.7 million worth of 
sensitive equipment to China National Electronics. The approvals 
included equipment for microwave research, a large scale system 
for testing integrated circuits, and $4.3 million worth of computer 
gear. All of this equipment seems to me quite useful for developing 
radar. But it was all licensed to this Chinese company, which then 
turned around and supplied a surveillance radar to Iran. 

So, again, it seems that our own Commerce Department may be 
one of the culprits in this drama in which Iran is getting important 
outside supplies. 

I would like to point out that in these two cases the exports were 
all approved under the Bush Administration. I urge this sub- 
committee, and I have urged the full committee for some time, to 
obtain the exports approved, the records of the exports approved 
under the Clinton Administration. Since the Clinton Administra- 
tion has become more pro-export than the Bush Administration 
was, I suspect that, if the committee looks at the record, it will see 
that many Chinese companies are receiving U.S. products and then 
turning around and marketing things to Iran and Pakistan. 

One of the reasons why Iraq was able to import so much dual- 
use equipment before the Gulf War was the absence of Congres- 
sional oversight of the export licensing process. I urge the commit- 
tee not to let this happen again and to exercise its very important 
role of oversight on the export licensing process. The committee 
should get the records, it should look at them and evaluate them, 
and see whether the Chinese companies that are supplying Iran 
are getting U.S. products. 

I am very strongly suspicious that they are. 

The third case in my testimony is a fusion reactor. It was sup- 
plied to the Iranians by the Chinese Academy of Sciences. The fu- 
sion reactor is used for nuclear training. But, as we know, the Ira- 
nians are using their nuclear knowledge to build nuclear weapons. 

The Academy of Sciences also helped develop the DF-5 inter- 
continental ballistic missile, which is the only Chinese missile that 
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can reach the United States. Despite these activities and despite its 
supply of Iran, the Chinese Academy managed to import an Amer- 
ican super computer just last year. That super computer is now in 
a network at the disposition of any Chinese scientist or engineer 
who is designing a long-range missile for a nuclear weapon. 

Case number 4 is uranium exploration. I have attached to my 
testimony some pictures from our data base, “The Risk Report,” 
which shows the Beijing Research Institute of Uranium Geology 
prospecting for uranium in Iran. Any uranium that this Chinese in- 
stitute finds will go into Iran’s nuclear weapon program. 

There is also another picture with some individuals, which is 
fairly interesting. It shows the head of the Iranian nuclear program 
standing next to the deputy chief of the China National Nuclear 
Corporation. The China National Nuclear Corporation is the same 
company that just sold the ring magnets to Pakistan that got so 
much press attention. It will be the key player in any nuclear co- 
operation between the United States and China. 

Right now, the administration and Westinghouse are trying very 
hard to get the agreement for cooperation, which has lain dormant 
since 1984, revived so that the United States can begin supplying 
nuclear technology to this company — this company that has just 
supplied the ring magnets to Pakistan and that is prospecting for 
uranium in Iran now. 

So if we look at this pattern, we see that the United States itself 
could do a lot more just in controlling our own exports and in con- 
trolling our own cooperation to control the success of Chinese com- 
panies that we know are helping Iran, or, I guess, to restrict the 
growth and success of Chinese companies we know are helping 
Iran. 

Also I would like to just mention, if I could, patterns of supply. 

It has now been admitted by the State Department that China 
is continuing to supply poison gas ingredients, equipment, and so 
forth, to Iran. I know that this has been going on for at least 5 
years. 

It would be nice to think that we are doing something about this, 
but we are not. The policy of constructive engagement we have 
been following toward China is basically out of gas. 

There are a number of studies the State Department has done 
which analyze the facts and the law necessary to impose sanctions 
on China for its exports to Iran. Those studies have lain dormant 
for at least 6 months. 

The State Department does not want to finish the administrative 
process because, if it did, it would have to apply sanctions which 
would disrupt, and perhaps end, its engagement policy. 

I urge the committee to get copies of these studies and to query 
the State Department. Ask the State Department why it is that 
these studies have simply been ignored, are not being imple- 
mented, and why it is that the administrative process is not being 
completed. 

In the nuclear domain, I think we are looking at blackmail. It is 
a gentle, sort of constructive engagement type of blackmail, but 
there it is nevertheless. The Chinese have threatened, in effect, to 
supply the Iranians with a plant to produce uranium hexafluoride 
and with a research reactor. Those two deals are now suspended. 
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or on hold, pending the outcome of China’s talks with us about a 
nuclear cooperation agreement. I think the message is fairly clear: 
if the agreement does not happen, that is, if we do not start selling 
China American nuclear technology, then China will go through 
with the deals for the uranium hexafluoride plant and the research 
reactor. 

Russia is playing the same game. It agreed to give the Iranians 
a plant for actually enriching uranium and also a research reactor. 
Those two deals, as well, did not go through. But they still could. 

In effect, we are being told if you don’t like what’s going on now, 
it could be worse. 

The final point I would like to make is that our export controls 
are not realistic. 

The administration has taken the position that you can open the 
doors to exports of sensitive technology to everybody in the world 
except a few countries that you designate as “rogues” and that that 
kind of system will work. Well, it does not work. The rogues can 
get things through retransfers, and if you are not going to be credi- 
ble with respect to China, then other countries are going to use 
that lack of credibility to justify their own behavior with respect to 
Iran. 

For us, Iran is a rogue. For Germany, Iran is a top customer. We 
are following an engagement policy toward China, which amounts 
to holding your nose and exporting. 

The Germans look at us and say well, why can’t we follow the 
same policy toward Iran? “We will hold our nose and export to 
Iran.” We are following the same policy, in my opinion, now toward 
Iran — I’m sorry, toward China — excuse me. We are following the 
same policy toward China now that we, the United States, followed 
toward Iraq before the Gulf War. It was basically constructive en- 
gagement then. The idea was that we could bring Saddam into the 
mainstream of nations if we just did not isolate him; and if we iso- 
lated him and cutoff U.S. exports, then the Europeans would just 
get the business. That policy failed. But we are still using that pol- 
icy with respect to China today, and I think it is also failing with 
respect to China. 

Thank you. 

[The prepared statement of Dr. Milhollin follows:] 

Prepared Statement of Gary Milhollin 

I am pleased to appear today before this distinguished Subcommittee, which has 
asked me to discuss the question of who is helping Iran build weapons of mass de- 
struction. The Subcommittee has also asked whether the United States needs to do 
more to discourage Iran’s helpers. 

There is no douht that Iran is aggressively trying to develop nuclear weapons and 
the missiles to deliver them. There is also no douht that Iran has already huilt 
chemical weapons. Iran’s progress in all these efforts has depended almost entirely 
on outside help, and will continue to depend on it in the future. 

Specific cases 

A great deal is known about who is supplying Iran. I would like to begin by look- 
ing at some specific cases. I have listed them in the appendix to my testimony: 

Case #1: The C-801 and C-802 anti-ship missiles 

Iran recently imported this new anti-ship missile from the China Preci- 
sion Machinery Import-Export Corporation (CPMIEC). Admiral John Redd, 
our naval commander in the Persian Gulf, took the unusual step of com- 
plaining publicly about the sale. Iran appears to have up to 60 of these mis- 
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siles so far, plus fast attack boats to carry them. The missiles are a threat 
to our sailors and to commercial shipping in the Gulf. 

Unfortunately, these missiles may have been built with help from the 
United States. In the appendix to my testimony, I have listed the sensitive 
equipment that the U.S. Commerce Department approved for export to 
china Precision Machinery from 1989 to 1993. It includes things like com- 
puter workstations for the simulation of wind effects, flight data recorders, 
and navigational instruments. The ability to simulate wind effects is some- 
thing the designer of an anti-ship missile could find quite useful. I would 
like to emphasize that all of this equipment was deemed so sensitive that 
it required an individual validated export license to leave the United 
States. 

I have also attached a print-out from the database that my Project pub- 
lishes. It is called the Risk Report. It lists the companies around the world 
that are suspected of contributing to the proliferation of weapons of mass 
destruction. It includes China Precision Machinery Import-Export Corpora- 
tion, which was sanctioned in 1993 by the United States for exporting mis- 
sile components to Pakistan. It markets the M-family of nuclear-capable 
missiles. 

If the question is: Who has been helping Iran build anti-ship missiles to threaten 
our sailors? The answer may well be: The U.S. Commerce Department. 

Case #2: Air surveillance radar 

Iran recently imported a powerful surveillance radar from the China Na- 
tional Electronics Import-Export Corporation. The radar is now part of 
Iran’s air defense system, and it can detect targets up to 300 kilometers 
away. If the United States ever comes to blows with Iran, American pilots 
will have to contend with it. 

This radar too seems to have been built with help from the United States. 

In the appendix to my testimony, I have listed the sensitive, controlled 
equipment that the U.S. Commerce Department approved for export to 
China National Electronics from 1989 to 1993. It totals $9.7 million. It in- 
cludes things like equipment for microwave research, a very large scale in- 
tegrated system for testing integrated circuits, equipment for making semi- 
conductors, and a shipment of computer gear worth $4.3 million. All of this 
equipment appears highly useful for developing radar, and all of it was 
deemed so sensitive that it required an individual validated export license 
to leave the United States. 

If the question is: Who has been helping Iran build air defenses? The answer 
again, may well be: The U.S. Commerce Department. 

I would like to point out that in these two cases, the exports were all approved 
under the Bush Administration. I urge the Subcommittee to obtain and study the 
exports approved under the Clinton Administration. This Subcommittee has the 
right to obtain all Commerce Department records on export licensing. The generally 
pro-export stance of the Clinton Administration leads one to suspect that China is 
importing even more sensitive high-technology from the United States today. I can- 
not emphasize too strongly the need for effective Congressional oversight of our ex- 
port licensing process. The lack of Congressional oversight was one of the main rea- 
sons why so the Commerce Department approved so many sensitive American ex- 
ports to Iraq before the Gulf War. 

Case #3: A fusion reactor. 

In 1993-94, the Institute of Plasma Physics of the Chinese Academy of 
Sciences transferred a nuclear fusion research reactor to the Azad Univer- 
sity in Tehran. The reactor is a training device ostensibly used for peaceful 
purposes. As we know, however, Iran is using its nuclear knowledge to 
build nuclear weapons. In addition to supplying Iran, the Academy has 
helped develop the flight computer and the nose cone for the Chinese DF- 
6 intercontinental missile, which can target U.S. cities with nuclear war- 
heads. The Academy has also studied the effects of underground nuclear 
weapon tests and ways to protect against nuclear explosions. 

Despite all these activities, and despite being a well-known contributor 
to Iran’s nuclear program, the Academy of Sciences managed recently to im- 
port an American supercomputer. In March 1996, California-based Silicon 
Graphics Inc., sold the Academy a powerful supercomputer without bother- 
ing to obtain a U.S. export license. The computer is now part of a network 
linking all of China’s high-tech institutes and universities, which means the 
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computer is accessible to anyone in China who is designing a nuclear weap- 
on or a strategic missile. 

So if the question is: what happens to a Chinese organization that helps Iran do 
nuclear research? The answer is: It can import an American supercomputer. 

Case #4: Uranium exploration 

The Beijing Research Institute of Uranium Geology (BRIUG) prospects 
for uranium around the world. Attached to my testimony is a picture of this 
Institute prospecting in Iran. Any uranium, it finds is likely to go directly 
into Iran’s nuclear weapon program. This Institute is part of the China Na- 
tional Nuclear Corporation (CNNC). I have also included a picture of the 
Deputy Chief of the China National Nuclear Corporation posing with Reza 
Amrollahi, Vice President of Iran and President of the Atomic Energy Orga- 
nization of Iran. 

CNNC has been implicated in the sale of ring magnets to the A. Q. Khan 
Research Laboratory in Pakistan, which enriches uranium for nuclear 
weapons. CNNC is also involved in the development of Pakistan’s secret nu- 
clear reactor at Khusab and a CNNC subsidiary is currently constructing 
a power reactor for Pakistan at Chashma. CNNC would be the key player 
in any nuclear cooperation agreement that might be implemented between 
the United States and China. Right now, the Administration, under pres- 
sure from Westinghouse, is planning to revive the cooperation agreement 
that has been stalled since 1984 because of China’s bad proliferation behav- 
ior. 

If the question is: What happens to a Chinese organization that helps Iran pros- 
pect for uranium and helps Pakistan make nuclear weapons? The answer is: Wes- 
tinghouse and the Clinton Administration try to find a way to sell it American nu- 
clear technology. 

Patterns of supply 

In addition to these specific cases, there are patterns of supply. These too are well 
known. In 1996 I discovered, and wrote in the New York Times, that the United 
States had caught China exporting poison gas ingredients to Iran, and that the 
sales had been going on for at least three years. The State Department sanctioned 
the front companies that handled the paperwork, but did nothing to the Chinese 
sellers for fear of hurting U.S. trade relations. 

China’s poison gas shipments have only become worse since then. In 1996, the 
press reported that China was sending entire factories for making poison gas to 
Iran, including special glass-lined vessels for mixing precursor chemicals. The ship- 
ments also included 400 tons of chemicals useful for making nerve agents. 

The result is that by now, in 1997, China has been outfitting Iran with ingredi- 
ents and equipment to make poison gas for at least five years. When I spoke to U.S. 
officials recently, I asked them whether there was any change in China’s export be- 
havior on poison gas. They said that the poison gas sales had continued to the 
present time, unabated. On April 10, 1997, in testimony before a subcommittee of 
the Senate Committee on Governmental Affairs, Deputy Assistant Secretary of 
State Einhorn confirmed this fact. 

There is no reason to think this pattern will change as long as the United States 
follows its current policy of “constructive engagement.” Last fall, the executive 
branch finished a number of studies on China’s missile and chemical exports to Iran 
and Pakistan. The studies contained all the legal and factual analysis necessary to 
apply sanctions, but they have lain dormant since then. The State Department has 
chosen not to complete the administrative process because if it did, it would have 
to apply sanctions and give up its engagement policy. At present, the sanctions law 
is not achieving either deterrence or punishment, as Congress intended. 

This lack of an American reaction has encouraged China to harden its position. 
China is now sa 3 dng, explicitly, that it will not even talk to us about missile and 
chemical proliferation unless we are willing, at the same time, to discuss restraints 
on our arms sales to Taiwan. The arms sales, of course, are caused by China’s 
threat to Taiwan. And to make matters worse, the Chinese are beginning to com- 
plain about our policy of providing theater missile defenses to countries like Japan 
that might be vulnerable to Chinese missile attacks. The Chinese say that this is 
another form of missile proliferation. 

Nuclear blackmail 

In addition to poison gas technology, China is also helping Iran in the nuclear do- 
main. China has agreed to sell Iran a 25 to 30 megawatt nuclear reactor, which is 



49 


an ideal size for making a few nuclear weapons per year. And China has also agreed 
to sell Iran a plant to produce uranium hexaflouride from uranium concentrate. 

The hexaflouride plant is essential to enrich uranium for use in atomic bombs. 
Bombs fueled by enriched uranium have become the holy grail of developing coun- 
tries trying to join the nuclear club. Such bombs are easier to make than those 
fueled by plutonium because uranium is easier to work with, less toxic, and easier 
to detonate with confidence that a substantial nuclear yield will result. Iraq was 
close to making a uranium bomb when the Gulf War began. The first bomb ever 
dropped was a uranium bomb that the United States released over Hiroshima with- 
out having to test it. 

There is no peaceful use for enriched uranium in Iran. Enriched uranium is used 
to fuel reactors, but the only reactors in Iran that could use such fuel are being sup- 
plied by Russia, which is also supplying their fuel. The conclusion has to be that 
Iran wants to use this plant to make atomic bombs. The fact that China is even 
considering this deal shows that China is quite ready to put nuclear weapon-making 
capability into the hands of what the United States regards as a terrorist nation. 

These two sales have not been finalized. In effect, they are being held over our 
heads like swords. If we don’t agree to implement our stalled nuclear cooperation 
agreement with China, which would allow China access to American nuclear tech- 
nology, then China will complete these two dangerous export deals with Iran. This 
is essentially nuclear blackmail. 

Russia is Iran’s other main nuclear supplier. In 1995, Russia agreed to supply 
Iran two light water power reactors plus a string of “sweeteners.” The 44 “sweeten- 
ers” are sensitive items that should not in good conscience be exported, but which 
suppliers throw in to sweeten a larger deal. In this case, the sweeteners were a cen- 
trifuge plant to enrich uranium, a 30-50 megawatt research reactor, 2000 tons of 
natural uranium, and training. The centrifuge plant was canceled; the training is 
apparently going forward; the status of the research reactor and the uranium is un- 
clear. 

This deal too included some blackmail. The enrichment plant would only serve to 
make nuclear weapons, for the reasons I have already stated, and the same is true 
of the natural uranium. The research reactor would have been ideal, like the Chi- 
nese one, for making a bomb or two per year. Minatom, the Russian Nuclear Energy 
Ministry, was quite prepared to supply all of these items. Minatom only agreed to 
cancel or suspend them in a “compromise” to make the power reactor deal look bet- 
ter. The message from the Russians is clear: If you don’t like the reactor deal, how 
would you like a centrifuge deal? 

Missiles 

Both China and Russia are helping Iran make missiles. In June, 1995, the New 
York Times reported that the Central Intelligence Agency had concluded that China 
had supplied “dozens and perhaps hundreds” of missile guidance systems to Iran, 
along with computerized machine tools. In July, Jane’s Defense Weekly reported that 
U.S. officials had confirmed that China had sold Iran rocket propellant ingredients 
as well as the guidance components. This case is the subject of one of the studies 
that is now languishing in the State Department. 

In Eebruary of this year, the Washington Times reported that Russia had sold 
Iran plans for building the 1,240-mile range SS— 4 missile, together with guidance 
components, and that U.S. Vice President A1 Gore protested the sale during talks 
with Russian Prime Minister Viktor Chernomyrdin. If this report is true, it could 
help Iran take an important step forward in its nuclear missile program. According 
to the Nuclear Weapons Databook, the SS-4 is a single-stage, liquid-fueled missile 
capable of carrying a one megaton nuclear warhead. Its diameter is 1.65 meters (65 
inches), almost twice that of Iran’s existing Scud-B. The larger diameter of the SS- 
4 would allow Iran to mount a much larger warhead, thus reducing the problem of 
miniaturization for a first-generation nuclear device. 

Realistic export controls 

Because the United States has little diplomatic leverage with Iran, export controls 
are the main vehicle for impeding Iran’s efforts. Unfortunately, the Clinton Admin- 
istration’s decision to slash export controls had made it much easier for Iran to get 
what it needs. 

Dubai is an example. In our database, we have listed 22 Iranian companies oper- 
ating in Dubai’s free trade zone, the main purpose of which is to handle re-exports, 
frequently to Iran. These companies are legally off-limits to American exporters be- 
cause of the U.S. embargo against Iran, but the companies are probably getting U.S. 
goods an 5 rway because U.S. exporters have no way of knowing the companies are 
Iranian. The U.S. Commerce Department has never published a list of Iranian com- 
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panies operating in Dubai. In fact, after the Commerce Department’s recent decon- 
trol of high-speed computers, U.S. companies can now ship powerful supercomputers 
(operating at up to 7 billion operations per second) to buyers in Dubai without an 
export license. And because Dubai has no effective export control system, there is 
nothing to prevent these supercomputers from going on to Iran or anywhere else. 
Iran now imports more goods through Dubai than through its own ports. The lesson 
here is that you cannot slash controls on exports to everyone in the world except 
the “rogue nations” and expect the rogues not to get things through retransfers. 

We need a global policy on export controls, but we don’t have one. The United 
States is following the same policy toward China today that it followed toward Iraq 
before the Gulf War. It can be summed up as: “Hold your nose and export.” China’s 
nuclear, chemical and missile exports to Iran and Pakistan have been greeted by 
the same American silence that greeted Iraq’s effort to smuggle nuclear weapon 
triggers out of the United States before the Gulf War. Rather than apply sanctions, 
or even complain publicly about Iraq’s violation of the Nonproliferation Treaty, the 
State Department chose “constructive engagement.” It would be better to maintain 
our influence with Saddam Hussein through trade, the State Department argued. 
By selling him what he wanted, we would bring Saddam into the mainstream of na- 
tions. Sanctions would only hurt American exporters and allow the Europeans and 
the Japanese to get all the business. It is now clear what that strategy produced. 
The United States was lucky. If Saddam had not been foolish enough to invade Ku- 
wait, we would be facing a nuclear-armed Iraq with its shadow over most of the 
world’s oil supply. 

America’s European allies are also following this same policy of constructive en- 
gagement toward Iran — a policy that the United States officially deplores. The Unit- 
ed States now maintains a complete trade embargo against Iran, but our European 
allies have refused to join. They have refused in part because they want the export 
earnings, but also because they regard the U.S. position as hypocritical. They justly 
observe that the Clinton Administration, while giving lip-service to arms control and 
nonproliferation, routinely subordinates these objectives to commercial interests. 
The Administration decided at the outset of its tenure to promote U.S. exports as 
its primary foreign policy objective. But if the United States can hold its nose and 
trade with China, why can’t the Europeans and the Russians hold their noses and 
trade with Iran? In fact, most of the countries that worry Washington are inter- 
connected, so the failure to confront proliferation by one usually means there will 
be a failure to confront proliferation by others. 

I believe that Iran will acquire nuclear weapons within the next ten years unless 
something intervenes to stop the current effort. If the Gulf War had not intervened 
to stop Iraq, Saddam Hussein would have had nuclear weapons by now. When Iran 
does get the bomb, the Clinton Administration’s decision to slash export controls 
will be one of the main reasons for Iran’s success. 

[Additional information submitted by Dr. Milhollin appears in 
the appendix.] 

Senator Brownback. Thank you very much, Dr. Milhollin. I ap- 
preciate the specificity of your testimony. We will engage in some 
discussion about that a little bit later. 

Dr. Bertsch, we are delighted to have you here at the committee 
as well. As I stated earlier, if you would like to submit your full 
statement for the record, you can, and you can just discuss or sum- 
marize. Or, if you would like to present it by reading it, that would 
be fine as well. It is up to you, your choice. Welcome to the commit- 
tee. 

STATEMENT OF DR. GARY BERTSCH, DIRECTOR OF THE CEN- 
TER FOR INTERNATIONAL TRADE AND SECURITY, PROFES- 
SOR OF POLITICAL SCIENCE, UNIVERSITY OF GEORGIA, 

ATHENS, GEORGIA 

Dr. Bertsch. Thank you. Senator. I wish to thank you for the 
invitation to appear today. 

My colleagues and I at the University of Georgia are involved in 
studies of issues being addressed by this subcommittee. Former 
Secretary of State Dean Rusk, Ambassador Martin Hillenbrand, 
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and I put together a program at the University of Georgia looking 
in depth at American and international export control policy. We 
are pleased to share our work with you and Members of the Con- 
gress today. 

In addition to my formal statement, the associate directors of our 
center, Dr. Richard Cupitt and Dr. Igor Khripunov, have prepared 
separate statements on the Chinese-Iranian and Russian-Iranian 
issues respectively. I ask that these reports also be entered into the 
record. 

Senator Brownback. Without objection. 

[The information referred to appears in the appendix.] 

Dr. Bertsch. Finally, I am releasing two new University of Geor- 
gia Center reports. The first is entitled “Restraining the Spread of 
the Soviet Arsenal.” The second is a special issue of our quarterly 
report, “The Monitor,” on “Terrorism and Weapons of Mass De- 
struction.” Both reports contain considerable research and report- 
ing of relevance to your hearings today. 

I am happy to make copies of both of these new reports available 
to you and your staff. 

Senator Brownback. Thank you. We would accept those and ap- 
preciate them. 

Dr. Bertsch. Last week. Secretary of Defense William Cohen, 
Senator Richard Lugar, Sam Nunn, Jim Woolsey, and others joined 
us at the University of Georgia to address the issues of terrorism, 
weapons of mass destruction, and U.S. security. All agreed that we 
are dealing with a major threat, that Iran is a critical problem, and 
that China and Russia are parts of the problem, and, I might add, 
can be important parts of the solution. 

I commend you and your colleagues for keeping attention on 
these issues, for promoting a fuller understanding of the problem, 
and for reassessing what the United States can do and should do 
to address these problems. I read with interest the transcript of 
your April 17 hearing. The issues addressed there and at today’s 
hearing are critical and require ongoing, long-term attention. 

I appreciate Gary Milhollin and Seth Cams providing some of 
the details on these issues. I would like to address two questions 
briefly: what is happening, and what is and what can the United 
States do about it? 

First is the Chinese, Russian, and Iranian connections. In order 
to assess what is happening, we have to understand how Russia 
and China view Iran and what they are doing or not doing to con- 
trol strategic exports into the region. 

First, as for Russia and Iran, you know and I know, but it is still 
important to remember, that Russia views Iran differently than 
does the United States. Although some informed Russian officials 
are aware of and concerned about the security threats emanating 
from Iran, most Russian officials view Iran as a neighbor with com- 
mon economic, political, and security interests. 

For example, many Russian officials consider Iran a valuable 
asset in resisting the northward influence of the Taliban religious 
forces in Afghanistan and as an ally in other regional security is- 
sues. Most see Russia as having a large stake in economic relations 
with Iran, including billions of dollars in oil and gas deals, military 
contracts, and nuclear energy projects. 
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While the United States sees much of this as the arming of Iran, 
Russia sees it as energy and economic cooperation with a close 
neighbor. 

Although Russia is less sensitive to the security threat from Iran 
than is the United States, it is not oblivious to its national and 
international nonproliferation responsibilities and interests. On the 
nuclear issue, it intends to verify the peaceful uses of equipment 
supplied to Iran. It is attempting to further develop its non- 
proliferation export control system. 

For example, in 1996, it approved two new sets of procedures 
that are intended to reduce proliferation risk. Government edicts 
numbers 574 and 575 were intended to enhance Russian controls 
on the export and import of nuclear materials, dual-use equipment, 
and related technology. 

Furthermore, just last month, Russia and Iran signed a memo- 
randum of understanding on export controls. 

As I am suggesting and as my colleague. Dr. Khripunov, details 
in his statement submitted for the record, Russia wants to main- 
tain close economic, political, and security relations with a neigh- 
bor. This does and will continue to raise legitimate security and 
proliferation concerns in the United States and West. We should be 
concerned and we should do everything possible to lessen the risk. 

Keeping attention on these issues is critical and continuing to en- 
gage Russian officials at all levels about nonproliferation in the re- 
gion is very, very important. 

Now I believe it should be noted that the U.S. Government has 
done much to heighten proliferation concerns and bolster export 
control responsibilities in Russia and the other new states of the 
former Soviet Union. A committee of the National Research Coun- 
cil, a part of the U.S. Academy of Sciences on which I served, re- 
leased 2 weeks ago this report, entitled “Proliferation Concerns.” 
This report, I might note, gives high marks to U.S. governmental 
programs and efforts to promote nonproliferation export controls 
and policies in Russia and the other post soviet states. 

Although much remains to be done, progress is being made. The 
United States is promoting, I think it is fair to say, more respon- 
sible, nonproliferation behavior in Russia and the other former So- 
viet states through its national security policy of engagement and 
enlargement. 

Now I have a few words about China and Iran. 

China is clearly not adequately concerned about the proliferation 
threat in Iran. It is interested in expanding its economic and politi- 
cal relations with Iran. It is seeking political favor, hard currency, 
and oil. 

It views its relations with Iran as, and I quote, “Normal coopera- 
tion in peaceful areas.” This is troubling for a number of reasons, 
including the following. 

There are numerous strategic exports from China to Iran, some 
of which Gary Milhollin referred to, and of which members of this 
subcommittee are fully aware, that are reasons for proliferation 
concern. These exports raise doubts about Beijing’s commitment to 
nonproliferation norms and their capacity to control the export of 
sensitive items from Chinese territory. 
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The U.S. Congress, executive agencies, and intelligence commu- 
nities have responsibilities to follow these developments closely. 
U.S. Government officials should continue to express their concern 
to Chinese authorities. 

Second, as my colleague. Dr. Cupitt, indicates in his statement 
for the record, China has much to do to develop more effective ex- 
port controls. Our research at the University of Georgia shows that 
PRC export controls remain far from being complementary in prac- 
tice to Western standards and to the systems of neighbors in its re- 
gion, including Russian. Russia has a far stronger export control 
system than China. 

At the same time, it is fair to report some positive developments 
in Chinese export controls. These include an improved legal frame- 
work, development of control lists, administrative regulations, and 
governmental structures to review and approve licenses, and, third, 
use of administrative sanctions to punish Chinese individuals and 
enterprises that have violated export control procedures. 

Yet many problems in Chinese nonproliferation export controls 
exist. These include: (1) an overwhelming lack of export control 
knowledge and transparency; (2) suspicion that the United States, 
Japan, and others are pushing export control measures on China 
to undermine Chinese sovereignty and commercial interests; and 
(3) waning Chinese governmental control over industries and enter- 
prises. This is placing immense pressures on their underdeveloped 
export control system. 

Chinese strategic transfers to Iran and elsewhere are matters of 
significant U.S. concern. Washington should continue to engage 
Chinese leaders and officials at all levels on these issues and do all 
that they can to encourage and support the development of more 
effective export controls in China. 

Finally, what about U.S. responses? There is much that the Unit- 
ed States can do and is doing to address the arming of Iran. It has 
been vigilant and it has regularly raised its concerns with high 
level Russian and Chinese authorities. Its bilateral and multilat- 
eral nonproliferation efforts are important and their impact should 
not be underestimated. 

For example, through U.S. influence, Ukraine pulled out of the 
Bushehr nuclear power project in Iran. And, while Russia remains 
unwilling to forego much of its nuclear cooperation with Iran, it 
has agreed to limit its scope and to be more vigilant. 

The same can be true for China. Multilaterally, U.S. leadership 
has brought about a broad international consensus on the need to 
limit Iran’s programs to develop weapons of mass destruction. 

It has helped put multilateral nonproliferation export control re- 
gimes in place that have imposed serious obstacles for Iran. The 
Iranians are finding it increasingly difficult to acquire the WMD 
related equipment and technology that they want. The Chemical 
Weapons Convention outlaws any assistance to Iran’s chemical 
weapons program. The Nuclear Suppliers Group and IAEA have 
created real impediments to Iran’s nuclear weapons aspirations. 

The Missile Technology Control Regime and the Wassenaar ar- 
rangement are doing the same in missile and conventional weapons 
areas. 
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Regrettably, some Chinese and Russian items that raise pro- 
liferation concerns are still flowing to Iran. We should do all that 
we can to persuade the Chinese and Russians to refrain from this. 
But I do not believe that sanctions on Russia and China now are 
the best instrument. 

Considerable scientific research shows sanctions to be ineffective 
in most cases such as these. Sanctions are unlikely to change Chi- 
nese and Russian behavior in the specific Iranian case, and there 
are more effective ways to bring about their cooperation. 

I believe the United States can convince the Chinese and Rus- 
sians that the costs of arming Iran with nuclear or chemical weap- 
ons or increasing Iranian missile capabilities exceed the economic 
return resulting from the export of such items. 

I am confident that the United States can make persuasive argu- 
ments that will demonstrate to the Chinese and Russians, as we 
have done with the Ukrainians, that their futures are brighter if 
they are part of an international consensus resisting the develop- 
ment of weapons of mass destruction in Iran. 

In this environment, the United States can engage the Russians 
and Chinese further in improving their nonproliferation export con- 
trol systems and in complying with the International Export Con- 
trol Regimes. 

Much has been accomplished with Russia in recent years. More 
remains to be done. Much more needs to be done with China. In 
a policy of engagement enlargement, U.S. pressure and encourage- 
ment will do more to tighten Chinese and Russian nonproliferation 
export controls than any sanctions are likely to do at this point. 

In conclusion, I believe the United States should continue to lead 
and build an international consensus restraining WMD transfers to 
Iran. It should encourage Chinese and Russian participation in this 
consensus and responsibility in their behavior. 

Finally, it should work with China, Russia, and other potential 
proliferants to build effective national export control systems and 
multilateral regimes that will insure that proliferation related 
transfers do not take place. 

Thank you very much. 

Senator Brownback. Thank you very much. Dr. Bertsch. I ap- 
preciate your testimony and look forward to engaging you in ques- 
tions as we look at this. 

Dr. Cams, thank you very much for joining us and being with 
us in the committee. We can take your written statement, if you 
would like, or you can summarize, or you can present your written 
statement. The choice is yours and we welcome you to the commit- 
tee. 


STATEMENT OF DR. W. SETH CARDS, VISITING FELLOW, 
NATIONAL DEFENSE UNIVERSITY, WASHINGTON, D.C. 

Dr. Carus. Thank you very much. It is an honor to testify before 
this subcommittee. 

I think there are very few issues of greater national security in- 
terest to the United States than Iran’s acquisition of nuclear weap- 
ons. 
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Senator Brownback. Would you get a little closer to the micro- 
phone and lower it a bit, please? Thank you. The microphone is 
pretty directional. 

Dr. Carus. Let me know if you can hear me now? 

Senator Feinstein. That’s better. Thank you. 

Dr. Carus. There are very few issues of greater significance, na- 
tional security significance, to the United States than Iran’s efforts 
to acquire nuclear, biological, and chemical weapons. For that rea- 
son, I am grateful for this opportunity to present my views to the 
subcommittee. 

Before continuing, let me note that my testimony does not nec- 
essarily reflect the views of the National Defense University where 
I am a Visiting Fellow or the Center for Naval Analyses, which is 
my home organization, or the Department of Defense. In addition, 
the comments I am going to make today summarize a presentation 
I prepared earlier this year for the Nixon Center for Peace and 
Freedom. With your permission, I will submit a copy of that paper 
for the record and will just focus on some key issues. 

Senator Brownback. Without objection, that will be put in the 
record. 

[The information referred to appears in the appendix.] 

Dr. Carus. Specifically, I want to focus on four main issues to 
provide a somewhat broader framework for our national security 
concerns about what is going on with Iran. 

The first thing is I think we have to continue to assign a high 
priority to countering Iranian efforts to acquire NBC armaments 
and the means to deliver them. The available evidence convincingly 
suggests that Iran wants to acquire such weapons. Moreover, it ap- 
pears they are attempting to expand both the size and sophistica- 
tion of their activities. As a result, I would agree with what the 
previous speakers have said, that we have to accord a very high 
priority to our efforts to constrain Iranian efforts. 

In general, the United States has taken an appropriately hard 
line against Iran’s activities. Despite the general weakening of ex- 
port control policies by the United States and this administration, 
the imposition of sanctions specifically against Iran ensures that 
we maintain tighter controls on Iran than for other proliferation 
countries of concern. 

Fortunately, there is little controversy about the need to take 
such steps. This policy has bipartisan support in this country that 
dates back to the early 1980’s, when we first saw evidence of Ira- 
nian interest in resuming efforts to develop NBC capabilities. 

Our allies, who generally do not support U.S. policies toward 
Iran, actually do agree in principle on the need to constrain Iran’s 
weapons of mass destruction programs. Even Russia, which has 
been willing to supply sensitive technology to Iran, appears to ac- 
cept in principle that we do not want Iran to acquire such capabili- 
ties. 

The only real exceptions to the international consensus on con- 
straining Iran are North Korea and China, which I think is a sig- 
nificant point. 

Second, the most serious problem we face in constraining Iran’s 
weapons programs is the support they receive from foreign individ- 
uals, organizations, and governments. Without such support, Iran 
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would be limited in the size and sophistication of its programs. 
With such support, they could potentially develop highly capable 
NBC weapons and pose a serious threat to the interests of the 
United States and its friends and allies in the region. 

As a result, we must be willing to devote considerable political 
capital in our efforts to persuade other countries to limit their sup- 
port for Iranian NBC activities. 

The importance of external assistance to the success of the NBC 
and missile programs in Iran reflects the difficulties that Iran ap- 
pears to face in developing indigenous weapons capabilities. Many 
of the most talented Iranian scientists and engineers left Iran at 
the time of the revolution, and efforts to convince such people to 
return to Iran have had limited success. Those remaining in Iran 
appear to lack the range of skills needed to support large-scale ef- 
forts to develop NBC weapons and missile delivery systems. 

In addition, the Iranians have shown limited ability to manage 
large weapons development programs. In this regard, I believe it 
is significant that Iran has had to turn to North Korea for missile 
production technology. The SCUD type missiles that Iran is pro- 
ducing are relatively unsophisticated, and one would think that 
Iran would be able to produce them on its own. 

The fact that the Iranians had to turn to a country as techno- 
logically backward as North Korea is a significant signal of the 
management problems that the Islamic Republic appears to face. 

An additional problem with covert assistance is that it might 
make it difficult to ascertain the true capabilities of Iran’s weapons 
programs. This is especially troubling with regard to Iran’s nuclear 
weapons program since, if Iran acquires fissile material through 
covert purchases from existing stocks in a third country, Iran could 
hide its weapons capabilities since the fissile material will not nec- 
essarily present the kind of obvious signature of, say, a production 
facility. 

As a result, we might have to treat Iran as a nuclear capable 
state if we discover that it has covertly acquired even a small 
quantity of fissile material since we may not be able to ascertain 
the true quantity involved. 

It is for these reasons that we should worry about foreign assist- 
ance to Iran’s NBC programs and their missile programs. Unfortu- 
nately, Iran has been able to receive extensive assistance in these 
areas from several suppliers, especially in the area of nuclear tech- 
nology, including Russia, China, and North Korea. Moreover, Iran 
has considerable experience in developing overseas networks for 
the illicit acquisition of technologies and supplies. 

In the past, the Iranians have been able to acquire equipment 
even out of U.S. military stockpiles so that we know they can evade 
even the tightest security in their acquisition efforts. 

Finally, we should worry about the possibility that we may not 
know the full extent of Iranian successes in technology acquisition. 
Recent experience with Iraq has demonstrated the potential weak- 
nesses of our proliferation intelligence. 

Accordingly, the intelligence community needs to continue to 
treat Iran’s weapons acquisition programs as one of our highest 
priorities. 
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Third, we should also not exaggerate the extent of Iran’s accom- 
plishments. While Iran has significantly enhanced its NBC capa- 
bilities since the end of the Iran-Iraq War, these capabilities do not 
yet pose a strategic threat to U.S. interests in the region. According 
to public statements by U.S. officials, Iran is years away from ac- 
quiring nuclear weapons. While Iran may possess a substantial 
chemical weapons inventory, we are also told that it includes 
agents like hydrogen cyanide, which are virtually ineffective. 

Indeed, the fact that Iran has acquired agents like hydrogen cya- 
nide suggest that it lacks the manufacturing infrastructure needed 
to produce more sophisticated agents and has to rely on agents 
that are normal byproducts of commercial chemical manufacturing. 

Moreover, there is no reason to believe that the Iranian military 
has the expertise to effectively employ its chemical weapons. Given 
the limited employment of chemical agents attributed to the Ira- 
nians during the Iran-Iraq War, there is no reason to believe that 
the Iranians gained the operational experience at that time. 

And, indeed, if we look at one recent report, where we have been 
told that Iran deployed chemical artillery rounds on the island of 
Abu Musa in the Persian Gulf, it appears to be extremely puzzling 
because the island is so small that it would be difficult to use artil- 
lery rounds against hostile military forces. While you could fire 
them against ships, it is not a very effective thing to do. It is so 
difficult to hit moving ships that most of the rounds would fall 
harmlessly into the water. You really don’t get much compared 
with conventional weapons. 

Now these comments are not offered to minimize our concerns 
about Iran’s NBC capabilities. Clearly, we should be worried about 
what they are doing. But we do not want to impute to Iran capa- 
bilities they do not possess. 

Indeed, to the extent that such weapons would be used by Iran 
to fulfill political objectives, actual possession may be less impor- 
tant to them than the appearance of possession. By imputing capa- 
bilities to Iran that they do not possess, we can actually provide 
Tehran with a tool that it can use in its efforts to coerce other 
countries in the region. 

Accordingly, it is critical that we neither ignore nor exaggerate 
Iran’s real capability. 

Fourth, I think we have to realize that eliminating Iranian capa- 
bilities is going to take a long time. They are not going to dis- 
appear, even when the Islamic Republic finally disappears. While 
we may abhor and fear the Islamic Republic, these parts of these 
programs originated before the revolution, clearly in the case of the 
nuclear program. 

Moreover, many of the concerns that probably motivate Iranian 
acquisition of NBC weapons are unlikely to disappear any time 
soon. Specifically, any Iranian regime is likely to desire such capa- 
bilities out of fear of Iraq, the country responsible for killing and 
maiming hundreds of thousands of Iranian soldiers and civilians. 

In addition, insofar as all Iranians view possession of such weap- 
ons as a key indicator of Iran’s status as an important regional 
power, the motivation to pursue such capabilities will remain. 

We also cannot allow the Iranians to believe that by possessing 
NBC weapons they can deter the United States. We don’t want 
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Iran’s leaders to believe that NBC weapons can keep the United 
States from using military force against them, whatever the provo- 
cation. If we let them believe that, then we insure that Iran will 
remain committed to the possession of NBC weapons. 

Only by convincing the Iranians that their weapons ultimately do 
not contribute to their national security will we be able to achieve 
the elimination of these capabilities. 

Now what steps should the United States take to enhance our se- 
curity and that of our friends and allies in the region? First, and 
I think this is really critical, we have to continue with the multilat- 
eral and unilateral efforts to constrain Iran’s acquisition programs. 
Even if such steps create friction with other countries, they are an 
essential first element in any effort to curtail Iran’s ambitions. 

Let me diverge a little bit from my prepared testimony to recall 
our experience with the Rabta chemical plant in Libya. Back in 
1989, it was reported in the press that a small German company 
was responsible for designing and managing the construction of 
this particular facility. 

Even though the Government of Germany was fully aware that 
the United States had hard intelligence confirming this, German 
officials vehemently and officially denied that there was any possi- 
bility that a German company was involved. It was only by taking 
a hard stance and pressing the case that eventually the Germans 
were forced to admit that, in fact, German companies had been in- 
volved and to take steps to prosecute those involved. 

I think the Rabta case is a good example of how it is possible to 
push the issue of illicit exports with a friendly country without ulti- 
mately disrupting our relations with that country but also without 
sacrificing either our principles or our national security interests. 
I think it is a lesson that this administration might do well to 
study carefully. 

Unfortunately, I also do not believe that we are going to be able 
to solve the problem totally through export controls. It is something 
we have to do, but it is not guaranteed to resolve the problem. As 
a result, I think we also have to strengthen our military responses. 

If the United States intends to operate in the Persian Gulf, we 
need to provide our military forces with the full range of counter 
proliferation tools being developed by the Department of Defense. 
This means developing missile defenses to counter Iran’s ballistic 
missiles. It means improved chemical and biological defenses. It 
means improved counterforce capabilities to destroy NBC capabili- 
ties before they are used, even if the weapons are hidden in heavily 
protected bunkers. And it means strengthening our ability to detect 
NBC assets, even if Iran tries to hide them. 

Einally, we must understand the extent to which Iran’s NBC pro- 
grams present the potential threat to our friends and allies in the 
region, especially the potentially vulnerable countries of the Gulf 
Cooperation Council. 

The United States needs to develop an integrated policy of deter- 
rence and reassurance. This means convincing the GCC that we 
will take whatever steps necessary to protect them from Iran’s 
NBC weapons. It also means convincing them that we will take no 
actions that will unnecessarily expose them to Iranian retaliatory 
attacks. 
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If we take actions that frighten our allies to such an extent that 
they feel a need to distance themselves from the United States, we 
will have allowed the Iranians to win. 

Ultimately, our success in the region depends on the extent to 
which our allies continue to rely upon us to enhance their security. 

I will conclude with that remark. 

Senator Brownback. Thank you. Dr. Cams. I appreciate that. 

Thank you all for your testimony. 

Senator Feinstein, if you would not mind, I thought we would 
each have 7 minutes of questions and we will just bounce back and 
forth until we are done. I appreciate very much your joining the 
committee for this good panel. 

Senator Feinstein. Thank you. 

Senator Brownback. Let me start off. 

We have sighted in on three nations, China, Russia, and North 
Korea. Does any of the three of you know of any other nations that 
are supplying weapons, either conventional or mass destruction 
weapons to the Iranians? Is any of the three of you familiar with 
any other nations or companies within those nations? 

Dr. Milhollin. I think you cannot disregard the export of dual- 
use equipment which is not specifically intended to be used for 
military purposes but which can be, if diverted. 

Iraq is an example. Iraq built up its mass destruction capabilities 
with dual-use equipment, most of it from Germany but a lot from 
Switzerland, a lot from England, and it bought its electronics from 
us. 

U.S. computers went into almost every known weapon of mass 
destruction site in Iraq. So to answer that question thoroughly, you 
would have to look at dual-use exports of sensitive equipment, con- 
trolled commodities, from Iran’s main suppliers. And Iran’s main 
supplier is Germany. 

So if you really wanted to answer your question, you’d have to 
look at German exports to Iran. 

I know that a few years ago, controlled commodities going to Iran 
from Germany were worth about $1 billion a year. Now $1 billion 
a year of controlled commodities is a lot of controlled commodities. 
You would have to build a lot of big buildings to hold that many 
machine tools. 

I don’t know what the numbers are recently, but I cannot believe 
that they are a lot lower than that. 

Senator Brownback. Dr. Milhollin, after the recent German 
court ruling, do you know, has there been any communication you 
have received or are aware of of a shift in that sort of policy of sup- 
plying from Germany? 

Dr. Milhollin. I am not aware of any. One can only hope that 
it might have had an effect. I don’t want to label the Germans un- 
fairly here, but the numbers are there and the policy is clear. The 
Germans do have a policy of constructive engagement toward Iran. 

So if it were possible to look at the record of German exports, I 
think it would be a very interesting thing to do. 

Senator Brownback. Indeed, you suggest that we should be look- 
ing at our own exports and what has taken place there. 

Dr. Milhollin. I suggest that we look at our own exports. 
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You know, if you are building a nuclear weapon or you are build- 
ing a long-range missile, 90 percent of what you need to do that 
is dual-use equipment. There are very few things that only have 
one purpose, machine tools being an example. 

Senator Brownback. Is there another comment? 

Dr. Cams, please. 

Dr. Carus. May I make a comment to that? I think there is a 
lot of reason to be concerned about this dual-use category. 

We know the Iranians have an extremely large acquisition net- 
work in Western Europe and I don’t think we really know a great 
deal about what they do. 

We know during the Iran-Iraq War that they were able to buy 
very sensitive military components globally. They were quite good 
at that. 

As a result, one has to worry about what it is we don’t know that 
this network is doing. 

There have been some other examples that have come to light 
over the last few years where other countries have been involved 
in things that we would worry about here. For example, a few 
years ago, a facility in Switzerland was struck by an arson, done 
by somebody who apparently did not like the idea that a Swiss 
company was supplying what appeared to be a turnkey biological 
warfare facility to the Iranians. 

Similarly, there have been concerns about exports by the Indians 
of chemical precursors that people worried would go into chemical 
weapons. 

So, while the countries that I think we focus on as being the 
most egregious actors are clearly Russia, China, and North Korea, 
the Iranians are capable of operating globally and that compounds 
our problem. 

Senator Feinstein. What was that, please? 

Dr. Carus. I’m sorry. The Iranians are capable of operating glob- 
ally. That means we cannot just afford to focus on the worst actors. 

Senator Brownback. Let me ask you this. On those three coun- 
tries — and I do want to focus there because we have tied direct 
weaponry shipments from China, Russia, and North Korea to the 
Iranians and I think we should be looking at this dual-use tech- 
nology. I appreciate your raising that. But of those three nations, 
how much is the government control of supplier companies, how ex- 
tensive is that? I am hearing mixed statements from some of you. 
Some are saying it is extensive. Dr. Bertsch, you seem to suggest 
that the Chinese are a little too loose on that so that maybe, if I 
am interpreting your statement correctly, the Chinese are not actu- 
ally agreeing to supply this equipment to the Iranians. It just sort 
of happens as a process of commercial business transaction in that 
they are not a bad actor here, it is just a loose system. 

Dr. Bertsch. Well, I think there is evidence both of state com- 
plicity, that is, where the Chinese or Russian Governments have 
permitted exports that we will disagree with in this country. In ad- 
dition to that, because of the chaotic economic and political envi- 
ronment, particularly in Russia but also with emerging freedom to 
export in the changing Chinese economy, it is difficult for these 
state controlled bodies to make sure that nothing gets from individ- 
uals of enterprises on Russian and Chinese territory into Iran. 
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I mean, there is a terrible problem with corruption and smug- 
gling in both of these countries. The most important thing that 
could be done to help cut down on the possibility for smuggling is 
for healthy economies and stable governments. That is why it is so 
important that Russia stabilize its economic/political situation and 
why China not allow things to go out of control. 

But this is complicated. It requires a lot of good intelligence both 
from governmental and nongovernmental researchers to try to 
piece this together. 

I would say the United States ought to keep the pressure on both 
state decisions and where, states do not have control, over their 
private entrepreneurs that exist both in China and Russia, and 
“private” in the sense of the new entrepreneurs who are out there 
who want to make money. 

Senator Brownback. Thank you. 

Senator Feinstein, I am glad you could join us. 

Senator Feinstein. Thank you, Mr. Chairman. That was very in- 
teresting and I very much appreciate the comments of the three 
gentlemen. 

I would like to talk for a moment about our export controls. Dr. 
Milhollin, as you pointed out, many of the things on your list at- 
tached to your comments are off-the-shelf, dual-use, computer re- 
lated technologies. I come from a state, California, which is a big 
producer of a lot of these technologies and which generates a lot 
of pressure to ease our export controls. 

I particularly ran into this in the MTCR discussion. Hughes had 
three major communication satellites involving encryption for com- 
mercial purposes in China that got caught up in this. Of course, 
the Germans were right there, ready to sell these same satellites 
to the Chinese. 

The question I have for all of you is what should we do to tough- 
en our export controls and, at the same time, to develop a situation 
where one of our allies is not simply going to move in and replace 
these sales, which, to me, seems to be the case today. 

Dr. Bertsch. I feel very strongly about this issue, and if I can 
jump in first, I think it is a very good question. 

We have been studying U.S. export control policies for 20 years 
at the University of Georgia. I think if there is one thing we have 
learned — and that is to respond to your very important question 
what can we do to be tough but not allow Germans, Japanese, or 
others to go in and get these deals — I think we have to continue 
to work multilaterally with these countries, to say to Germany, 
Japan, and others listen, we are following your export policy very 
carefully and we will just not tolerate it when we deny an export 
to a country for proliferation reasons and you go in. A lot of that 
has gone on in the cold war and even into the post cold war period. 

But I would give the United States high marks — the Bush Ad- 
ministration, the Clinton Administration — on really pressing this 
case, to make sure that not only Germany and Japan are on 
board — and I think they are; I think by and large we have a very 
effective multilateral consensus on this — but the new challenge in 
the post cold war period is to bring Russia and China on board. 
Then we will not be dealing with this kind of issue today. 
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I think we have made tremendous progress in the last 3 or 4 
years to get Russia on board with the United States, Germany, and 
Japan. Now we have to keep them on board. The Ukrainians are 
a little more on board. That is why they pulled out of this nuclear 
project, Bushehr, in Iran. Now we have to bring China in. We are 
only just beginning. 

We have begun in our program discussions with the Defense De- 
partment here in Washington, and the State Department and Com- 
merce Department about how we can do more to bring about the 
cooperation that we need from China. 

I am optimistic that, while it won’t happen overnight, it can be 
done. 

Senator Feinstein. Thank you. 

Dr. Milhollin? 

Dr. Milhollin. You will get a somewhat different response from 
me and less optimistic, probably. 

First of all, I think you need to look at export controls with the 
perspective of how important they are and why we have them. The 
amount of goods controlled now is about $10 billion a year. If you 
do the arithmetic, you will see that that is a fraction of 1 percent 
of our economy, a fraction of 1 percent. 

The total amount denied — I’m sorry. Of the amount controlled, 
98 percent of that is approved. That is, if you control this really 
economically minuscule amount of technology for exports, you 
make people get licenses, 98 percent of the licenses applied for are 
granted, or only 2 percent are turned down. 

Senator Feinstein. Are you saying the controls are tough 
enough, that it is just the administration of the controls? 

Dr. Milhollin. I am saying that the idea that we are hurting 
our economy or cutting jobs in order to have export controls is 
wrong. There is no way you can measure the insignificant impact 
on our economy of export controls. But the impact of the controls 
on our security is very high because an instrument that may not 
cost very much can really enable somebody else to move a program 
forward rapidly. 

So that is why it makes sense to control exports. 

The first point is that it is not really a jobs issue. There is no 
measurement sensitive enough to measure the jobs impact of our 
export controls. I think it is about 4 percent of 1 percent of our 
economy that is even controlled. The total amount denied, the last 
time I looked at it, was about half the cost of a single B-2 bomber. 

That is what we are talking about in terms of denied technology, 
the worth of it. It is insignificant. 

The second point is that it makes sense to have unilateral con- 
trols for a number of reasons. First is just an ethical reason. 

The United States is the only country I think that controls the 
export of torture equipment — thumb screws, that sort of thing. If 
you want to sell torture equipment, you have to get a license in the 
United States. 

Now it is true, theoretically, that other countries could rush in 
and sell these torture devices that we are not selling. It is also true 
that we don’t sell missiles, for example, to Iran, or to Syria. Other 
people do. They get the missiles anyway. Our guys, our people, lose 
out on the sales of these missiles. 
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We make better missiles than the North Koreans. We could sup- 
ply the Iranian market. We make better chemical weapons plants 
than anybody. We could put those in Libya, but we don’t. The Ger- 
mans got the business. 

I don’t hear anybody complaining that our industry missed out 
on the two chemical weapon plants that Libya is building. 

The third reason it is important to have unilateral controls is 
leadership. The way it really works internationally is somebody has 
to step out and do it first, and be the leader, and have inter- 
national controls, and other people join. That is what we did in 
Iraq. 

If we had waited until everybody, all of our allies had agreed 
what to do about Iraq, we would still be talking. So you have to 
have unilateral controls. 

To make export controls stronger, we need to stop cutting them. 
The Clinton Administration’s export controls are a tenth of what 
we controlled under President Bush. I think we have cut it down 
to the bone and we are going into the bone. We need to stop. 

Senator Feinstein. Thank you. 

Thank you, Mr. Chairman. 

Senator Brownback. Thank you. Senator. 

Let me look now at China and Russia. Dr. Bertsch, you are say- 
ing we should continue and increase pressure there to try to bring 
them into the kind of “league of nations” in dealing with the Ira- 
nians. 

Dr. Milhollin, I am certain you would agree with that statement 
as well, that we need to focus a lot there. Dr. Cams, is that correct, 
as well? Russian and Chinese exports are our clearest present dan- 
ger on arming further the Iranians, conventional and mass destruc- 
tion as a present issue. 

Dr. Carus. I think there are several reasons to focus on those 
two countries. One is they have the largest capacity to supply the 
kinds of things that Iran wants of all the potential supplier coun- 
tries out there. 

For the kinds of reasons that Gary Milhollin just mentioned, peo- 
ple in most countries will not sell Iran a complete chemical weap- 
ons factory. Unfortunately, there are people in China who are will- 
ing to supply them with such facilities. 

Senator Brownback. And then the directions on how to put 
them together. 

Dr. Carus. That’s correct. 

While I have a little bit of optimism that national interest con- 
cerns will lead the Russians to be somewhat constrained, I am less 
optimistic about the Chinese. The history is just not very comfort- 
ing in this regard. 

Again, dredging up a little bit of ancient history, if you recall 
back in 1987-1988, the United States was busy fighting a little 
mini-war with Iran in the Persian Gulf. Remarkably, the Chinese, 
who apparently considered themselves a friend of the United 
States, were selling the Iranians anti-ship cruise missiles at that 
same time. So they were perfectly willing to supply weapons that 
they knew had the objective of sinking American ships at a very 
critical point in time. And, while we demarched the Chinese over 
this, it did not matter to them. 
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I am not sure things have changed that much in the intervening 
decade. 

Senator Brownback. Well, I am not sure that they have changed 
that much, either, particularly — and I can direct your focus on the 
charts and the boards that we have up here — from what we know 
has gone to Iran and from which countries, and with no sanctions 
then involved toward those suppliers. I mean, this is known, un- 
classified information. 

Dr. Milhollin, you cited specific examples. And yet, we have not 
stepped up to do anything further. 

Now what is it we should be doing? What further should we do, 
particularly toward the Chinese and the Russians, to cause them 
to stop this arming of the Iranians? 

Dr. Milhollin, please? 

Dr. Milhollin. Well, I think the first thing we could do is just 
implement our own law. We do have laws on the books. 

Senator Brownback. And your contention is those have not been 
implemented? 

Dr. Milhollin. Yes. I think it is clear that they are not being 
implemented today. 

TTie State Department is basically admitting that the Chinese 
are continuing to supply Iran with chemical weapon technology. 
They somehow have convinced themselves that the evidence is not 
sufficient. Well, it is sufficient. The studies are done. They are ade- 
quate. 

What we have is just a policy at the top of continuing to pursue 
trade at the expense of national security. And until the White 
House changes its view on that, I think we won’t get any progress 
in implementing the laws that exist. 

Senator Brownback. Now if the White House will not implement 
these laws, should we tighten them further to not allow loopholes 
and to simply state if this occurs, this sanction will happen? 

Dr. Milhollin. I think the Congress ought to consider that very 
seriously. Also, I think the Congress ought to look at the whole 
group of sanctions laws. 

There have been so many sanctions laws passed, sort of ad hoc, 
that if you try to make a big chart of all the sanctions laws, it is 
a redoubtable task. 

Chemical sanctions, for example, are not very strong; that is, 
even if we sanctioned the Chinese for chemical weapon prolifera- 
tion, what are the penalties? The companies cannot sell things to 
the U.S. Government. How much does the U.S. Government buy 
from Chinese chemical companies? Nothing. They cannot import 
into the United States or export to the United States from China. 
That is not a serious penalty. 

I think we have to look at making the penalties more severe and 
changing the triggering mechanism so that it is more automatic. 
But that is going to take dissecting the present labyrinth of sanc- 
tions laws and putting them back together in a more rational form. 

Senator Brownback. Dr. Cams, would you agree with that state- 
ment, that they need to be tightened and made more specific and 
workable if they are not currently? 

Dr. Carus. Unfortunately, I think the ultimate problem is the in- 
tent of whatever administration is in government at the time. 
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I think this is demonstrated most starkly if you look at what 
happened in the case of Pakistan with the M-11 missiles. If the 
U.S. Government had said officially that Pakistan had received M- 
11 missiles from China, we would have had to impose sanctions. 

What happens in those cases is everybody knew the M-11 mis- 
siles went to Pakistan. But because of the implications of that deci- 
sion, the intelligence process was corrupted. And, as you followed 
in the press, somehow there was never a determination that those 
missiles had ever gone there. And my suspicion is effectively there 
never will be, even if you were able to walk up to one, open it up, 
and see that it is a missile. This is simply because if the executive 
branch decides that they do not want to impose sanctions, they will 
start corrupting the intelligence process to make sure there is 
never a determination that some egregious event has happened. 

Senator Brownback. Do you have to somehow design the law 
such that the determination is not built or cannot be corrupted by 
corrupting the intelligence system? 

Dr. Carus. If there is a way to do it, it certainly would be essen- 
tial in the process. 

Senator Brownback. Dr. Bertsch, I want to make sure to get you 
in on this. I gather from your testimony that this is not the way 
to go; that we need to get Russia and China in, but that the cur- 
rent route is the route you would prefer to continue. 

But I want to challenge you on that. This current route has pro- 
duced substantial weaponry going to the Iranians from those two 
nations. 

Dr. Bertsch. It has. Senator. You are right, and I think we 
should all be concerned with that. 

However, in the absence of the present U.S. policy, to which I 
give high marks, I think the problem would be much worse. 

I think we are fortunate that we have not seen more transfers, 
and I say the reason why is a relatively effective U.S. policy. I 
think we should not underestimate how effective the U.S. Govern- 
ment is with U.S. congressional leadership, in putting together a 
set of policies, and you have listed many of them on the board. I 
also think that when we think about new and tougher sanctions, 
and we should do that, we have to recognize that many of our close 
allies, not to mention Russia and China, look at their relations 
with other countries differently because they are neighbors and be- 
cause they feel that economic and technological cooperation is in 
their national interest. 

They would also say that they think more of this is peaceful co- 
operation. I think we have to continue to question and do our intel- 
ligence work so that we know exactly what is peaceful and what 
is not peaceful. 

But I think that our most effective policy involves sanctions but 
in a multilateral way, where we are not the only ones imposing 
them. We need to have the Germans, the Japanese, and ideally the 
Russians and the Chinese on board. I think we are making some 
progress on that. 

Just let me conclude by saying that sometimes during the cold 
war years, we lost the cooperation of some of our allies and things 
went too easily from countries like Germany to Iran, or even to the 
Soviet Union at that time. Where we have been more effective is 
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where we can go to a country like Iran and say there is a broad 
international consensus that your efforts to develop weapons of 
mass destruction are going to be very costly to you and we want 
you to recognize that this is not just the United States unilaterally 
imposing very tough sanctions that make us feel good but may not 
be as effective in terms of the final goal of stopping WMD programs 
in Iran. 

Dr. Milhollin. Could I respond to that? 

Senator Brownback. Dr. Milhollin. 

Dr. Milhollin. I think history teaches the opposite. If you talk 
to Japanese export control officials, they say that export control in 
Japan is divided into two epochs — ^before Toshiba and after To- 
shiba. The sight of U.S. Members of Congress destroying radios on 
the Capitol steps deeply shocked the Japanese, and they changed 
their export laws. 

I have talked to the Japanese regularly, and, believe me, they 
have not forgotten that incident. 

If you talk to the Germans about export controls — and I talk to 
them, too — they say that the universe is divided into two epochs: 
before Rabta and after Rabta. Their company, Imhausen, was 
nailed publicly on television in Germany and in the U.S. media as 
supplying, willfully, the chemical weapon plant to Libya despite 
U.S. objections. 

That only changed, that is, the big disaster only befell the Ger- 
mans when it all got into the newspapers and it was in “Der Spie- 
gel” every week, and it was all over German television. Finally, the 
Germans were humiliated publicly, and they caved and changed 
their export laws. 

That’s what it took in those two cases. 

The English are now going through the same experience. It is 
called Matrix Churchill. The British say well, there is before Ma- 
trix Churchill and after Matrix Churchill. Matrix Churchill was a 
large machine tool scandal that has just been the subject of an in- 
vestigation and a long report in England. The folks who regulate 
export controls are still under the immediate shock of that experi- 
ence. 

So from my perspective, and I have been following this very 
closely and working hard on convincing other countries to do bet- 
ter, it takes a lot to get people to change their practices. But it can 
be done. But it needs confrontation very often in order to overcome 
the really very strong and consistent motive for a profit. 

Senator Brownback. Yes. 

Senator Eeinstein. 

Senator Eeinstein. Just following along, Mr. Chairman, it takes 
not only confrontation, I think it takes transparency. I wanted to 
ask about two things, one being the United Nations and the second 
China. 

I thought one of the best things that President Bush did was to 
begin that effort for increased transparency in the sale of arms in 
the United Nations. As you gentlemen know, he had great success. 
I think the vote was 150 to nothing in the General Assembly. Then, 
of course, the E-16’s were sold to Taiwan and China vetoed this ef- 
fort in the Security Council. So it ended up going nowhere. 
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I have asked both Secretary Christopher and Secretary Albright, 
and I think this is really worthy of an effort to pursue in the Unit- 
ed Nations, to get that kind of multilateral alliance that you gentle- 
men were speaking about. 

With respect to China, China originally denied that it had sent 
the 3 dozen or so M-ll’s to Pakistan. I happen to believe they were 
sent. But, nonetheless, there was to be a second load which has 
never gone, to the best of my knowledge. 

I think that when China knew that we knew, it triggered some 
action on the part of Beijing. 

Then we got into the ring magnet situation, $75,000 worth of 
ring magnets, which are not complicated things. But apparently — 
and I tend to believe this — some of the ministries in China really 
operate in a much more uncontrolled and unsupervised way than 
the world would like to believe they do, and a lot of these transfers 
can take place really without Beijing’s full knowledge. 

Do you find any substance in that? Could you inform us what is 
the extent of governmental controls over supplier companies in 
Russia, China, and North Korea? I am talking about individual 
sales now. And at which level of the national government are these 
controls exercised? 

Dr. Bertsch. I will begin, if you would like. Senator. 

I think you are absolutely right. That transparency is a very im- 
portant element to effective export controls and nonproliferation, 
and that we should insist on it. If countries can be too secretive, 
it will be very costly in terms of our nonproliferation goals. 

Let me remark first on Russia which I know the best. We have 
had our researchers on the ground there for some years. We have 
a lot of exchange with Russian export control officials, both trying 
to understand better what is going on there and also trying to as- 
sistant them in cooperation with the U.S. Government in develop- 
ing their export controls. 

One of the bits of good news is that we, in the U.S. Government, 
have launched an industrial outreach program into Russian mili- 
tary-industrial enterprises to bring about more export control com- 
pliance. 

With the export imperatives in Russia today, there is the possi- 
bility that these enterprises will export things and try to ignore 
what Moscow and the government wants them to do. We feel it is 
very important that, like American firms who are very well in- 
formed, as in California, about U.S. export control laws, Russian 
firms must be so equally well informed. 

I think the Russians and America, Russia, and other countries 
are working to make sure that Russian industry follows inter- 
national and national law. However, in a country as large as Rus- 
sia, with the military-industrial complex of the size they have, this 
will be an ongoing challenge. 

We have found even in America that, on occasion, some of our 
firms will export something that is counter to U.S. law and restric- 
tions and they get into trouble. We want to see more of these firms 
in Russia getting in trouble. 

We know much less about China, but my colleague Richard 
Cupitt, who has prepared a separate statement that we have en- 
tered into the record, has been in China talking with government 
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officials, talking with industry and nongovernmental groups to get 
to the bottom of this. 

We think there is a lot that we ought to know more about, and 
the U.S. Government and the Chinese Government first and fore- 
most can be concerned with it. Our feeling is that we could prob- 
ably bring about greater Chinese compliance if we could say to the 
government we Imow that you, government officials in China, are 
concerned about some of the things that your enterprises are doing. 

They sometimes feel in Beijing that they are losing control over 
the provinces and the economic zones, and we can say to them look, 
we have been dealing with the same problem in the privatized 
American economy for decades and why don’t we share our exper- 
tise as we are doing with the Russians so that we can work to- 
gether. 

We learn from one another. We learn more about what they are 
doing and not doing when we engage them, anyway. 

North Korea is the worst case, of course, because we have no real 
knowledge of what is going on there. Fortunately, they do not have 
the export capabilities and the military-industrial equipment and 
weapons systems that will have as big an impact as Russia and 
China. 

Senator Feinstein. Thank you. 

Dr. Milhollin? 

Dr. Milhollin. I would say that lack of government control over 
people and things has not really been thought of as a big problem 
in China — yet. Maybe we should start a rumor that dissidents have 
infiltrated China’s export corporations. Then there would be total 
control overnight. 

I think the problem in China is not lack of control, it is a prob- 
lem of corruption at high levels. People are making money out of 
these exports who control these corporations from the top. 

The Chinese companies that are in our data base and that we 
have talked about are state controlled companies. 

Senator Feinstein. May I stop you right there? 

Dr. Milhollin. Sure. 

Senator Feinstein. Let me ask you something. Let’s take Paki- 
stan. 

I happen to believe that the Chinese have helped them develop 
an indigenous nuclear capability by enriching uranium above the 
5 percent level. 

Dr. Milhollin. Without a doubt. 

Senator Feinstein. Having said that, it would just seem to me 
that China at some point has to realize that having two competing 
indigenous nuclear powers, India and Pakistan, right over their 
border is not in their national interest. 

Dr. Milhollin. I don’t think China sees it that way. For many 
years, China has used Pakistan as its window on the world. That 
costs a certain amount. 

Also, China has received the reactor order from Pakistan. It is 
building a couple of power reactors which are quite valuable. 

You know, you mentioned the ring magnets. The ring magnets 
follow a pattern. They are what are called “sweeteners.” They are 
little things that you would not export by themselves because they 
are very sensitive and they get you in a lot of trouble. But what 
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you do is you throw them into a larger deal. That happens all the 
time. 

If you look at the Russian deal with Iran, the enrichment plant, 
the natural uranium, the little research reactor, these are all 
things that are not very valuable on their own. But when you are 
bargaining for a couple of big power reactors, you want the sweet- 
eners. 

It is very hard not to provide the sweeteners. 

So getting back to your question, I think that explains the ring 
magnets. They don’t make sense by themselves. But as part of this 
relationship and as part of a big transfer of power reactor tech- 
nology, they make sense. 

So China still uses Pakistan as a window on the world and that 
costs a certain amount. And China is willing to pay that. 

I don’t think China is concerned about India’s program. India 
cannot threaten China now and it never has been able to threaten 
China. And India is not doing the things that would be necessary 
to really threaten China in the future. It does not have an active 
testing program. It is not pushing its intermediate range missile. 
India is not a threat to China. 

Senator Feinstein. No, I didn’t mean to imply that. But with the 
India-Pakistan situation, the nondeployment of the Prithvi missile, 
for example, our sale of some of the missiles that could be carried 
on the plane which is part of the leftover package of arms for Paki- 
stan, that is potentially a very dangerous situation between the 
two of them. 

Dr. Milhollin. It is. But the Pakistanis are in a reaction posi- 
tion with respect to India. India is much stronger conventionally. 
India has a stronger economy. The Pakistanis are always a step be- 
hind. They are always trying to catch up and they are always try- 
ing to maintain some kind of balance with India. 

The first place they go when they get into trouble is to the Chi- 
nese. Up to now, the pattern has been that the Chinese have 
helped them, and I don’t see this changing. 

Senator Feinstein. Thank you. 

Senator Brownback. If I could, there are a number of people in 
Congress who would say we have bad actors in China, clearly in 
the government, and in the private sector. So let’s just terminate 
MFN because it is too difficult to get at the specific company or the 
specific group that is providing weaponry to the Iranians. 

I happen to really question that way to go at it. But answer me 
this — and I am not sure who would be appropriate for this. Can we 
target the specific company in China or the extension of the gov- 
ernment if it is that case that is providing weaponry to the Ira- 
nians? Can we get in with that narrow specific? 

You have given several examples. Dr. Milhollin. Will we be able 
to do that or will they shift it just to another shell company before 
exporting it? 

Dr. Milhollin. I think you could target specific companies. The 
China National Nuclear Corporation is not going away. It is going 
to be the source of nuclear technology for a long time in China. It 
is going to be the entity that cooperates with us. 

I think if you are convinced that they are continuing to help 
Pakistan, you can easily sanction that company. And many of the 
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other companies that we have mentioned here are big, established 
companies. They have sales networks. It would be hard for them 
just to suddenly become something else. 

If you imagine McDonnell Douglas suddenly becoming some 
other company overnight, it is possible but there would be a cost. 

So by sanctioning those companies, we could impose a significant 
cost on them. 

Senator Brownback. And do you think that would be an appro- 
priate step to take? 

Dr. Milhollin. I think it would. If the company is willing to defy 
the world and supply a country we consider as a threat to us and 
as a rogue, then I think we should basically blacklist them and just 
not deal with them — not export to them, not import from them — 
and do everything we can to discourage their behavior. 

Senator Brownback. Dr. Milhollin, you have provided a list of 
a number of those companies in your specific examples. Is that an 
all-inclusive list, or are there others that you believe we should 
blackball in our dealing with them? 

Dr. Milhollin. No. I think this is just, to invent a metaphor, the 
tip of the iceberg here. 

There are lots of other companies which I could provide to the 
committee. 

Senator Brownback. I wish you would. What I would like to see 
us do is to target in specifically on the bad actors in those nations, 
and particularly as we are approaching, again, the China MFN de- 
bate, let’s focus in and narrow in on that specific company that is 
providing this sort of weaponry or technology to the Iranians. 

So if you could provide that to us really as soon as possible, it 
would be most appreciated. 

[The information referred to appears in the appendix.] 

Senator Brownback. I don’t know if either of the other gentle- 
men would care to comment on this issue of narrowing in on the 
specific company and bad actor. 

Dr. Bertsch. I think there is value in that, and I think that 
sanctions should be focused and targeted on those most respon- 
sible. 

I caution sanctions imposed on Russia and China of the MFN 
character because we have to remember that we have much larger 
security and strategic interests with these countries. We are work- 
ing with Russia right now on getting through this difficult NATO 
negotiation, and if we were to impose sanctions of a broad sort or 
withdraw MFN from them, in a way that would jeopardize our 
larger strategic interests. It would be very, very costly. 

I think that there are better ways of working on these prolifera- 
tion leaks and transfers, both in Russia and in China, than impos- 
ing broad-scale economic sanctions on either of these countries. 

Senator Brownback. And you believe it to be doable as well, 
that we could target in on that company, and you would support 
such a policy that did target in and, if I could use the term, essen- 
tially blackball a company? 

Dr. Bertsch. I think so. I think in some cases that is justified. 

Senator Brownback. Dr. Cams? 

Dr. Carus. Let me make two comments. In general, I am very 
suspicious of sanctions that Congress imposes on the executive 
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branch simply because you get a corruption of the process, as I de- 
scribed in the case of the Pakistan missiles, the administration 
never admits the truth of what has happened. 

Having said that, unfortunately, sometimes the only tools you 
have available in terms of a dialog with an administration are very 
blunt instruments. I think the history on export controls has been 
that administrations have only reacted when Congress has raised 
enough of a fuss that the administration has been forced to take 
seriously things that they would rather ignore. 

Senator Brownback. That is what we are trying to do here, raise 
enough of a fuss. 

Dr. Carus. So having said that I am not particularly fond of 
sanctions, under some circumstances, and I think we are in that 
kind of situation today, it is the only option available and should 
be pursued. 

I think from this point of view, making it as targeted as possible 
is the right way to go. Hopefully, the result would be a dialog with 
the executive branch that would lead to perhaps a modification in 
policy. 

If you recall, in the early days of the Bush Administration, it was 
willing to let Iraq buy just about anything. By the end of its term, 
they had a much different view on things. But, it didn’t just hap- 
pen overnight. It happened over time because of pressure on the 
administration. 

Senator Brownback. Senator Feinstein. 

Senator Feinstein. It would seem to me that if we were to follow 
this course, then we would also have to apply the same standards 
to Germany or the same standards to Russia and really do it across 
the board to make it meaningful — not select one country and im- 
pose a pinpointed sanction, but, really, all of those businesses and 
corporations that do this kind of thing with impunity. 

Would you not agree? 

Dr. Milhollin. I would certainly agree. It is always more awk- 
ward, of course, to impose a sanction on a close ally. But if the case 
is clear, as it was in the Imhausen case for Rabta, then the world 
is better off if you take a strong position. 

I think that case shows that to be true. 

Senator Feinstein. Let me ask this question. 

Iran is a member of the Nuclear Nonproliferation Treaty and 
IAEA inspections have never turned up any prohibited activity. 
Nonetheless, everyone is certain that Iran is pursuing nuclear 
weapons. 

Iran has also signed, although not yet ratified, the Chemical 
Weapons Convention, and we believe Iran has a chemical weapons 
program. What should we do in this situation about a state like 
Iran, that is a member of arms control treaties, that passes inspec- 
tions, but that we believe is cheating? If we cannot prove it, how 
do we get other nations to join us in combating it? 

Dr. Carus. Senator, if I may respond to that, I think we are ac- 
tually relatively fortunate in that in the broad outlines I think 
most of our friends agree with us on this. 

If you look at the nuclear issue, it is true that nobody has ever 
found a violation of IAEA safeguards in Iran. Yet we have now, es- 
sentially, a 15 year track record of convincing other governments 
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that it would be a bad idea to support Iranian nuclear development 
programs. So, for example, back in the early 1980’s, when the Rev- 
olutionary Government wanted to resume building the Bushehr re- 
actors, we convinced the Germans not to do it. 

Over the years we have approached many governments and con- 
vinced them that it would be a bad idea. So, in fact, I think in this 
particular case we are quite fortunate that most governments ac- 
cept our arguments and, in fact, are concerned about what Iran 
might do. This gives us a real leg up in the case of Iran. 

Unfortunately, there are a few major exceptions, and we have 
been focusing on them today. 

Senator Feinstein. May I ask you gentlemen to also provide the 
subcommittee with any lists of the sales, with specificity as to the 
companies or corporations in both Germany and Russia as well? 

Senator Brownback. Anywhere around the world, actually, if 
you would not mind. 

Senator Feinstein. That would be just fine. 

Senator Brownback. Let’s say if you know of bad actors in this, 
let’s get at it. 

[The information referred to appears in the appendix.] 

Senator Brownback. Have you anything further. Senator Fein- 
stein? 

Senator Feinstein. Yes. Let me just ask you a status question. 
Last year, we all had concern that China was going to proceed with 
a nuclear enrichment facility in Iran. To my knowledge, that has 
not taken place. 

Do you have any information about this proposed sale? Do you 
have any information as to why it has not gone forward? Is Iran’s 
inability to pay the reason, or has China really decided it would be 
a better idea not to go ahead? 

What is the status of the proposed sale of the two nuclear reac- 
tors to Iran? 

Dr. Milhollin. Are you speaking of the Chinese reactors? 

Senator Feinstein. Yes. 

Dr. Milhollin. If I could start, my impression is that the Chi- 
nese arrangements with Iran are in a state of suspension at this 
time pending the outcome of Iran’s hope that it will be able — I’m 
sorry. Let me start over. 

China’s sale of the hexafluoride plant and China’s sale of re- 
search reactors and so forth to Iran seems to be in a state of sus- 
pension pending the outcome of our talks with China about the nu- 
clear cooperation agreement with the United States. 

I think the Chinese recognize that if tomorrow they announce 
that the hexafluoride plant was going forward, there would be no 
hope of an agreement with us. 

So as I said in my testimony, I think it is sort of a gentle form 
of blackmail. The Chinese supply pipeline is in a state of remission 
at the moment, awaiting the outcome of our discussions with them. 
That is my impression of what the status is today of the nuclear 
cooperation between China and Iran. 

Senator Feinstein. Does anyone have any other comments on 
that? 

Dr. Bertsch. I don’t think I really have anything to add beyond 
that and what was discussed at the April 17 hearing. But it can 
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be viewed as a policy of blackmail, although it also can be viewed 
as a policy of U.S. influence on China, that if this opportunity for 
expanded cooperation with the United States on the nuclear front, 
China-U.S., keeps this deal in a state of suspense, then we are 
serving our nonproliferation objectives. 

Senator Feinstein. I have two other questions. 

Last year. Congress passed and the President signed the Iran- 
Libya Oil Sanctions Act which requires sanctions against foreign 
companies that invest more than $40 million in Iran’s oil and gas 
industry. 

How effective has this law been in depriving Iran of funds gen- 
erated by these oil and gas development contracts? 

How much hard currency would you estimate Iran has lost so far 
and are there companies who have invested in Iran’s oil and gas 
sector despite the threat of U.S. sanctions? 

Have we imposed any sanctions against any of them? How effec- 
tive a tool do you believe this law is in preventing proliferation in 
Iran? 

I am sorry there are so many questions in one. 

Dr. Carus. Senator, I do not consider myself an expert on these 
issues, but I have followed them. My sense is that the law and the 
U.S. pressure has been quite effective. They made what appeared 
to be an already very unpromising market and made it even less 
attractive for doing business. 

If you look at the cases that have taken place, such as Total’s oil 
deal, the impression outsiders have is that because the gas pro- 
duced cannot be sold into the UAE, that it is a money losing propo- 
sition for Total. 

There are some other companies that are looking to get into Iran, 
including a Malaysian company. But these are small actors that 
cannot bring Iran the technology and the resources they need. 

Given that the Iranians need to spend an enormous amount of 
money in their energy sector in order just to meet domestic de- 
mand, if you consider sanctions as one of several negative factors 
that are facing them, I think it has had an important contribution. 

Clearly, to the extent that the Iranians do not get alternative 
sources of resources to pay for infrastructure, it means that it is 
money that they do not have for their NBC acquisition program. 

Dr. Milhollin. I just have one comment on that. 

It seems to me that the United States has two, big, important, 
strategic assets. One of them is our market. Everybody wants ac- 
cess to it. I think we should withhold it from folks who do not merit 
access. And if you force them to choose between access to the U.S. 
market and access to the market of selling a few missiles and 
chemical weapon plans here and there, the choice will always be 
the U.S. market. 

Second, we have high technology, which everybody wants. I think 
we should also restrict that to companies and countries that we can 
rely on, that share our values. 

Senator Eeinstein. Those are two good points. I agree. 

Doctor, do you have any comment on that? 

Dr. Bertsch. No. 

Senator Eeinstein. Let me ask — I’m sorry. My red light is on. 
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Senator Brownback. I was just going to wrap up the hearing. So 
if you have another, please ask it. 

Senator Feinstein. I just have one more question about Europe. 

Senator Brownback. Please go ahead. 

Senator Feinstein. The EU has insisted on conducting what they 
have called a “critical dialog” with Iran despite United States ef- 
forts to get EU nations to isolate Iran. 

In the wake of last month’s German court decision, which held 
that senior Iranian officials were responsible for the Mykonos 
bombing that killed three Iranian dissidents in Berlin in 1992, the 
EU has suspended its critical dialog. 

What do you think the significance of this decision is? How much 
has this dialog hindered our efforts to isolate Iran? How much of 
a difference can the new EU policy make? Can we expect more vig- 
orous European efforts to isolate Iran or combat its use of terror- 
ism and weapons of mass destruction? 

Dr. Bertsch. I would not expect too big a change in European 
policy. I suspect that they are committed to their basic policy of di- 
alog and that this will go on, and that these temporary develop- 
ments are rather temporary. 

Senator Feinstein. I don’t mean to interrupt you, but the prob- 
lem I have is this is deeply troubling to me. If our European allies, 
for whom we maintain NATO, with whom we have this close rela- 
tionship, won’t support these policies, the effect of that is to sub- 
vert them. I think that is a major problem. 

I happen to agree with what Dr. Milhollin said. But if Europe 
won’t provide the kind of support we need and will just simply 
move in behind and sell some of these products, then our efforts 
are somewhat wasted. 

Dr. Bertsch. I agree. Senator. We have had a good bit of prob- 
lem with our European allies for some decades. But by and large, 
they listen to the United States and they will work with us. 

I think that over a period of time, they are going to make their 
own judgments about the terrorist threats emanating from Iran. 

I think this recent case in Germany helped better inform the 
German public and German officials, and I think will make it easi- 
er to work with our German and European allies. 

At the same time, they look at economic cooperation and political 
relations with countries such as Iran somewhat differently than we 
do. We have to deal with that. We don’t always like it, but I think 
we cannot underestimate the value of trying to bring a cooperative 
front with our European allies and bringing other countries, as 
well, into it. 

Dr. Milhollin. Senator, I would say that this court decision has 
just produced a very strong shot of what you said was good and 
necessary, which is transparency. 

The public all know now that the Iranians are perfectly capable 
of doing what the court said they did. I think that to influence the 
Europeans over time on the subject of supplying Iran, we have to 
start using the policy we used with respect to Libya and the 
Imhausen case, which I mentioned before. 

Our intelligence agencies know which German companies are 
selling what to Iran. We, I think — I hate to say this — but I think, 
until we start putting that out in the media, as we did in the case 
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of the Libyan poison gas plant, we are not going to create the kind 
of public pressure that is necessary in order to change the behavior 
of the European companies. 

But I promise you that if our intelligence agencies did put out 
what they know about what is going into Iran, it would change be- 
havior. It is just, I guess, that the powers that be have decided that 
the diplomatic cost is not worth it. So we don’t see this information 
coming out. 

Senator Feinstein. If you send it to us, we can put it out. 

Senator Brownback. Yes. 

Thank you all very much. I appreciate the panel and those who 
have participated, and Senator Feinstein for her excellent ques- 
tions and participation in this hearing. I appreciate that a great 
deal. 

It strikes me that we may have a moment here where we can 
step up the focus and the pressure on those who are supplying the 
Iranians, who many have identified as our erstwhile present dan- 
ger that we have in the world, and that we can do something of 
a targeted, specific, and efficient and effective measure. The Ger- 
man court ruling I think is a part of that. With the desires here 
on Capitol Hill, our relationships with Russia and China, the up- 
coming China MFN debate, we may have a moment where we can 
step forward and hopefully do something good and constructive on 
this. 

Thank you all for your attendance. 

We are adjourned. 

[Whereupon, at 11:50 a.m., the subcommittee adjourned.] 




APPENDIX 


Prepared Statement of Leonard S. Spector 

It is an honor to testify before the committee this afternoon on U.S. efforts to halt 
weapon of mass destruction (WMD) and missile programs in Iran. 

Iran’s growing capabilities in these spheres already pose a grave risk to U.S. allies 
and U.S. forces in the Persian Gulf region, but this threat could greatly worsen in 
coming years, as Iran graduates to even more potent weapons than it currently pos- 
sesses, enlarges its missile arsenal, builds longer-range systems, and learns to mate 
its weapons of mass destruction with these advanced delivery systems. 

As an independent observer who has not had access to classified information on 
these issues, it is possible for me to offer only a rough appreciation of the status 
of Iran’s military programs and of U.S. efforts to constrain them. Nonetheless, using 
published reports and statements of U.S. and foreign officials, it is possible to de- 
velop a framework for assessing the successes and failures of U.S. policy. I hope the 
Committee will be able to employ this framework as it evaluates the more complete 
information at its disposal. 

The United States has many instruments in its tool kit to fight the spread of 
WMD and advanced delivery systems. These include: 

• building and sustaining international non-proliferation regimes and norms; 

• slowing the spread of dangerous technology through unilateral and multilateral 
export controls; 

• employing targeted diplomatic initiatives, including security guarantees, incen- 
tives, and sanctions; 

• working to reduce the regional security threats that spawn interest in special 
weapons; 

• applying military resources through “counter-proliferation” initiatives; ^ and 

• implementing the “Cooperative Threat Reduction” program, also known as the 
Nunn-Lugar program, aimed at helping to secure weapon of mass destruction 
and WMD materials in the former Soviet Union. 

Like its predecessors, the Clinton Administration has attempted to use all of these 
mechanisms, at various times and in various combinations, to restrain Iran’s WMD 
and missile advances. In the end, whether one or another of these mechanisms has 
been used to its fullest extent is less important than whether, by taking advantage 
of its entire tool kit, the Administration has obtained results. 

From my perspective, the record is mixed. There have been some important suc- 
cesses with respect to Iran’s nuclear program and, possibly, with respect to aspects 
of its missile program. But there have also been some serious setbacks, especially 
with respect to Iran’s development of biological and chemical weapons. 

One useful way for filling in the Administration’s non-proliferation scorecard vis- 
a-vis Iran is to identify the principal Iranian programs of concern and assess the 
results of the Administration’s efforts in each case. 

Based on the open record, Iran can be thought of as pursuing WMD and missile 
programs along at least eleven distinct paths, including: 

1. Nuclear weapons (clandestine production of nuclear weapons material) 

2. Nuclear weapons (purchase of nuclear weapons material) 

3. Nuclear weapons (open, civil nuclear energy program) 

4. Biological weapons (domestic production, with some outside assistance) 

5. Basic chemical weapons (domestic production, including sulfur mustard, phos- 
gene, and cyanide, with outside assistance) 

6. Advanced chemical weapons (domestic production of agents such as. Soman, 
Tabun, Sarin, and VX, with outside assistance) 


1 In using this term, I have in mind the use of passive defenses, active defenses (against thea- 
ter-based threats), deterrence based on the threat of massive conventional retaliation, and ad- 
justments to military operations and planning. 
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7. Scud missiles (purchases — including Scud-Cs with a range of 500 km) 

8. Longer range ballistic missiles (purchases — North Korean 1,000 km No-Dong) 

9. Scud and other short range missiles (indigenous production — including Scud- 
Cs with a range of 500 km — ^with outside assistance) 

10. Longer range 1,000 to 1,400 km hallistic missiles (indigenous production, with 
outside assistance) 

11. Cruise missiles (acquisition of the Chinese C-802 and the domestic develop- 
ment of land-attack derivatives) 

To keep my remarks brief, I will only outline developments in each of these areas, 
hut I would be pleased to expand my comments on particular points in response to 
questions from the Committee. For the convenience of the Subcommittee, I have ap- 
pended to my testimony an annotate table, prepared by my colleague Gregory 
Koblentz, listing alleged transfers of nuclear, biological, chemical, and missile equip- 
ment and technology and the U.S. response, with particular reference to the imposi- 
tion of sanctions. 

1. Nuclear weapons (clandestine production of nuclear weapons material). Despite 
reports dating back a number of years that Iran is seeking to develop the ability 
to manufacture nuclear weapons material, to date it has not been reported that Iran 
is building any of the key installations needed for this purpose. Iran is constrained 
by its status as a party to the Nuclear Non-Proliferation Treaty (NPT) to accept 
comprehensive International Atomic Energy Agency (IAEA) inspections and has vol- 
untarily allowed wide-ranging monitoring that goes beyond the IAEA’s normal over- 
sight. To date, although the IAEA is now privy to U.S. intelligence, it has not un- 
earthed any clandestine facility in Iran needed for the manufacture of nuclear weap- 
ons, and, as I noted earlier, there have been no reports that such a facility exists. 
Several reports indicate, moreover, that Iran’s efforts to import equipment for a 
clandestine nuclear effort have been thwarted in particular cases, suggesting that 
U.S. intelligence and Western export controls are being used to advantage in this 
battle. 2 Recently, U.S. Arms Control and Disarmament Agency Director John 
Holum testified that in the past two years, Iran has made little or no progress down 
this path — or any other path — toward nuclear arms. ^ 

On the other hand, it is also generally accepted that Iran is conducting suspicious 
research and is attempting to import equipment and technology relevant to the pro- 
duction of nuclear-weapons material. 

Tentative conclusion. This facet of Iranian activities remains a continuing danger. 
However, the Clinton Administration’s efforts to assist the IAEA in implementing 
inspections under the NPT, together with multilateral efforts (supported by U.S. in- 
telligence) to restrict clandestine nuclear equipment and technology transfers to 
Iran, have kept Iran on the defensive and have significantly constrained this Ira- 
nian effort. 

2. Nuclear weapons (purchase of nuclear weapons material). It is widely under- 
stood that security over nuclear weapons materials in the former Soviet Union falls 
far short of international standards and that the risk of diversion and smuggling 
of such materials out of the Soviet successor states remains high, particularly from 
Russia, where the vast proportion of the materials are stored. U.S. officials have tes- 
tified that Iran has been seeking to obtain such materials at installations in the 
former Soviet Union. So far, however, Iran is not known to have succeeded in this 
effort. 

The Clinton Administration, with the strong support of Congress, has worked ag- 
gressively to cooperate with Russia and other successor states to upgrade security 
at facilities housing such materials. The United States is also purchasing some 500 
tons of weapons usable uranium from Russia for conversion into reactor fuel (which 
will take it out of harm’s way) and, in an extraordinary initiative known as Oper- 
ation Sapphire, the United States quietly removed 500 kilograms of highly enriched 
uranium from an insecure facility in Kazakhstan. 

Very serious dangers remain, however. As highlighted in a National Academy of 
Sciences report being released today, the U.S. program to work with Russia to en- 


2 Con Coughlin, “Britain Seizes Bomb-Grade Steel Cargo,” Washington Times, August 12, 
1996, p. 8; Mark Hibbs, “No German Nuclear Equipment Getting to Iran, Bonn Vows,” Nuclear 
Fuel, April 10, 1995, p. 5; Thomas W. Lippman, “Stepped-Up Nuclear Effort Renews Alarm 
About Iran,” Washington Post, April 17, 1995; Elaine Sciolino, “Iran Says It Plans 10 Nuclear 
Plants But No Atom Arms,” op. cit.; PPNNNewshrief, Third Quarter 1995, p. 17; Mark Hibbs, 
“Investigators Deny Iran Smuggled Weapons Material From Germany,” Nucleonics Week, Feb- 
ruary 1, 1996, p. 14. 

3 “Testimony of John Holum, Director, Arms Control and Disarmament Agency,” before the 
House International Relations Committee, Subcommittee on International Operations and 
Human Rights on the FY 1998 Authorization for the U.S. Arms Control and Disarmament Agen- 
cy, March 5, 1997. 
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hance material protection, accounting, and control is now starting to bear fruit and 
“tons” of weapons material are now under world-class security in Russia as a result 
of the program. But, the report continues, “tens of tons” are under only partial con- 
trol and adequate security for “hundreds of tons” has yet to be provided. The report 
concludes that it is essential that the program, which has now built substantial mo- 
mentum, continue with funding at least at current levels — or higher if new opportu- 
nities to enhance security arise. 

Tentative conclusion. Iran’s bid to purchase weapons-grade nuclear materials clan- 
destinely remains a grave threat. U.S. programs are beginning to make important 
headway in addressing this danger, but years will be needed to bring it under con- 
trol. Continued Congressional support is essential. 

3. Nuclear weapons (civil nuclear energy program). Inasmuch as all facilities in 
the open Iranian nuclear energy program will be subject to IAEA monitoring, the 
concern in this sphere is not that particular installations will be misused for nuclear 
weapons, but that a large civil nuclear energy program will indirectly support the 
Iranian nuclear weapons effort by training scientists, technicians, and engineers in 
nuclear specialties. These individuals, in turn, could then switch over to work in a 
clandestine nuclear weapons program and use their training to help in the construc- 
tion and operation of possible parallel undeclared nuclear installations. 

In 1992, Washington succeeded in persuading China to postpone indefinitely the 
sale to Iran of a plutonium-producing research reactor. ® In addition, in 1995, China 
suspended its plans, announced three years earlier, to supply two 300-megawatt nu- 
clear power reactors to Iran. ® More recently, China canceled plans to transfer to 
Iran a sensitive uranium “conversion” plant, able to produce uranium hexafluoride — 
a feedstock for the process used to produce weapons-grade uranium. This decision 
is apparently the result of the diplomatic intervention of the Clinton Administra- 
tion. ’ 

Russian assistance to the Iranian nuclear program has also slowed. Moscow’s plan 
for the sale to Iran of a sizable research reactor, suitable for the production of pluto- 
nium, appears to have been suspended. Secondly, under U.S. pressure in mid-1995, 
Russia canceled a contract to supply a highly sensitive uranium enrichment plant 
to Iran. Russia, however, remains committed to its sale of nuclear power reactors 
to that country, the first of which it is now building at Bushehr. This sale is consist- 
ent with international rules. However, the Administration continues to emphasize 
its opposition to the sale to the Russian government. ® Recently, the United States 
placed another obstacle in the path of the project — which is already far behind 
schedule — by persuading Ukraine not to sell Iran the (non-nuclear) turbine for the 
facility. ^ At the same time, the Administration has been reluctant to undermine 
other elements of U.S. relations with Russia by treating this as the most important 
issue between our two countries; as a result, the Administration has twice waived 
the provisions of the Foreign Operations Appropriations Act that would require a 
termination of U.S. foreign assistance to Russia unless it ceased all transfers of nu- 
clear equipment and technology to Iran. 

Tentative conclusion. By diplomatic interaction with China, the Administration 
persuaded Beijing to suspend the transfer of the most sensitive of the civilian nu- 


Proliferation Concerns: Assessing U.S. Efforts to Help Contain Nuclear and Other Dangerous 
Materials and Technologies in the Former Soviet Union (Washington, D.C.: National Research 
Council of the National Academy of Sciences, April 17, 1997.) 

5 See Mark Hibhs, “Iran Sought Sensitive Nuclear Supplies from Argentina, China,” Nucleon- 
ics Week, September 24, 1992, p. 2; Steve Coll, “U.S. Halted Nuclear Bid hy Iran,” Washington 
Post, November 17, 1992. 

In December 1996, there were indications that China might revive the sale of the research 
reactor to Iran. See Mark Hibbs, “China Has Far to Go Before U.S. Will Certify, Agencies Now 
Say,” Nucleonics Week, December 12, 1996, p. 1. 

® Supplementary materials submitted by Barbara Larkin, Acting Assistant Secretary for Legis- 
lative Affairs, U.S. State Department, Hearings on Current and Projected National Security 
Threats to the United States and its Interests Abroad, Select Committee on Intelligence, U.S. 
Senate, February 22, 1996 (supplementary materials supplied May 23, 1996), p. 135. 

"^Interview with Chinese official, Washington, D.C., March 1997. 

^One aspect of the Russian reactor sale of particular concern to the United States are the 
arrangements for the disposition of the plutonium-hearing spent fuel that the Bushehr unit will 
produce. According to U.S. officials, as of December 1996, Russia and Iran had not yet concluded 
an agreement for the return of the spent fuel to Russia, a valuable non-proliferation measure 
traditionally included in Russian nuclear reactor sales contracts. Mark Hibbs, “Iran May Keep 
Russian Spent Fuel Or Take Plutonium, REPU, Waste,” Nuclear Fuel, December 18, 1995, p. 
1; Mark Hibbs, “Iran, Russia Still Settling Countertrade Terms for PWRS,” Nucleonics Week, 
October 5, 1995, p. 9. 

9 Michael Gordon, “Ukraine Decides Not to Provide Reactor Parts to Iran,” New York Times, 
April 7, 1997. 
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clear plants that Iran has recently sought to purchase. Although Russia has delayed 
plans to build a sensitive research reactor in Iran, Washington has enjoyed less suc- 
cess in halting Russia’s construction of the Bushehr nuclear power plant, but, at 
least, it has slowed this project somewhat. 

4. Biological weapons (BW). Controlling the spread of this weapon of mass de- 
struction is probably the most daunting non-proliferation challenge facing the Unit- 
ed States and its friends. The necessary technology is widespread in civilian indus- 
try, the manufacture of BW is relatively less difficult, and, because BW can be man- 
ufactured rapidly and in small-scale facilities, detecting BW programs can be ex- 
tremely demanding. International controls lag far behind those currently covering 
nuclear weapons or those that will shortly cover chemical arms under the Chemical 
Weapon Convention. 

The U.S. intelligence community believes Iran has been developing a substantial 
biological warfare program, and that, as of May 1996, it had acquired its first stocks 
of biological weapons. If true, this would be the most disturbing act of WMD pro- 
liferation during that year. The agency estimates that Iran currently possesses a 
limited stockpile of biological weapons that it could deploy using artillery, mortars, 
rockets, and aerial bombs. The Central Intelligence Agency (CIA) is concerned 
that Iran has the potential to develop a biological warhead for its ballistic missiles, 
but does not expect this to occur before the end of the century, n 

China has been implicated in supporting aspects of Iran’s BW activities, but the 
extent of such involvement is murky and, apparently, has not raised the issue of 
sanctions. 

Let me point out that at the time of the 1991 Gulf War, Saddam Hussein pos- 
sessed twenty-five missiles with BW warheads, which he considered a part of his 
“strategic” arsenal — able to cause mass casualties if used against the cities of an ad- 
versary. It is possible that Iranian efforts to achieve a parallel capability will be de- 
tected and might be discouraged or deterred. 

Given Iran’s progress in the area of biological weapons, the United States and its 
friends must be prepared with counter-proliferation measures to contain this 
threat — especially, defenses, deterrence, and adjustments in military doctrine and 
strategy. 

Tentative conclusion. The Iranian BW threat is already very serious and is likely 
to worsen. However, Iran still has far to go to develop a mature, missile-based BW 
capability, and it may yet be possible to block these advances. New strategies need 
to be developed to address this threat. 

5. Basic chemical weapons (including sulfur mustard, phosgene, and cyanide). The 
CIA has stated that Iran is continuing to expand and diversify its chemical weapons 
program, already among the largest in the Third World. The agency estimates that 
Tehran currently controls a CW stockpile of several thousand tons that includes sul- 
fur mustard, phosgene, and cyanide agents, and has the potential of producing 1,000 
tons of these agents each year. The delivery means for these agents include “artil- 
lery, mortars, rockets, aerial bombs, and, possibly, even Scud warheads.” Impor- 
tantly, the chemical agents that Iran possesses are World War I era weapons; it has 
yet to produce more advanced nerve agents, such as Soman, Tabun, Sarin, or VX. 

Based on technology dating back to World War I, these CW agents are easy to 
manufacture. Chinese firms have apparently played a role in supplying CW precur- 
sors to Iran, leading to the imposition of sanctions against several firms and persons 


10 The CIA has stated that while Iran’s BW program is mostly in the research and develop- 
ment stages — likely investigating both toxins and live organisms as BW agents — Iran has “the 
technical infrastructure to support a significant BW program and needs little foreign assist- 
ance.” “Supplementary Materials Submitted by John H. Moseman, Director of Congressional Af- 
fairs, Central Intelligence Agency,” Hearings of the Current and Projected National Security 
Threats to the United States and Its Interests Abroad, Select Committee on Intelligence, U.S. 
Senate, February 22, 1996 (supplementary materials supplied May 10, 1996), p. 82. 

11 Ibid. 

12 U.S. officials have not publicly indicated whether China is implicated in Iran’s BW program, 
but has apparently received intelligence that BW-related transfers have been made. Bill Gertz, 
“Albright Concedes ‘Concern’ Over China-Iran Transfers,” Washington Times, January 24, 1997. 

10 “Supplementary Materials Submitted by John H. Moseman, Director of Congressional Af- 
fairs, Central Intelligence Agency,” Hearings on Current and Projected National Security Threats 
to the United States and Its Interests Abroad, op.cit, p. 82. The DIA has projected that Iran may 
have as much as 2,000 tons of CW agents in its stockpile. “Supplementary Materials Submitted 
by Lieutenant General Patrick M. Hughes, Director of the Defense Intelligence Agency,” Hear- 
ings on Current and Projected National Security Threats to the United States and Its Interests 
Abroad, op. cit., p. 206. 

11 W. Seth Cams, “Iran’s Weapons of Mass Destruction,” presented at the Nixon Center for 
Peace and Freedom, Febmary 20, 1997. 
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in 1994 and 1995. In November 1995, referring to Iran’s CW program, Deputy As- 
sistant Secretary of Defense for Near East and South Asia Bruce Reidel testified: 

In the chemical arena, we have seen some evidence that China has pro- 
vided some assistance or Chinese firms have provided some assistance, both 
in terms of the infrastructure for building chemical plants and some precur- 
sors for developing agents. I would point out here that the Chinese chemi- 
cal industry is very rapidly growing at this time, and not all facets of it 
may be under the fullest scrutiny of the Chinese government. 

Chinese assistance for either the Iranian basic or advanced CW program is appar- 
ently continuing, inasmuch as Deputy Assistant Secretary of State Robert Einhorn 
recently testified that the Administration is reviewing the possible imposition of CW 
sanctions against Chinese entities. It is not clear to an outsider how extensive Chi- 
nese assistance may have been, nor is it clear to what extent the transfers to Iran 
have been deliberate Chinese policy or have been the result of unscrupulous export- 
ers and a poorly differentiated Chinese export control system. 

Tentative conclusion. Obviously, the Administration has not been successful in 
halting Iran’s basic CW program. It is possible that with more active enforcement 
of the U.S. chemical weapons sanctions legislation the Clinton Administration might 
have achieved more, but the details needed to make this assessment have not been 
made public. It is also important to note that, as yet, Iran has not graduated to the 
more modern and more potent CW agents that Saddam Hussein possessed. In addi- 
tion, the entry into force of the Chemical Weapon Convention later this month will 
reinforce the norm against the possession of chemical armaments and will enhance 
multilateral export controls, developments that will provide added support for U.S. 
efforts to curb Iran’s activities in this sphere. To meet the challenge posed by Iran’s 
existing CW capabilities, the United States and its friends will have turn to counter- 
proliferation measures: defenses, deterrence, and adjustments in military planning 
to account for this threat. 

6. Advanced chemical weapons (such as. Soman, Tabun, Sarin, and VX). In the 
case of Iraq, VX nerve gas, mated with Al-Hussein missiles formed the second com- 
ponent of Saddam Hussein’s strategic arsenal. Fortunately, Iran has yet to produce 
these agents, but it is undoubtedly attempting to do so. As noted in item 5, above, 
China may be assisting this effort. 

It is important to stress that Saddam Hussein made the transition from basic CW 
agents to more advanced ones in the course of four to five years, with few restraints 
on his access to outside assistance. Iran, ten years after acquiring basic CW agents, 
still has not achieved a more advanced capability, suggesting that U.S. -led inter- 
national efforts to curtail its access to needed technologies may be succeeding, 

Tentative conclusion. Given the greater difficulty in producing these agents and 
the fact that Iran apparently does not yet possess them, assertive U.S. diplomatic 
efforts — including the imposition of sanctions against supplier states — could make 
the critical difference in arresting this dangerous aspect of Iran’s WMD program. 

7. Scud missiles (purchases — including Scud-Cs with a range of 500 km). Iran pos- 
sesses two versions of the nuclear-capable, North Korea-supplied, Scud ballistic mis- 
sile — the Mod. B (300-km range) and the Mod. C (500-km range), 

On March 6, 1992, the United States imposed sanctions under missile non-pro- 
liferation provisions of the Arms Export Control and Export Administration Acts 
against the Iranian Ministry of Defense and Armed Forces Logistics and against two 


Gary Milhollin and Meg Dennison, “China’s Cynical Calculation,” New York Times, April 
24, 1995, p. A17. 

15 “Testimony of Deputy Assistant Secretary of Defense for Near East and South Asia Bruce 
Reidel,” Hearings before the House International Relations Committee, U.S. Policy on Iran, No- 
yember 9, 1995. 

^'^Proliferation: Threat and Response (Washington, D.C.: U.S. Department of Defense, 1996), 
p. 15. 

15 It also has in its inventory the Chinese-supplied CSS-8 missile with an estimated range 
of 150 kms. “Statement by Joseph S. Bermudez Jr.,” before the House Committee on Foreign 
Affairs, Subcommittee on International Security, International Organizations and Human 
Rights, September 14, 1993; William C. Potter and Harlan W. Jencks, eds.. The International 
Missile Bazaar (Boulder, CO: Westview Press, 1994), p. 65; Office of the Secretary of Defense, 
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and SU— 24s. See Office of Technology Assessment, Technologies Underlying Weapons of Mass 
Destruction (Washington, DC: U.S. Government Printing Office, December 1993), pp. 237-242; 
International Institute of Strategic Studies, The Military Balance 1993—1994 (London: Inter- 
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North Korean entities for engaging in “missile proliferation activities.” According 
to U.S. officials, the activities involved were the transfer hy North Korea to Iran 
of Scud missiles and production technology for such missiles, which resulted in the 
imposition of “Category I” sanctions, the harsher sanctions under the above-noted 
laws. On May 24, 1996, Washington imposed less severe Category II sanctions 
against the Iranian Ministry of Defense Armed Forces Logistics, the Iranian State 
Purchasing Office, and the Korea Mining Development Trading Bureau for engaging 
in missile technology proliferation activities. The precise nature of the activities 
leading to the sanctions remains classified, but U.S. officials have indicated that 
they involved the provision by North Korea of missile components, equipment, and 
materials rather than complete missiles, production technology, or major sub- 
systems. 

In the period between the two episodes, the United States and North Korea en- 
gaged in an extended dialo^e, as they negotiated and implemented the October 
1994 Agreed Framework, aimed at curtailing North Korea’s nuclear weapon pro- 
gram. As one element of this dialogue, the United States has made clear that it con- 
siders North Korea’s missile exports and development of longer range missiles to be 
issues of great concern. Washington and Pyongyang have yet to hold more than pre- 
liminary discussions on this matter, however. Nonetheless, it would appear that be- 
tween 1992 and 1996, North Korean exports of complete Scud missiles ended and, 
judging from the fact that the United States imposed only “Category II” sanctions 
in 1996, it would seem that North Korean missile related exports to Iran slackened. 

Even as it tries to slow further expansion of Iran’s arsenal of Scud’s, the United 
States must come to terms with the threat currently posed by Iran’s existing Scud- 
B and Scud-C missiles. In this respect, U.S. theater missile defense programs will 
play a critically important role and need to be sustained. 

Tentative conclusion. For reasons that remain unclear, but which may include the 
impact of U.S. diplomacy, North Korea is apparently no longer exporting Scud’s to 
Iran. 

8. Longer range missiles (purchases — North Korean 1,000 km No-Dong). Another 
component of the Iranian missile program is its effort to acquire the 1,000-km range 
Nodong missile from North Korea, a capability that would enable Iran to target Is- 
rael for the first time. 

The status of the Nodong is not certain at this time. There have been some indica- 
tions that Pyongyang’s efforts to develop the system have stalled; according to the 
published literature, for example, it has been flight tested only once. A recent report 
in the Japanese press however, states that North Korea has now deployed the sys- 
tem. There have been no reports that North Korea has exported the Nodong, how- 
ever. 

Despite U.S. expressions of concern about the system to North Korea, U.S. offi- 
cials assume that technical or financial factors, rather than U.S. diplomacy, have 
delayed the production and/or transfer of the system. The Administration is hoping 
to halt production and transfer of the Nodong as part of its on-going talks with 
North Korea on missile exports. 

Tentative conclusion. A window of opportunity remains for halting this transfer. 
With the United States enlarging its diplomatic engagement with North Korea, it 
may be possible to reach an understanding with Pyongyang to kill this project. 

9. Scud and other short-range missiles (indigenous production). Iran is thought to 
be developing the capability to manufacture the Scud-C indigenously. Presumably, 
elements of this capability were originally provided by North Korea, and Pyongyang 
may be supporting this effort through continued exports of missile-related equip- 
ment and technology. 

However, U.S. officials have indicated that China and Russia may also be contrib- 
uting to this Iranian effort. 

Chinese assistance. In June 1995, U.S. intelligence reports were quoted in the 
press as stating that evidence “strongly implicates” China in the transfer to Iran 
of equipment, materials and scientific know-how that could be used in the manufac- 
ture of advanced ballistic missiles — possibly a missile similar to the Chinese M-9 
or M- 11.22 In July 1995, China was reported to have transferred “dozens, perhaps 


“Imposition of Missile Proliferation Sanctions Against North Korean and Iranian Entities,” 
Federal Register, April 7, 1992, p. 11767. The North Korean entities were Lyongakasan Machin- 
eries and Equipment Export Corporation {North Korea) and the Changgwang Credit Corpora- 
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20 Interview, March 6, 1997, Washington, D.C. 

^^Federal Register, June 12, 1996, p. 29785; “Daily on U.S. Government Notice of Sanctions 
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22 R. Jeffrey Smith, “Iran’s Missile Technology Linked to China, Rmort Says,” Washington 
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hundreds, of missile guidance systems and computerized machine tools” to Iran, as 
well as rocket propellant ingredients that could be used on its current stockpile of 
Scud Mod. Bs and Cs, as well as on Scud variants that Iran may produce domesti- 
cally in the future. 

All such transfers would violate pledges that China made to the United States 
in February 1992 and reaffirmed in October 1994, in which China agreed to abide 
by missile technology transfer restrictions of the MTCR. These transfers could also 
violate U.S. missile non-proliferation laws.^^ I am told that the analysis of these 
cases has been completed, but that the Administration is refusing to take action, 
apparently because of concern that the reimposition of sanctions against China 
would adversely affect overall bilateral relations at a time when the Administration 
is attempting to conduct a “high-level” dialogue with Beijing. 

Russian assistance. I have been told that there are a number of transactions in- 
volving support for the Iranian Scud production capability that have been traced to 
Russia but that the Russian government has not been responsive to U.S. efforts to 
obtain a serious investigation of U.S. concerns. 

It appears that the Clinton Administration believes it lacks sufficiently clear evi- 
dence to invoke U.S. sanctions laws against Russia or against the Russian entities 
that may be involved. The matter is made more complicated by the fact that Russia 
is a member of the MTCR, a status which exempts properly authorized missile-re- 
lated export activities from U.S. missile-export sanctions laws. The United States 
can, however, impose sanctions under these laws against Russian entities which 
make exports not authorized by the Russian government or which fraudulently ob- 
tain such authorizations. To encourage Russia to resolve the cases that the United 
States has brought to its attention, the Clinton Administration should remind Rus- 
sia of this provision of U.S. sanctions law. 

On the other hand, if Russia is authorizing missile-related exports to Iran, the 
United States has other mechanisms for penalizing its behavior. These include the 
selective denial, as a matter of executive policy, of export licenses benefiting the 
Russian aerospace sector (such as licenses of U.S. communications satellites for 
launch on Russian launch vehicles) or the refusal to extend current agreements 
granting Russia access to the international commercial space launch market. The 
Clinton Administration originally permitted Russia access to this market on condi- 
tion that it adhere to the MTCR; Russia’s apparent deviations from MTCR rules 
should provide grounds for revisiting this question. 26 

Tentative conclusion. Iran’s ability to manufacture Scud type missiles is appar- 
ently dependent in important respects on outside assistance that appears to be con- 
tinuing at this time. Intensified U.S. diplomatic efforts, backed up by the threat of 
new sanctions against the Chinese and Russian aerospace sectors, are needed to 
help contain this danger. The development of theater missile defenses must also be 
an important element of the U.S. strategy for meeting this challenge, if non-pro- 
liferation efforts fail. 

10. Longer range 1,000 to 1,400 km missiles (indigenous production, with outside 
assistance). Israel has expressed increasing concern about Iranian efforts to develop 
this system. Again, Russia is alleged to be assisting this program. 
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A number of recent press reports suggest that Russia is assisting in this endeav- 
or, possibly providing technology from its retired SS-4 strategic nuclear missile. 

The application of U.S. sanctions laws and policy is comparable to that outlined 
in item 9, above: Russia, though largely exempt from such laws, appears to he vio- 
lating the rules of the MTCR, creating a basis for discretionary sanctions by the 
United States in the form of suspension of export licenses, especially those directed 
at the Russian aerospace sector and commercial space launch industry. 

Tentative conclusion. Iran’s ability to manufacture this longer range system ap- 
pears to he dependent in important respects on outside assistance, and Iran appears 
to be receiving such assistance at this time from Russia. Intensified U.S. diplomatic 
efforts, hacked up hy the threat of new sanctions, are needed to help contain this 
danger. Given the new dangers that Iranian longer-range missiles would bring to 
the Middle East, halting this program must remain a top priority of the Clinton Ad- 
ministration. 

11. Cruise missiles (acquisition of the C-802 and the development of land-attack 
derivatives). China is the supplier of Iran’s inventory of land-based and shipborne 
anti-ship cruise missiles and is believed to be assisting Iran in the development of 
anti-ship missiles based on Chinese prototypes. 

Because the range/payload capabilities of the C-802 are below the thresholds of 
the MTCR these transactions do not appear to violate U.S. missile-export sanctions 
laws. Nor do the exports appear to violate the Iran-Iraq Arms Non-Proliferation Act. 
Deputy Assistant Secretary of State Robert Einhorn testified last week that the 
number of missiles transferred does not appear to be sufficient to trigger the sanc- 
tions provisions of that legislation. 

It is apparent that Iran’s WMD and missile capabilities are growing, in some 
areas dramatically, and along with them, the dangers that Iran is posing to U.S. 
forces and friends in the Middle East. 

Using a wide variety of non-proliferation tools, the Clinton Administration has 
had a measure of success in containing Iran’s bid to acquire nuclear weapons. Its 
job has been made somewhat more manageable because nuclear arms are very dif- 
ficult to manufacture, requiring considerable time, expense, and difficult-to-conceal 
facilities. Moreover, the tools in the nuclear non-proliferation tool kit — treaties, ex- 
port controls, inspections, and international norms — are more potent than those ap- 
plicable to other weapons of mass destruction or to missiles. The single most impor- 
tant measure needed to continue to constrain the Iranian nuclear weapons program 
is sustained implementation of the U.S. Nunn-Lugar program in Russia and other 
NIS states. 

U.S. efforts to curb the Iranian BW threat — an extremely demanding task — have 
not succeeded. However, Iran has yet to achieve a mature, missile-based BW capa- 
bility, and it may yet be possible to block these advances. U.S. counter-proliferation 
efforts will also play an important role in containing the Iranian BW challenge. 

Similarly, although Iran now possesses a substantial arsenal of basic chemical 
weapons, it still has far to go before acquiring a modern, fully developed chemical 
arsenal, and preventive, non-proliferation diplomacy can still be effective in slowing 
or blocking Iranian progress in this sphere. Stricter enforcement of U.S. sanctions 
laws is needed to achieve this result, and the Chemical Weapon Convention will also 
help to limit Iranian advances. Continued development of counter-proliferation 
measures to address the existing Iranian CW threat will also be needed. 

Iran’s existing Scud-B and Scud-C missiles already pose a serious threat to U.S. 
forces and friends in the Persian Gulf. Iran is apparently not purchasing additional 
missiles, however. To deal with the existing threat, the Clinton Administration must 
continue its efforts to develop robust theater missile defenses. The Administration 
must push China and Russia more aggressively to halt their support for Iran’s ef- 
forts to produce missiles indigenously, especially longer-range systems. Stricter en- 
forcement of existing sanctions laws against China and the threat of discretionary 
sanctions against the Russian aerospace sector are essential if these efforts are to 
succeed. 

Finally, the 1996 Iran-Libya Sanctions Act. which imposes sanctions on foreign 
entities that invest $40 million or more in Iran’s energy sector, seeks to limit the 
funds available to Iran’s WMD programs by limiting Iran’s future energy sector rev- 
enues. Recent reports suggest that the sanctions law is curtailing foreign invest- 
ment in this sector. Given the great costs of WMD and missile programs, it is pos- 
sible that this legislation will make an important contribution to slowing Iran’s bid 
for unconventional arms and advanced delivery systems. 


Robin Wright, “Russia Warned on Helping Iran Missile Program,” Los Angeles Times, Feb- 
ruary 12, 1997. 
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Chronology of Alleged Transfers of Nuclear, Biological, Chemical and 
Missile Technology, Equipment and Material Involving Iran 

Nuclear Episodes 

• January 8, 1995: Russia and Iran sign an agreement on the completion of the 
two partially constructed nuclear reactors at Bushehr. In December 1995, Con- 
gress approved legislation that would prevent the United States from providing 
any economic assistance to Russia unless Russia halted the reactor deal or the 
President certifies every six months that the aid was “important to the national 
security interests of the United States.” The President issued that certification 
on May 9, 1996 and November 9, 1996. 

Missile Episodes 

• March 6, 1992: The United States imposes sanctions on the North Korean enti- 
ties, Lyongaksan Machineries and Equipment Export Corporation and 
Changgwang Credit Corporation, and Iran’s Ministry of Defense and Armed 
Forces Logistics for missile proliferation activities. The sanctions include a two- 
year ban on all government contracts with, export licenses to, and imports from, 
the entities listed above as well as all North Korean firms in the missile, elec- 
tronics, space systems and military aircraft industries. These sanctions were 
imposed for the transfer of items in Category I of the MTCR Annex which sub- 
stantially contributed to Iran’s missile program. The sanctions expired March 
6, 1994. 

• March 1992: China pledges in writing to abide by the MTCR. 

• September 1993: Russia si^s an agreement pledging to abide by the MTCR. 

• October 1994: China promises not to export any surface-to-surface missiles “in- 
herently capable” of delivering a 500 kilogram payload to at least 300 kilo- 
meters and to abide by the guidelines and parameters of the MTCR. 

• May 13, 1995: Jane’s Defense Weekly cites a CIA report that North Korea re- 
cently shipped 4 Scud Transport-Erector-Launchers (TELS) to Iran. i 

• June 1995: Reports emerge that the CIA had concluded that China had deliv- 
ered guidance systems, rocket fuel ingredients, production technology, and com- 
puterized machine tools to Iran to assist that country in improving imported 
ballistic missiles and producing its own missiles. ^ 

• August 1995: Russia joins the MTCR. 

• January 1996: Iran is reported to have tested a C-802 anti-shipping cruise mis- 
sile provided by China. The United States examines the sale of the C-802s for 
sanction ability under the Iran-Iraq Non-Proliferation Act and determines that 
the transaction did not cross the threshold of “destabilizing types and num- 
bers.”® 

• May 24, 1996: The United States imposes sanctions on the North Korean firm 
Changgwang Sinyong Corporation (aka the Korea Mining Development Trading 
Bureau) and Iran’s Ministry of Defense Armed Forces Logistics and the State 
Purchasing Office. The sanctions include a two-year ban on all missile-related 
government contracts with, and export licenses for, the listed entities as well 
as North Korea’s entire missile, electronic, space, and military aircraft industry. 
These sanctions were imposed for the transfer of items in Category 11 of the 
MTCR Annex. These sanctions are still in effect. 

• July 1996: Iran’s Defense Industries Organization reportedly transfers equip- 
ment to Syria for the production of solid-fuel rocket motors. 

• August 1996: China Precision Engineering Institute reportedly agrees to sell gy- 
roscopes, accelerometers and test equipment that could be used to build and 
test missile guidance systems to Iran’s Defense Industries Organization. ® 

• December 1996: An Israeli article states that Iran is developing a missile based 
on the 2,000 km range SS-4 with the help of Russian scientists. ® Israeli intel- 


1 Barbara Starr, “Iran Gets ‘Scud’ TELs From North Korea,” Jane’s Defense Weekly, May 13. 
1995, p. 5. 

® Barbara Opall, “US Queries China on Iran,” Defense News, June 14-25, 1995, p. 1; Elaine 
Sciolino, “CIA Report Says Chinese Sent Iran Arms Components,” New York Times, June 21, 

1995, p. Al. “Chinese Shipments Violate Controls,” Jane’s Defense Weekly, July 1, 1995, p. 3. 
3 Barbara Starr, “Iran Adds New Threat With Cruise Missile Test,” Jane’s Defense Weekly, 

February 7, 1996, p. 14; Bill Gertz, “China Sold Iran Missile Technology,” Washington Times, 
November 21, 1996, p. 1. 

‘^Bill Gertz, “China Sold Iran Missile Technology,” Washington Times, November 21, 1996, p. 

1 . 

5 Ibid. 

6 “Iran Said to Be Developing Long-Range Missile,” Deutsche Presse-Agentur, December 5, 

1996. 
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ligence revealed, and the United States verified, that detailed plans on how to 
huild the SS-4 as well as some of its parts, reportedly guidance components, 
were acquired hy Iran. The United States protested the transfers during a 
meeting between Prime Minister Chernomyrdin and Vice President Gore in 
February and during the Clinton-Yeltsin summit in March. 

• March 1997: An Israeli press report states that Iran had transferred 50 Scud- 
C missiles and 50 aircraft to Syria. The aircraft were transferred in December 
1996, but the date of the missile transfer is not given. ® 

• April 1997: According to an unnamed White House official, Russians are assist- 
ing Iran in upgrading the guidance systems and engines of the Scud missiles 
in its inventory. ^ 

• April 1997: Israeli sources report that Iran recently ground-tested the engine 
for a 1,000 kilometer-range missile being developing with Russian assistance 
and is also developing a missile with a range of about 1,500 kilometers with 
Russian help. 

CW Episodes 

• July 1993: The United States protests to China about the shipment of CW pre- 
cursors for mustard gas to Iran aboard the vessel, Yin He. In late August, the 
ship was inspected jointly by Saudis, Americans, and Chinese and no CW pre- 
cursors were found. 

• July 16, 1994: The United States imposes sanctions an Israeli for using British 
and Polish front companies to ship CW precursors, strongly suspected to be 
from China, to Iran. 

• November 19, 1994: The United States imposes sanctions on Manfred Felber 
(Austrian), Luciano Moscatelli (Australian) and Gerhard Merz (German) for 
shipping Chinese CW ingredients to Iran, 

• February 18, 1995: The United States bars three Hong Kong companies from 
selling goods in the US for at least one year for shipping CW ingredients from 
China to Iran. The companies are Asian Ways Ltd., WorldCo Ltd., and Mainway 
International. 

• March 1995: An article states that the United States has been monitoring ship- 
ments of CW precursors to Iran over the past three years. 

• November 1995: Referring to Iran’s chemical weapons program, Bruce Reidel, 
Deputy Assistant Secretary of Defense for Near East and South Asia, testifies, 
“In the chemical arena, we have seen some evidence that China has provided 
some assistance or Chinese firms have provided some assistance, both in terms 
of the infrastructure for building chemical plants and some precursors for devel- 
oping agents. I would point out here that the Chinese chemical industry is very 
rapidly growing at this time and not all facets of it may be under the fullest 
scrutiny of the Chinese government.” 

• January 1996: An unconfirmed report in a Hong Kong paper states that the 
Customs Department is investigating a Chinese state-owned arms manufac- 
turer for smuggling arms, including chemical weapons, to the Middle East. 
Another report indicates that the Hong Kong firm, Rex International Develop- 
ment Co., Ltd., is 52% owned by state-owned arms manufacturer China North 
Industries Group (Norinco). 


Robin Wright, “Russia Warned on Helping Iran Missile Program,” Los Angeles Times, Feb- 
ruary 12, 1997, p. Al; Bill Gertz, “Gore Raises Sale to Iran With Chernomyrdin,” Washington 
Times, February 13, 1997, p. AlO. 

® “Israel: Intelligence Sources Report Growing Iran-Syria Cooperation,” YedVot Aharonot, 
March 27, 1997, p. 19 in FBIS-TAC-97-086, March 28, 1997. 

^Philip Finnegan and Steve Rodman, “Israel Tries to Curb Russian Aid to Iran,” Defense 
News, April 14—20, 1997, p.l. 

lo’Tsrael Says Iran, Russia Ground Test Missile,” Reuters, April 13, 1997; “Israel-Iran,” Reu- 
ters, April 13, 1997. 

iiArms Control Reporter 1994, p. 704.E-2.104. 

12 Gary Milhollin and Meg Dennison, “China’s Cynical Calculation,” New York Times, April 
24, 1995, p. A17. 

12 Ibid.; State Department official. 

11 Ibid.; State Department official. 

12 Ibid. 

12 “Testimony of Deputy Assistant Secretary of Defense for Near East and South Asia Bruce 
Reidel,” Hearings before the House International Relations Committee, US. Policy on Iran, No- 
vember 9, 1995. 

11 “Hong Kong: SAR 'Definitely Not’ Arms Smuggling Transit Center,” Hongkong Standard, 
January 21, 1997, p. 4 in FBIS-CHI-97-013, January 22, 1997. 

12 “Customs Probe China-Linked Arms Sales to Middle East: Report,” Agence France Presse, 
January 20, 1997. 
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• March 1996: An article reports that the United States had heen tracking ship- 
ments of chemical weapons-related equipment from China to Iran for more than 
a year. The trade is described as “recent and ongoing.” The issue will be raised 
by National Security Advisor Anthony Lake with his Chinese counterpart, Liu 
Huaqiu. In February, China passed legislation to tighten chemical exports, 

• Summer of 1996: Iran reportedly takes delivery from China of 400 metric tons 
of chemicals, including carbon sulfide, a precursor for some nerve agents. 

• June 1996: An article reports that an Indian firm agreed in early 1996 to build 
a plant in Iran capable of producing phosphorous pentasulfide, a precursor to 
tabun and other nerve agents, 

• January 1997: Secretary of State Madeline Albright tells a Senate committee 
that the US has not determined whether or not to impose sanctions on the Chi- 
nese entities shipping CW-related equipment, technology and material to 
Iran. 22 

• April 1997: According to Robert Einhorn, Deputy Assistant Secretary of State 
for Non-Proliferation, the United States is actively investigating sales of precur- 
sors, production equipment, and production technology by Chinese entities to 
Iran’s chemical weapons program. 

BW Episodes 

• November 1995: According to Secretary of State Madeline Albright, the United 
States received reports in November 1995 that Chinese firms had supplied Iran 
with dual-use equipment that could be used in a biological weapons program. 24 


R. Jeffrey Smith, “Chinese Firms Supply Iran With Gas Factories, U.S. Says,” Washington 
Post, March 8, 1996, p. A26. 

20 Bill Gertz, “China Sold Iran Missile Technology,” Washington Times, November 21, 1996, 

p. 1. 

21 Con Coughlin, “Iran Secures Aid To Make Poison Gas In Deal With India,” Washington 
Times, June 23, 1996, p. A7. 

22 Bill Gertz, “Albright Concedes ‘Concern’ Over China- Iran Transfers,” Washington Times, 
January 24, 1997, p. A6. 

23 Senate Governmental Affairs Committee, International Security, Proliferation and Federal 
Services Subcommittee, Proliferation: Chinese Case Studies, April 10, 1997. 

24 Bill Gertz, “Albright Concedes ‘Concern’ Over China- Iran Transfers,” Washington Times, 
January 24, 1997, p. A6; Carol Giacomo, “Alhright Sees China Concerns, Russia initiative,” Reu- 
ters, January 20, 1997. 
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Alleged Transfers of Nuclear, Biological, Chemical, and Missile Equipment and Technology, and the U.S. 

Response 


Episode 

Supplier 

Date 

Relevant laws 

U.S. response 

Status 

Nuclear 

Nuclear Reactors 

.. Russia 

.. Ian 1995 

... '96 For Ops App 

Waiver/Protest ... 

Delayed 


Missile 

Missiles & Production 

DPRK 

Mar 1992 

... AECA/EAA 

Sanctions im- 

Talks Pending 


DPRK 

May 1995* 

.. AECA/EAA 

posed. 

1 

7 




.. AFCA/FAA 

7 

7 

& Production Tech- 
nology. 



Jan 1996* 

.. IINA 



Missile Components .. 

DPRK 

May 1996 

... AECA/EAA 

Sanctions im- 

Talks Pending 

Missile Production 

Iran (to Syria) ... 

luly 1996 

.. AECA/EAA 

posed. 

1 

7 

Equipment. 

Missile Components .. 
Missile Components 


Aug 1996 

.. AECA/EAA & IINA 

7 

7 

Russia 

Dec 1996* 

... AECA/EAA & IINA?? .. 

Protest 

Promise to stop? 

& Technology. 


Iran (to Syria) ... 
Russia (Scud) ... 

Mar 1997* 

... AECA/EAA 

7 

7 

Missile Technology .... 

April 1997* 

... AECA/EAA & IINA?? .. 

7 

7 

Missile Technology 

Russia 

April 1997* 

... AECA/EAA & IINA?? .. 

7 

7 


(1,000+ km range). 


Chemical Weapons 

CW Precursors 

China 

luly-Aug 1993 .. 

AECA/EAA 

Inspection of Yin 

No precursors 



July 1994 

AECA/EAA 

He. 

found 

7 



Nov 1994 

AECA/EAA 

front company. 

7 



Mar 1995 

AECA/EAA 

front company. 

7 



Nnu 1995* 

AFCA/FAA 

front company. 

7 

7 

frastructure. 



Mar 1996* 

AECA/EAA & IINA .... 

7 

7 




AECA/EAA & IINA .... 

7 

7 

CW Plant 

India 

tune 1996* 

AECA/EAA & IINA .... 

7 

7 


Biological Weapons 

BW Equipment China Nov 1995 AECA/EAA & IINA ? ? 


*=Date Reported 

1996 For Ops App: The FY96 Foreign Operations Appropriations contains a measure to cut-off aid to Russia for its support of Iran’s nu- 
clear program. 

AECA/EAA: Arms Export Control Act/Export Administration Act sanctions for missile and CBW proliferation. 

IINA: Iran-lraq Nonproliferation Act sanctions for shipments of advanced conventional weapons to Iran and, after February 10, 1996, for as- 
sistance to Iran’s NBC programs, ??=Unclear whether IINA applies to Iran’s ballistic missile acquisitions efforts. 

Italicized entries indicate sanctions imposed by the United States. 

Prepared by Gregory Koblentz for the Carnegie Endowment for International Peace 


Export Controls in the People’s Republic of China (PRC): 
Findings and Considerations^ 

[Prepared by Richard T. Cupitt, Associate Director for Research, Center for Inter- 
national Trade and Security, University of Georgia, Athens, Georgia.] 

The PRC: Proliferator or Partner? 

With its ratification of the Chemical Weapons Convention on April 7, the People’s 
Republic of China (PRC) took another step toward integrating itself into the non- 
proliferation community. For decades the PRC denounced international efforts to 
stem proliferation. More recently, the PRC has begun to seek a new voice in shaping 
the norms, rules and procedures of various nonproliferation regimes. Consequently, 
the PRC is now a party to all the major nonproliferation treaties and conventions, 
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and it supports some additional measures favored by the United States, such as a 
comprehensive test ban.^ 

Integration into the nonproliferation community carries many obligations with 
it — some explicit, some implied. Among the most important responsibilities facing 
each country is insuring that its exports do not foster nuclear, chemical, biological 
weapons programs in other countries. Allegations that military goods and dual-use 
nuclear, chemical, and missile items have gone from the PRC to countries of pro- 
liferation concern, particularly Iran and Pakistan, raise doubts about the commit- 
ment of Beijing to nonproliferation norms and the PRC’s capacity to control the ex- 
port of sensitive items from its territory.^ In addressing these concerns, some ques- 
tions to consider, among others, are: 

• How does the PRC control trade in military and dual-use (goods, services, and 
technologies with both military and commercial applications) items? 

• What factors inhibit effective development or implementation of PRC export 
controls? 

Current PRC Export Controls 

Chinese officials assert that the PRC maintains strict control over the export of 
military and sensitive dual-use items. Certainly, before the central government 
began experimenting with market-oriented economic reforms in 1979, the PRC had 
direct control over the production and distribution of all sensitive goods. The trans- 
formation of the economy, however, gave new responsibilities and authority to indi- 
vidual enterprises and local officials. This undermined the old communist command 
economy-style system of export controls. In response to this situation, and to inter- 
national pressure, the PRC began to adopt new regulations on the transfer (import 
or export) of sensitive technology as early as 1985. 

From a nonproliferation perspective, the export control systems of most members 
of the four key supplier groups — the Australia Group, the Nuclear Suppliers Group 
(NSG), the Missile Technology Control Regime (MTCR), and the Wassenaar Ar- 
rangement — share similar standards of effective protection, including comparable 
legal frameworks, licensing practices, interagency processes, control lists, verifica- 
tion practices, customs authority, penalties, and more. PRC export controls remain 
far from being “complementary in practice” to multilateral standards and to the sys- 
tems of some of their neighbors. Based on an assessment methodology developed at 
the University of Georgia, PRC export controls include about 38% of the common 
policies, structures, and practices of supplier group members. This number increases 
to about 50% when those policies, structures, and practices are weighted for impor- 
tance (see Table 1). 

Despite these discrepancies, the PRC is developing a more comparable export con- 
trol system, even if the pace is deliberate. Some positive cues include: 

• An improving legal framework. The Foreign Trade Law of 1994 already specifies 
that the government can restrict trade for national security reasons or to fulfill 
its international obligations. It requires enterprises to get government licenses 
to trade in restricted items, such as heavy water, dual-use chemicals, materials 
associated with the production of toxins. Allegedly, the Science and Technology 
Department of the Ministry of Foreign Trade and Economic Cooperation 
(MOFTEC) currently approves about 100 such export licenses a year, conform- 
ing to this legislation. Reportedly, the State Council and various departments 
are preparing specific legislation on nonproliferation export controls for the next 
National People’s Congress. 

• The development of “catalogues” or lists of controlled chemical, nuclear and 
other items of proliferation concern. China, for example, already appears to have 
a list of controlled chemicals roughly in line with the Verification Annex of the 
Chemical Weapons Convention. 

• The existence of bureaucratic structures to review and approve licenses of mili- 
tary and dual-use items. For military items, the Ministry of Foreign Affairs 
(MOFA), the Headquarters of the General Staff of the PLA, the Commission of 
Science, Technology and Industry for National Defense (COSTIND), MOFTEC 
and others have a voice on the coordinating body (the State Administrative 
Committee on Military Products Trade), with guidance from the Central Mili- 
tary Commission and the State Council. For dual-use items, MOFTEC coordi- 
nates with other appropriate bodies, such as the Ministry of the Chemical In- 
dustry and the General Administration of Customs, to review and approve li- 
censes, under the authority of the State Council. Reportedly, the State Council 
is forming a new body specifically for arms control issues that will likely have 
an impact on nonproliferation export control policy. 

• The punishment of violators. Allegedly MOFTEC has used administrative sanc- 
tions to punish enterprises and individuals that have violated export control 
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procedures. Punishments ranged from warnings, cessation of trading rights, 
confiscation of items, and firings, although these are difficult to verify. 

• Increasing attention to export control issues. Although very resistant to threats, 
Chinese officials have made some concessions to the United States on the trans- 
fer of nuclear and missile items. The PRC also began attending the annual 
Asian Export Control Seminar sponsored by Australia, Japan, and the United 
States in 1996. This year, the PRC raised the level of its delegation to the 4th 
Asian Export Control Seminar, which is one of the few settings in which both 
representatives from Beijing and Taipei sit at the same table and discuss secu- 
rity issues. Contacts with the Chinese Academy of Engineering Physics and 
other key organizations in the Chinese nuclear community about export controls 
have also increased. 

Obstacles to Effective PRC Export Controls 

Many concerns mitigate many of these positive developments. Often, these hur- 
dles reflect fundamental differences between policy-making in democratic, market- 
oriented societies and the Chinese policy process. Some of these problems include: 

• An overwhelming lack of transparency. Within government, only a tiny fraction 
of officials appears to have even rudimentary knowledge of either Chinese or 
multilateral export controls. Almost complete lack of knowledge about export 
controls exists, for example, in the small community of experts in nuclear non- 
proliferation issues, many of whom are involved in the transfer of nuclear goods 
and technologies. Export regulations are not freely available, often limited to a 
small circle of officials or the staff of a few trading companies, or not published 
at all. Government officials also provide little information on export controls to 
representatives of other governments or multilateral corporations. 

• Suspicions about the purpose of export controls. Many Chinese believe that the 
United States, Japan, and other nations use export controls and the supplier 
groups to subvert Chinese national sovereignty and thwart its legitimate mili- 
tary and commercial interests. The many practitioners of Realpolitik in the PRC 
point to sanctions against China, leaks of inaccurate intelligence information on 
violations, demands for pre-license checks and post-shipment verification, arms 
shipments to Taiwan, discrimination between the “haves” and “have-nots” in 
nonproliferation regimes and other behaviors as evidence that export controls 
are meant to keep China weak. Supporting a strict view of sovereignty also 
makes Chinese officials reluctant to verify the assurances of end-users of its 
own technology exports. 

Other problems stem from the transformation of the Chinese economy: 

• Increasing numbers of entities with authority to conduct foreign trade. According 
to Chinese officials, only a few foreign trading corporations (ETCS) have rights 
to trade in sensitive items (i.e., four-five in chemicals, two in nuclear, and one- 
two in missile items), which helps China maintain control on sensitive exports. 
These numbers apparently include not only large enterprises such as Great 
Wall, but also research institutes that first gained ETC status in 1993. This 
seems to underestimate the current number of entities involved in the transfer 
of dual-use items. Moreover, the number of entities gaining FTC status seems 
likely to grow at a rapid pace. As central control over many industries and en- 
terprises wanes, the increase in private sector activity will no doubt put im- 
mense strains on the modest capabilities of the current export control system. 

• The increasing commercialization of many defense enterprises and research insti- 
tutes has had some pernicious effects. To increase working capital, some enter- 
prises look to increase exports of military or sensitive dual-use items. Although 
the ratio of civilian to military production in defense enterprises has shifted 
dramatically in favor of civilian production (now about 80% civilian), this in- 
creased problems in verifying the end-use of sensitive items as military and ci- 
vilian production lines can share many facilities, equipment and personnel. In 
addition, many Chinese assume that at least some defense officials transferred 
control over newly-created subsidiaries to family members, who then operate 
outside emerging legal and regulatory constraints with little fear of reproach. 

Eliciting PRC Compliance in Nonproliferation Export Controls 

Integration of the PRC into the nonproliferation community through constructive 
engagement, as Ambassador James R. Lilley noted at a recent hearing, faces some 
severe limits. When the United States has sought to impose its views unilaterally 
or through threats of unlikely economic sanctions, we have failed to gain their co- 
operation. Even where well-focused sanctions proved effective (as in response to the 
initial M-11 transfers), the impact was transitory. 



91 


Given the differences in the political and economic systems in the PRC and the 
United States, close coordination on nonproliferation export controls is unlikely. Co- 
operation, however, remains a possibility. In the past, more permanent cooperation 
has emerged where the United States and the PRC share common security concerns, 
as in Afghanistan and North Korea. As for cooperation on nonproliferation issues 
with Iran and Pakistan, the United States might pursue some supplemental tactics 
in its current strategy to increase this sense of mutual interest. 

• Foster those elements of the Chinese government that see export controls as a 
means of reaffirming some central control over an increasingly decentralized 
economy. Despite the risk of slowing the process of economic reform, prolifera- 
tion is a higher priority on the U.S. national security agenda in the short and 
long term. In addition, the exercise of at least minimal control over exports is 
a prerequisite for even the most liberal of governments. 

• Seek a more compelling rationale for China to control its sensitive exports. Many 
Chinese officials see the proliferation consequences of the transfer of arms and 
dual-use items outside East Asia as removed from its core military security in- 
terests. What is more important, proliferation concerns raised by these transfers 
are quite remote from its primary interest in strengthening the Chinese econ- 
omy. If the United States could make a more compelling case that proliferation 
in the Middle East or South Asia, as well as in East Asia, would weaken the 
demand for Chinese exports and reduce foreign investment in China, then PRC 
officials might address the problem more aggressively. 

Developing more U.S. -PRC cooperation will be more difficult than working with 
Russia in the post-Cold War era. Russia, in whatever rudimentary form, has become 
a democratic, market-oriented nation. Building a cooperative relationship with the 
PRC, however, should be less contentious than the U.S. -Soviet relationship. An 
exact Chinese equivalent to the successful Nunn-Lugar (Cooperative Threat Reduc- 
tion) program for Russia is inappropriate, for example. Unlike Russia, the PRC has 
a booming economy coupled with an underdeveloped technology sector, military or 
civilian. Chinese officials are unlikely to adopt export control standards common to 
members of the suppliers groups because it identifies with a U.S. led security com- 
munity (which it does not), nor because the United States or its friends and allies 
offer economic side-payments. The PRC might do so, however, if it sees that pro- 
liferation directly threatens its military security or its overall economic prosperity. 

Fully integrating the PRC into the nonproliferation community, other than by 
transforming the PRC into a democratic, market-oriented country, requires the cre- 
ation of a culture of nonproliferation in the PRC. Nurturing this culture will take 
considerable time, effort, and persistence by the United States and its allies, and 
success is not assured. At the same time, failing to draw the PRC into the non- 
proliferation community, much less driving it into the arms of rogue states, will sab- 
otage nonproliferation efforts to great cost to the United States, its allies, and its 
friends. 

Endnotes 

^Much of the evidence outlined here comes from interviews conducted by the author and a 
colleague in Chengdu and Beijing in November 1996. For a more detailed view of export controls 
in the PRC, see Richard T. Cupitt and Yuzo Murayama, Export Controls in the People’s Republic 
of China, Occassional Paper (Athens, GA: Center for international Trade and Security, forth- 
coming). The Japan Foundation Center for Global Partnership and the University of (jeorgia 
provides support for this research. 

^ See Wendy Freiman, “New Members of the Club: Chinese Participation in Arms Control Re- 
gimes, 1980-1995,” The Nonproliferation Review, 3, 3 (Spring-Summer 1996), pp. 15-30 for an 
excellent overall view of PRC nonproliferation policies. 

3 For an excellent, and succinct, discussion of these issues, see Joshua Michael Boehm and 
Zachary S. Davis, “The 1985 U.S. -China Agreement for Nuclear Cooperation: Moving Towards 
Implementation?” CRS Report for Congress, 97-440 ENR, Washington, DC: Congressional Re- 
search Service, The Library of (Congress. 

Table I: Comparison With Model Nonproliferation Export Control Systems 

(Based on 1996 data) 


Political unit 


Percent of elements 

Percent of elements in common with 
in common with model system 

model system (raw (weighted score by 

score) importance of the 

element) 


PRC 38.2 50.1 

Taiwan 66 74.9 

Hong Kong 86.1 91.6 
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Table I: Comparison With Model Nonproliferation Export Control Systems — Continued 

(Based on 1996 data) 


Political unit 


Percent of elements 

Percent of elements in common with 
in common with model system 

model system (raw (weighted score by 

score) importance of the 

element) 


Japan 96.5 96.8 

South Korea 89.6 90.5 

Russia 79.9 82.1 


Source: Richard T. Cupitt, “Nonproliferation Export Controls in East Asia,” The Journal of East Asian Affairs (forthcoming) and Richard T. 
Cupitt and Yuzo Murayama, Export Controls in the People's Republic of China, Occasional Paper, Athens, GA: Center for Infernafional Trade 
and Security (forthcoming). 


Russia’s Interests in Iran: Issues, Implications, and Policy 
Tools for the United States 

[Prepared by Igor Khripunov, Associate Director, Center for International Trade and 
Security, University of Georgia, Athens, Georgia.] 

Iranian parliament speaker Ali Akbar Nateq-Nouri’s visit to Russia in April of 
1997 provides an insight into a web of increasingly intertwined interests of these 
two countries. In the wake of the German court’s decision implicating Iran in terror- 
ism, President Yeltsin’s statement that the present level of bilateral contacts with 
Iran “gives reason to believe that these relations will grow stronger and further de- 
velop” must be taken seriously as reflecting Russia’s emer^ng geopolitical priorities. 
In addition to President Yeltsin, the Iranian guest — who is the most likely winner 
of the presidential election scheduled for May 23 — was warmly received by a host 
of other high government officials and the leadership of the Federal Assembly. Po- 
tential benefits of Russia’s evolving relations with Iran are readily acknowledged 
both by communists and nationalists, on the one hand, and by liberal reformers, on 
the other. 

Close Neighbors 

Signs of rapprochement between these two countries which are neighbors geo- 
graphically despite the recent disintegration of the Soviet Union should not come 
as a surprise. However, the most recent visibly revived interest in Iran can be 
traced to the stage of relations between Russia and the West which is often referred 
to as “the end of the honeymoon.” In January 1996 the then Russian Foreign Trade 
Minister said — echoing other similar statements — that Russia’s new “strategic line” 
approved by President Yeltsin would focus on enhanced trade relations with China, 
India and Iran. Below is a list of the geopolitical and other realities that have driv- 
en and keep driving Russia closer to Iran: 

• Faced with the prospect of NATO expansion Russia has heen looking for other 
countries willing to share its sense of frustration and disapproval. While speak- 
ing on Moscow’s television, Ali Akbar Nateq-Nouri condemned “the West’s in- 
trigue against the East” and backed Moscow’s opposition to NATO expansion. 
According to a statement by Yeltsin’s spokesman during the Russian-U.S. sum- 
mit in Helsinki “If NATO expansion continues under the harshest and most 
negative scenario for us, Russia will have to review its foreign policy priorities. 
We are developing good relations with China and India and on some issues with 
Iran.” 

• Iran is a valuable asset to Russia in halting the northward march of the 
Taliban religious army in Afghanistan. Jointly with Russia, Tehran is support- 
ing Afghanistan’s northern warlords separating the Talibans from the former 
Soviet republics of the Southern tier. Iran has accused Taliban rulers of follow- 
ing a brand of Islam not in accord with the teachings of Koran. Also, Iran’s cur- 
rent and future role in settling down the internal conflict in Tadjikstan is high- 
ly appreciated by Russia. 

• Moscow views Iran as a natural ally in countervailing the emerging Azerbaijan- 
Georgia-Ukrainian alignment supported by Turkey. This alignment has a pro- 
Western and anti-Russian thrust. In this context Iran backs Moscow’s position 
on the status of the Caspian Sea, limits the impact of Turkey in Central Asia 
and maintains increasingly good relations with Armenia with which Russia has 
successfully negotiated an agreement on its military presence. 
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• Russia’s most influential nonmilitary interest groups have a stake in expanding 
economic and trade relations with Iran. The oil and gas industry — which is the 
largest contributor to the federal budget and has enjoyed, until very recently, 
the unchallenged protection of Prime Minister Victor Chernomyrdin — is about 
to receive a lucrative $2 billion deal in Iran. Russia’s aerospace industry is gain- 
ing ground in Iran including building a plant for the construction of IL^114 
turbo-prop passenger planes. Samara-based Russian aircraft manufacturer 
Aviakor will sell to Iran Tupolev transport aircraft TU-154M and TU-164-100 
for a total of $100 million. It is estimated that Russian-designed or manufac- 
tured aircraft may soon account for about 70 percent of Iran’s entire fleet. These 
two groups undeniably have a strong clout in the domestic politics. 

Nuclear Cooperation 

Nuclear cooperation with Iran presents a special challenge. The Russian govern- 
ment is determined to move ahead with the construction of a nuclear power plant 
at Bushehr. The overwhelming majority of Russia’s officials — especially those rep- 
resenting the nuclear industry — vehemently deny that this bilateral project may en- 
hance Iran’s potential in developing nuclear weapons. U.S. objections to the deal are 
dismissed as unreasonable and aimed at depriving Russia’s nuclear industry of lu- 
crative cash generating contacts. The relative influence of the Ministry of Atomic 
Energy, a principal promoter of nuclear cooperation with Iran, is based, among 
other things, on its being an important exporter of high-tech items which still con- 
stitute a small fraction of Russia’s total. The Ministry symbolizes one of the few re- 
maining trappings of Russia’s former status as a great power. One of the very few 
critics of the Iranian deal is Aleksei Yablokov, a well known Russian environmental- 
ist who believes that the completion of the nuclear station at Bushehr in combina- 
tion with the training of the personnel could give Iran access to the technology that 
would facilitate the development of nuclear weapons. 

In the view of other Russian observers, the threat of nuclear proliferation in Iran 
should be taken quite seriously but there is no need for Russia to rescind the con- 
tract worth $800 million or more because eventually other potential contractors may 
step in. According to this line of thinking, Russia, as an exporter of reactors, has 
the right to insist on tough conditions for the verification of peaceful uses of equip- 
ment supplied to Iran as provided for under the IAEA safeguards or even its own 
stricter standards. This should primarily involve a thorough detailing of procedures 
for overseeing the process of loading and unloading the nuclear fuel. Russia should 
also demand that spent fuel assemblies be sent to Russia for reprocessing and 
should require continuous monitoring by Russian specialists of the operation of the 
Bushehr nuclear power station, and Russian inspections of other Iranian nuclear fa- 
cilities. Russia’s intelligence and security services must focus on Iran and cooperate 
with their counterparts in the West in sharing information on Iran’s nuclear 
projects. 

There have been two recent developments that potentially mitigate the impact 
and future risks. The Russian government approved in 1996 two sets of export pro- 
cedures, one for controlling the export of nuclear dual-use equipment and materials 
(government edict No. 675 of May 6, 1996) and the other for controlling the export 
and import of nuclear materials, equipment, special nonnuclear materials and rel- 
evant technologies (No. 574 of May 8, 1996), as a result of which Minatom has lost 
its previously unchallenged role. In the past, this ministry played the “first fiddle” 
in approving nuclear export operations while other interagency participants played 
secondary roles or were even kept in the dark. In 1992, taking advantage of its mo- 
nopoly position under previous government edicts, the Ministry of Atomic Energy 
entered into negotiations with Iran on completing the Bushehr nuclear power sta- 
tion. The first Russian-Iranian MOU was concluded by minister Victor Mikhailov 
on his own authority. Now, it is the interagency EXPCIRT CONTROL commission, 
rather than the Ministry of Atomic Energy, that is responsible in the framework of 
the new 1996 procedures for issuing findings as to the eligibility of exporting items 
with a high risk of proliferation. 

Secondly, Russia and Iran finalized and signed in April 1997 a memorandum of 
understanding on export controls which according to Russian Foreign Minister 
Evgenii Primakov would finally dispel fears that Moscow’s relations with Iran “con- 
tradict international standards.” Of course, it remains to be seen how effective these 
arrangements will be in practice and to what extent Russia will be willing to enforce 
their provisions. 

Weapons Deals 

Russian arms exporters consider Iran one of their best customers after India and 
China. In 1996, Russia’s military contracts with Iran reached $1 billion. According 
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to a source in Russia’s weapons exporting agency “Rosvooruzhenie,” Iran has been 
traditionally oriented toward Russia as weapons supplier and the Russian govern- 
ment intends to maintain this course. “Rosvooruzhenie” has its full-time representa- 
tive in Tehran. By comparison, in 1996 Russia exported conventional weapons worth 
more than $3.4 billion — continuing the increase from $1.7 billion in 1994 to $3 bil- 
lion in 1995. Last year the Russian government announced a special program aimed 
at boosting weapons export before the end of the century to $10 billion. 

However, under the existing tradeoff, Russia was admitted to the Wassanaar Ar- 
rangement (COCOM’s replacement) as a founding member in exchange for its com- 
mitment not to sign new weapons deals and to halt weapons exports to Iran after 
the expiration of the ongoing agreements, i.e., by 1999. Currently, export licenses 
for weapons are considered and issued by the Ministry of Foreign Economic Rela- 
tions and Trade in coordination with the Ministry of Defense. However, smuggling 
and unauthorized deals are rampant. One recent example is illegal deliveries to Ar- 
menia in 1996 of over $1 billion worth of heavy weapons including tanks and, re- 
portedly, SCUD missiles and launchers. Russia’s General Prosecutor’s Office is in- 
vestigating this case. 

It has also been reported that small quantities of ready-made missiles (S-4 San- 
dal or SS-23) along with the technology, components, material and expertise to ex- 
pedite Iranian indigenous efforts were delivered to Iran “from the North.” Russian 
officials denied this charge claiming that “no contracts on a government-to-govern- 
ment level involving the sales to Iran of missile technologies of any type ever ex- 
isted.” Any evidence challenging this statement would put into question Russia’s 
compliance with the INF Treaty and/or the Missile Technology Control Regime 
(MTCR) to which it is a party. Otherwise, three other explanations are possible: 
Iran’s technological espionage; smuggling from Russia; transfers of SS^ tech- 
nologies from Ukraine, Belarus, Kazakstan or Uzbekistan (none of these latter 
states are parties to the MTCR). 

Russia’s Export Controls 

Because Russia inherited the Soviet nonproliferation bureaucracy, it has had ex- 
port control structures, personnel and policy upon which to build. Since 1992 it has 
developed an impressive array of decrees, control lists, and agencies tasked to con- 
trol weapons and weapons related exports. Russia has harmonized its export control 
lists (nuclear, missile, chemical, biological, and dual-use) with those of the inter- 
national regimes and has joined all of them (Nuclear Suppliers Group, Missile Tech- 
nology Control Regime, and the Wassenaar Arrangement), except the Australia 
Group, as a full-fledged member. 

In April 1992 an interagency commission on export control (Russia’s EXPORT 
CONTROL) was established to provide coordination as well as organizational and 
methodological supervision over export control operations. The key ministries and 
agencies, such as the Ministry of Foreign Affairs, Ministry of Defense, Ministry of 
Foreign Economic Relations and Trade, Ministry of Economics, Foreign Intelligence 
Service, Federal Security Service and others are represented in the Commission at 
the level of heads or deputy heads. A First Deputy Prime Minister chairs the Com- 
mission. The working body of Russia’s export control mechanism providing technical 
support for EXPORT CONTROL is the Federal Service for Currency and Export 
Control which currently enjoys the status of a ministry. 

Though there is no specific export control legislation, the Law on State Regulation 
of Foreign Trade Activity adopted in 1995 filled in some gaps as an umbrella law. 
Article 16 of this law specifies that the export control system was established to de- 
fend Russia’s national interests while conducting foreign economic activity, and for 
compliance with Russia’s international obligations on nonproliferation of WMD and 
other weapons. According to the law, selected types of arms, military hardware, 
some types of raw materials, and equipment, technologies, scientific and technical 
information and services that are or can be used for developing WMD, missile deliv- 
ery systems and other weaponry, are determined by the lists established by presi- 
dential decrees. The decrees come into force not earlier than three months after 
their official publication. The procedures for implementing these decrees are ap- 
proved by decisions of the government. These two types of documents constitute the 
normative and legal basis of Russia’s export control. 

All commercial entities, regardless of form of ownership, are required to receive 
permission for exporting controlled goods and services. This entails the issuance of 
an export license necessary for customs clearance. The Ministry of Foreign Economic 
Relations and Trade or its agents issues export licenses in different regions of the 
country. The decision to issue an export license depends upon the finding of Russia’s 
EXPORT CONTROL as to the eligibility to export controlled goods or services. Spe- 
cialists of the Federal Service for Currency and Export Control or outside experts 
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prepare findings after required interdepartmental analyses of necessary documents 
and circumstances surrounding the export deal are submitted. 

As specified by current regulations, the exporter must produce a guarantee from 
an importer to utilize dual-use goods and services strictly for declared purposes not 
related directly or indirectly to designing and developing weapons of mass destruc- 
tion or their missile delivery systems, and not to re-export them to third countries. 
These requirements constitute one of the necessary conditions for receiving Russia’s 
EXPORT CONTROL permission to export dual-use goods or services. 

The system of providing such guarantees for domestic use in Russia includes pro- 
cedures for issuing a Russian Import Certificate, Delivery Verification Certificate, 
and End-User Certificate which would formally register the obligations of Russian 
enterprises and organizations as to the import of dual-use goods and services into 
the Russian Federation, their use for the declared purposes, nontransfer to other 
business entities on the Russian territory, and nonreexport to third countries. 

Despite Russia’s laudable efforts to create an interagency system for export licens- 
ing and the execution of export control policy, the system is the scene of continuous 
revamping and bureaucratic in-fighting. Russia’s system of export control continues 
to be severely under financed and understaffed. In a state with so much weaponry 
and weapons-related trade to license and control, there is insufficient money and 
well trained personnel for export control. The legitimation and overall status of Rus- 
sian nonproliferation export control institutions and policy have to be enhanced in 
order to perform as required. 

The enforcement side of Russia’s export control system is still weak. Article 189 
of the new Criminal Code makes punishable illegal export of technologies, scientific- 
technical information and service which can be used for developing weapons of mass 
destruction, their delivery means, weapons and military hardware with regard to 
which special export controls have been established. The punishment as specified 
by this article is a fine equivalent to a minimum of seven hundred to one thousand 
dollars, or the total salary or other income drawn by the convicted person for a pe- 
riod of seven months to one year, or imprisonment from three to seven years. Al- 
though the previously enacted Criminal Code contained a similar provision, there 
has been little evidence of prosecutions. 

There is also a problem of transparency in the export control arena. Whether the 
opacity stems from fear that admitting weakness would threaten Russia’s status or 
just a legacy of Soviet sensitivities remains unknown. However, little information 
is available on statistics surrounding license applications and denials. The Russian 
representative to the NSG from MINATOM has yet to report even one denial to the 
regime, which maintains a database of denials to ensure that NSG partners do not 
undercut one another. The lack of transparency also leaves exporters confused and 
frustrated at overcoming numerous and unexpected bureaucratic hurdles. 

Other major obstacles in the way of efficient export controls are organized crime 
and corruption, as well as porous borders. 

Reintegration trends manifesting themselves throughout the CIS may further 
complicate things. Kyrgyzstan has joined the recent customs union between Russia, 
Belarus and Kazakstan, with Uzbekistan and possibly Tajikistan joining. Both 
Uzbekistan and Tajikistan have controls that are even less sophisticated. The origi- 
nal CIS configuration comprising sovereign states posed considerable proliferation 
risks, and the same can be said for turning the CIS into a single economic space 
with some of its parts seriously lacking export control expertise and systems. Ac- 
cording to certain Russian Customs Committee sources, eliminating Russian cus- 
toms posts would open the floodgates to drugs from Central Asian republics and the 
unrestricted export of Russian strategic materials. Once goods flow into Kazakstan 
and Central Asia, it is difficult to determine where they will go. The Caspian Sea 
and other Central Asian borders are particularly accessible to smuggling operations 
to Iran. 

Russia and other NIS lack a culture of nonproliferation that helps restrain indi- 
viduals and enterprises from transferring sensitive items to countries or groups of 
concern. Russia will need to undertake major education and outreach programs 
within the Military Industrial Complex (MIC) as more and more enterprises receive 
the freedom to export. Export controls under the former system of state monopoly 
were much easier to enforce than they will be within a privatized system with hun- 
dreds of aggressive, export dependent firms. Russian officials have recently acknowl- 
edged the importance of developing export compliance programs in such firms, but 
they clearly lack money and manpower for the implementation of such vitally impor- 
tant programs. 

Undoubtedly, the Russian export controllers will have a difficult sell. Many indus- 
trialists view export control as a tool that was once used by the West to deny Russia 
critical technologies and now one that is being used by the West to deny Russian 
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companies foreign market share. Despite arguments that export controls will allow 
Russian firms to trade internationally and elevate Russia to the status of a reliable 
partner in global nonproliferation efforts, many industrialists and some members of 
the Duma see Russia emerging as the loser because many of its old client states 
including Iran are now the target of multilateral export control regimes. 

Conclusions 

Russia will continue to gravitate toward the East including Iran, unless the con- 
troversy over the NATO expansion is resolved to the mutual satisfaction of both 
sides. If, concurrently with the signing of a NATO-Russia charter, efforts are made 
in a consistent manner to get Russia fully integrated into other institutions (e.g., 
G7, World Trade Organization and Paris Club) there will be powerful incentives for 
the Russian government to be sensitive to Iran-related concerns and leverages for 
the West to downsize Russian-Iranian cooperation. 

As to the Bushehr project specifically, halting Russia’s involvement may be a dif- 
ficult challenge unless hard evidence is produced implicating Iran in the develop- 
ment of nuclear weapons. In the absence of this, two possible options can be ex- 
plored. First, the United States will make available to Russia adequate funding and 
sophisticated instruments in order to develop and deploy at Bushehr an 
unprecedently stringent monitoring system. Increased presence of Russian person- 
nel on a continuous basis would be, among other things, an additional hedge against 
possible diversion. Secondly, Russia has expressed its willingness to participate in 
the Korean Energy Development Organization (KEDO) whose objective under the 
agreement between Washington and Pyongyang is to replace heavy-water reactors 
built earlier in North Korea under the Soviet assistance with light-water ones. Rus- 
sia’s Nuclear Energy Minister Victor Mikhailov set two conditions for such partici- 
pation: that all Russia’s previous investments of about $50 million in the develop- 
ment of North Korea’s nuclear energy sector be counted as its contribution to this 
international project and that Russia be accorded a deputy chairman position on the 
equal footing with South Korea and Japan. There are grounds to believe that if the 
Bushehr project for some reasons slows down, Russia will be even more willing to 
seek a compromise in the KEDO framework backing off from the Bushehr project. 

Reports on missiles and missile technologies transfers to Iran from the former So- 
viet Union must be treated with utmost seriousness as possible violations of the INF 
Treaty and/or MTCR. The United States has the right to seek information and raise 
these issues through established channels. If this case is proved to be a result of 
the ineffectual operation of Russia’s export control system or negligence, efforts 
could be made to rectify the situation and until then the West may be willing to 
go as far as freezing Russia’s membership in the international fora requiring as a 
precondition effective export controls. 

It is unlikely that strictly unilateral actions by the United States against a Rus- 
sian producer or supplier involved in a questionable deal (similarly to the arrange- 
ments against Glavcosmos in the framework of Soviet/Russian-Indian cryogenic 
agreement) would produce results consistent with the U.S. security interests. For 
example, any sanction against MINATOM would potentially halt security assistance 
under the Nunn-Lugar program covering a wide range of important projects includ- 
ing the fissile materials storage facility. Also, unilateral sanctions against Russia 
would give rise to anti-American feelings, play into the hands of communists and 
nationalists and risk to wreck a NATO-Russian charter should it materialize in the 
near future. Conversely, agreed upon multilateral sanctions have a much better 
chance for success given Russia’s good record of compliance with them. 


Chinese and Russian Suppliers to Iran 

[Information submitted by Gary Milhollin, Wisconsin Project on Nuclear Arms Con- 
trol, Washington, D.C.] 

CASE #1 

Product: C-801 and C-802 Anti-Ship Missiles 

Supplier: China Precision Machinery Import-Export Corporation (CPMIEC) 
Comments: Iran has been steadily increasing its military presence in the Persian 
Gulf, and according to Admiral John Redd, Commander of U.S. naval forces at- 
tached to the Central Command, has tested a ship borne C-802 anti-ship cruise 
missile in January 1996. These missiles are deployed on Hudong Fast Attack Craft 
also supplied by China in 1994. Iran is believed to have obtained about 60 of the 
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missiles, which are capable of destroying a warship, and could also pose a signifi- 
cant threat to commercial shipping in the Gulf Iran reportedly tested a shore- 
launched C-802 in December 1995. 

The China Precision Machinery Import-Export Corporation (CPMIEC) manufac- 
tures and markets the C-802. It is a long range, sea-skimming, multi-purpose anti- 
ship missile, powered by a turbojet engine. It can be deployed on warships, coastal 
bases, and aircraft. It can carry a warhead at high subsonic speed (Mach 0.9) to a 
range of 120 kilometers (75 miles) and is considered to be more sophisticated than 
the older Silkworm. 

Iran has also obtained and deployed the C-801 anti-ship missile from CPMIEC. 
The smaller C-801 has a range of 40 kilometers and can also travel at high subsonic 
(Mach 0.9) speeds. 

China Precision Machinery was sanctioned by the U.S. government in August 
1993 for missile proliferation activities. 

U.S. Exports: U.S. Commerce Department records show that the following items 
were approved for export to CPMIEC from 1989 to 1993: 

• computer equipment for color enhancement — $19,502 

• modems for data transmission — $32,628 

• modems for data transmission — $6,630 

• replacement parts for a numerical control system — $11,698 

• controller — $455,000 

• cables and adapters for a macro ware system — $45,834 

• mechanical seals for pumps — $11,949 

• spare navigational instruments — $83,762 

• machine parts — $385,000 

• computer workstation for simulation of wind effects — $43,700 

• flight data recorder and spare parts — $28,442 

• analyzers — $4,876 

• computer equipment — $7,707 

• Total: $1,136,728 

CASE #2 

Product: JY-14 Three-Dimensional Tactical Air Surveillance Radar 
Supplier: China National Electronics Import-Export Corporation (CEIEC) 

Comments: According to U.S. Naval Intelligence, Iran recently acquired this tac- 
tical air surveillance radar from China. It can provide long-range tactical surveil- 
lance as part of an automated tactical air defense system. It can detect targets up 
to 300 kilometers away and at altitudes up to 75,000 feet, even when subjected to 
high electronic clutter or jamming. The system also provides automatic tracking and 
reporting of up to 100 targets. CEIEC also manufactures cryptographic systems, ra- 
dars, mine detection equipment, fiber and laser optics, and communications tech- 
nologies and is overseen by the Ministry of Electronics Industry (NMI), which is also 
known as the China Electronics Industry Corporation (CEIC) or Chinatron. 

U.S. Exports: U.S. Commerce Department records show that the following items 
were approved for export to CEIEC from 1989 to 1993: 

• radio communication service monitor — $21,754 

• computer equipment and software — $4,375,000 

• personal computers and processor boards — $1,579,830 

• protocol tester for telecommunications — $4,100 

• equipment for basic microwave research — $10,916 

• traveling wave tube amplifier — $33,600 

• microwave frequency counter — $6,124 

• statistical multiplexer systems and accessory boards — $75,632 

• statistical multiplexers for use in data communications network — $65,120 

• integrated circuits — $17,326 

• computer equipment — $46,022 

• computer equipment — $29,094 

• equipment for circuit board design — $9,580 

• computer chips — $1,820 

• computer software — $105,000 

• equipment for semiconductor manufacture — $107,000 

• equipment for sweep generators for resale to Ministry of Machine Building and 
Electronics Industry — $32,000 

• equipment for semiconductor wafer testing — $82,610 

• computer equipment — $1,924 

• computer equipment — $10,457 

• computer equipment for oil reservoir numerical simulation — $92,916 
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• computer equipment — $32,500 

• switching exchanges — $1,269,047 

• phosphorus oxychlofide (nerve gas precursor) for transistor manufacture — 
$7,397 

• export telephone system — $15,000 

• circuit design software — $243,160 

• VLSI system to test integrated circuits — $1,315,000 

• transistors and amplifiers — $13,648 

• electronic equipment — $32,610 

• equipment for electronic component testing — $60,000 

Total: $9,696,117 

CASE #3 

Product: Tokamak Nuclear Fusion Reactor 

Supplier: Chinese Academy of Sciences, Institute of Plasma Physics 

Comments: The Chinese Academy of Sciences’ Institute of Plasma Physics trans- 
ferred a HT-6B Tokamak nuclear fusion research facility to the Azad University in 
Tehran in 1993-94. The Institute designed and developed the Tokamak in the mid- 
1980s and successfully operated the unit for 10 years, after which it was transferred 
to Azad. In 1994, the Institute sent technicians and engineers to Azad to assist in 
the unit’s installation and debugging, with the understanding that the two sides 
would continue joint nuclear fusion research in the future. 

U.S. Exports: Despite being a well-known contributor to Iran’s nuclear program, 
the Academy of Sciences managed recently to import an American supercomputer. 
In March 1996, California based Silicon Graphics Inc., sold the Academy a powerful 
supercomputer without bothering to obtain a U.S. export license. In addition to sup- 
plying Iran, the Academy has helped develop the flight computer for the Chinese 
DF-5 intercontinental missile, which can target U.S. cities with nuclear warheads. 
The Academy’s Mechanics Institute has also developed advanced rocket propellant, 
developed hydrogen- and oxygen-fueled rockets, and helped develop the nose cone 
for the nuclear warhead of the DF-5. Its Shanghai Institute of Silicate successfully 
developed the carbon/quartz material used to shield the tip of the DF-5’s reentry 
vehicle from the heat created by friction with the earth’s atmosphere. The Acad- 
emy’s Institute of Electronics has built synthetic aperture radar useful in military 
mapping and surveillance, and its Acoustic Institute has developed a guidance sys- 
tem for the Yu-3 torpedo, together with sonar for nuclear and conventional sub- 
marines. 

In the nuclear field, the Academy has developed separation membranes to enrich 
uranium by gaseous diffusion, and its Institute of Mechanics has studied the effects 
of underground nuclear weapon tests and ways to protect against nuclear explo- 
sions. It has also studied the stability of plasma in controlled nuclear fusion. Its In- 
stitute of Electronics has developed various kinds of lasers used in atomic isotope 
separation. 

CASE #4 

Product: Uranium Mining Exploration 

Supplier: Beijing Research Institute of Uranium Geology (BRIUG) 

Comments: BRIUG conducts scientific exchanges with Iranian and Pakistani nu- 
clear scientists. 

As part of the China National Nuclear Corporation (CNNC), BRIUG carries out 
research on radio metrical and conventional geophysical uranium prospecting meth- 
ods and conducts geological interpretations throughout China using satellite images. 
It develops and designs spectrometers, laser fiuorometers for trace uranium analy- 
sis, mineral inclusion analyzers, scintillation radon analyzers, scintillation spectrom- 
eters, laser analyzers for trace substances, and high and low frequency dielectric 
separators. BRIUG also conducts research on geological disposal of nuclear waste, 
and possesses scientific equipment including neutron activation analyzers, electron 
microscopes, electron microprobes, mass spectrometers. X-ray fluoro-spectrometers, 
X-ray diffractometers, infrared spectrophotometers, ultraviolet spectrophotometers, 
atomic absorption spectrophotometers, laser raman spectrophotometers, fiuoro- 
spectrophotometers, gas chromatography analyzers, fluid chromatography analyzers, 
image processing system and computer and color plotter systems. 

BRitJG’s parent, CNNC has been implicated in the sale of ring magnets to the 
A. Q. Khan Research Laboratory in Pakistan, which enriches uranium for nuclear 
weapons. CNNC is also involved in the development of Pakistan’s secret research 
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reactor at Khusab and a CNNC subsidiary is currently constructing a power reactor 
for Pakistan at Chashma. 

CASE #5 

Product: High-Grade Seamless Steel Pipes 
Supplier: Rex International (Hong Kong) 

Comments: Owned by China North Industries (Norinco), Rex is known to have 
acted as a broker for numerous deals between Norinco and the Middle East. Rex 
reportedly handled a shipment of high-grade seamless steel pipes, suitable for use 
in chemical or explosives manufacturing, to an Iranian chemical weapon plant. The 
consignee was Iran’s Defense Industries Organization (DIO), a notoriously bad des- 
tination. The pipes were reportedly shipped from Spain to Hong Kong and then to 
the Iranian port of Bandar Abbas. 

Rex International Development was founded in 1982 as a joint venture between 
Hong Kong entrepreneur T. T. Tsui and Norinco. It functioned as a broker for 
Norinco’s business in commercial high explosives, served as Norinco’s window on the 
world arms markets and as a link to the international financial system through 
Hong Kong. 

Employees of Norinco were indicted in 1996 by the United States for illegally con- 
spiring to import 2,000 fully automatic AK— 47 assault rifles into California intended 
for street gangs. In addition to AK-47s, Norinco develops and manufactures ar- 
mored fighting vehicles, howitzers, mortars, rocket launchers, antiaircraft weapons, 
anti-tank missile systems, small arms, ammunition, radars, sighting and aiming 
systems, high-performance engines, and nuclear/biological/chemical warfare protec- 
tion systems, sensor-fuzed cluster bombs, optical-electronic products, explosives and 
blast materials, light industrial products, fire-fighting equipment, and metal and 
non-metal materials. Norinco was established in 1980 with the approval of the State 
Council of China, and is overseen by the Commission on Science, Technology and 
Industry for National Defense (COSTIND). Norinco subsidiaries in the U.S. include: 
Beta Chemical, Beta First, Beta Lighting, Beta Unitex, China Sports (California), 
Forte Lighting, Larin, NIC International (New Jersey). 

CASE #6 

Product: “Silkworm” Anti-Ship Missiles 

Supplier: China Nanchang Aircraft Manufacturing Corporation 

Comments: Iran has deployed Chinese HY-2 “Silkworm” anti-ship missiles along 
the Iranian coast of the Persian Gulf, on the island of Abu Musa in the middle of 
the Persian Gulf, on Qeshm Island and Sirri Island. The missiles are Chinese modi- 
fications of the Soviet SS-N-2 Styx missile, and can carry 1000 lb. warheads over 
a range of 50 miles at high subsonic (Mach 0.85) speeds. They can be equipped with 
either radar or infrared guidance systems, and thus can threaten U.S. and other 
ships transiting the Persian Gulf and the Strait of Hormuz, through which one-fifth 
of the world’s oil supply passes. Iran used Silkworms during its war with Iraq to 
attack shipping in the Gulf. Iranian forces fired an improved version of the Silk- 
worm missile during military exercises in late November 1996. 

U.S. exports: U.S. investigators believe that CATIC (China National Aero-Tech- 
nology Import-Export Corporation), a powerful state-owned Chinese company, inten- 
tionally misled American officials in order to import sensitive American machine 
tools that were later diverted to forbidden military purposes. CATIC, China Na- 
tional Aero-Technology and China National Supply and Marketing Corporation im- 
ported the machines under export licenses issued by the U.S. Commerce Depart- 
ment with the stated purpose of making civilian aircraft. The machines had been 
used previously to make parts for the B-1 strategic bomber. The machines were 
shipped to China between September 1994 and March 1995 by the McDonnell-Doug- 
las Corporation and were destined for CATIC’s Beijing Machining Center. The Ma- 
chining Center, however, did not exist at the time the licenses were granted and 
was never created. Instead, the tools were illegally sent to other locations, including 
the China Nanchang Aircraft Manufacturing Company, maker of the Silkworms. 


Iranian Nuclear, Biological and Chemical Weapons: 
Implications and Responses 

[This paper was prepared by Dr. W. Seth Carus for presentation on February 20, 
1997, before the Iran study group of the Nixon Center for Peace and Freedom. It rep- 
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resents the views of the author, and not necessarily those of the Center for Naval 
Analyses, the Department of the Navy, or the Department of Defense. 

The United States currently characterizes Iran as one of several so-called “rogue” 
states that possess programs to develop weapons of mass destruction, which include 
nuclear, biological, and chemical (NBC) weapons. Since the 1990-1991 confrontation 
with Iraq, these weapons are viewed in Washington as a threat to the security of 
the United States and its friends and allies. 

Iran is said to possess chemical and biological weapons, and the means to deliver 
them, and is reportedly working to acquire nuclear weapons. Given the enmity that 
exists between the United States and Iran, and the possibility that military hos- 
tilities could erupt between the two countries, these Iranian weapons programs are 
a source of serious concern to policy-makers in Washington. 

In this short essay, I will briefly examine three issues that help provide a better 
understanding of the implications of the Iranian NBC program for the security of 
the United States and of the Middle East. 

First, what is Iran doing in the NBC and delivery system arena, and why is it 
pursuing those objectives? 

Second, what are the implications of these capabilities for the United States, for 
its allies and friends in the region, and for others? 

Third, what steps should the United States take in response to Iranian activity? 

Iranian NBC and Missile Programs 

What follows is a summary of what is known about Iran’s NBC programs, focus- 
ing primarily on U.S. government assessments. There have been numerous surveys 
of Iranian activities; no effort will be made here to repeat what others have done 
more thoroughly. ^ Rather, I will concentrate on the officially stated views of the 
U.S. government, since such statements reflect the intelligence reporting that guides 
policymaking. However, I will assess the validity of the official assessments to deter- 
mine whether there is reason to be skeptical of the official views. 

Official assessments 

Iran’s nuclear weapons program originated prior to the 1979 revolution. It fell 
apart during the revolution, and was resuscitated only in 1989 after the end of the 
Iran-Iraq War. According to a recent Department of Defense estimate: 

At this stage, Iran’s scientific and technical base remains insufficient to 
support major nuclear programs. The Iranians recognize their dependence 
on foreign assistance and are encouraging younger Iranians to study abroad 
to gain needed technical assistance. ^ 

Similarly, ACDA gave the following assessment of Iran’s nuclear activities: “Al- 
though Iran’s rudimentary program has apparently met with limited success so far, 
we believe Iran has not abandoned its efforts to expand its nuclear capabilities with 
a view to supporting nuclear weapons development.” ^ In 1993, the Central Intel- 
ligence Agency calculated that Iran could develop a nuclear weapon in eight to ten 
years. More recently, the Secretary of Defense stated that it might take Iran from 
seven to fifteen years to develop a weapon. 

The Department of Defense reports that Iran’s chemical weapons program started 
in 1983 as a response to Iraq’s use of chemical weapons. They produced their first 
chemical agent in 1984, but cumulative production is “a minimum several hundred 
tons of blister, blood, and choking agents.”’’^ Some sources have claimed that the Ira- 
nians might have as much as 2,000 tons of chemical agent, possibly including nerve 
agent. ® 

Iran’s biological weapons program also was initiated in the early part of the war 
with Iraq. According to the Department of Defense, Iran “is conducting research on 
toxins and organisms with biological warfare applications.”® According to the Arms 


1 Excellent accounts have appeared in the works of Anthony Cordesman, Michael Eisenstadt, 
Ahmid Akhim, and Leonard Specter. 

2 Office of the Secretary of Defense, Proliferation: Threat and Response (Washington: Govern- 
ment Printing Office, April 1996), p. 14. 

3 Arms Control and Disarmament Agency, Adherence to and compliance with Arms Control, 
May 1996. 

"^Office of the Secretary of Defense, Proliferation: Threat and Response (Washington: Govern- 
ment Printing Office, April 1996), p. 15. 

® Andrew Rathmell, “Chemical weapons in the Middle East — Lessons from Iraq,” Jane’s Intel- 
ligence Review, December 1995. 

® Office of the Secretary of Defense, Proliferation: Threat and Response (Washington: Govern- 
ment Printing Office, April 1996), p. 16. 
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Control and Disarmament Agency, Iran probably has produced biological warfare 
agents and apparently has weaponized a small quantity of those agents. ’ 

Assessing the assessments 

What are we to make of these assessments? 

Notwithstanding the official assessments, I remain intensely skeptical about the 
ability of the Iranians to match their achievements to their ambitions. 

My skepticism reflects in part the singular lack of success of the Iranians in pur- 
suing ballistic missile programs. The Iranian ballistic missile program dates to at 
least 1987. Although Iranian officials claimed that the program had a high priority 
in early 1988 during the so-called “War of the Cities,” there is no evidence to sug- 
gest that Iran has been able to produce a single guided missile of indigenous design. 
Indeed, Iran’s entire inventory is composed of foreign-supplied missiles, except for 
some missiles assembled in Iran from kits provided by North Korea. Clearly Iran 
has ambitions to produce its own ballistic missiles, including more accurate systems 
with greater range. Equally clearly, however, it has found it difficult to make sig- 
nificant progress in its efforts to do so. 

Iran initiated a Scud production program in 1987. The Scud missile is based on 
primitive technology dating to the 1940s. Indigenous efforts to develop the Scud 
failed, and in the end the Iranians were forced to go to North Korea for assistance. 
Given that there is nothing in Scud technology that should be inaccessible to the 
Iranians, this strongly suggests that Iran has considerable difficulty in systems inte- 
gration. Accordingly, one wiould be skeptical of blithe claims that Iran will quickly 
implement design efforts to develop more sophisticated systems. 

This is evident from what appears to be a diminished level of concern regarding 
the immediacy of Iran’s efforts to acquire nuclear weapons. This reflects the extent 
of the problems that face Iran as it attempts to develop an indigenous nuclear weap- 
ons program. Iran lacks the infrastructure needed to produce fissile material, and 
it will take some time for it to acquire both the facilities and the expertise to do 
so. Thus, the primary threat comes from illicit acquisition of either fissile material 
or complete weapons from the stockpiles of the former Soviet Union. It is impossible 
to assess the possibility that Iran could acquire a nuclear capability through this 
route. U.S. policymakers have given a high priority to efforts to forestall such at- 
tempts. 

Unfortunately, it will be difficult to verify Iranian possession of nuclear weapons 
if it uses covert means to acquire the fissile material or the complete weapon. As 
a result, we may be faced with a circumstance in which Iran might have a nuclear 
weapons capability and we would have no means of confirming the claim. This could 
be especially problematic if the Iranians allowed rumors of nuclear weapons to reach 
other countries, while publicly maintaining that it had no such capabilities. Con- 
versely, the Iranians could try to make people think that they had nuclear weapons, 
even without actually having them. In either case, the United States should expect 
to face an increasingly ambiguous military and diplomatic challenge arising from 
Iran’s nuclear program. 

Iran is credited with more success in its efforts to acquire chemical and biological 
weapons. It has a stockpile of chemical agents, and may have weaponized biological 
weapons. Estimates of Iranian chemical weapons stockpiles should be treated with 
some caution. While the size of the stockpile is potentially of military significance, 
the quality of it is uncertain. 

Some portion of Iran’s chemical weapons inventory is reported to be composed of 
hydrogen cyanide. ® There is only one problem with this attribution: there is no evi- 
dence that anyone ever made hydrogen cyanide into an effective chemical agent. Cy- 
anide gas was extensively used by the French during World War One, but German 
accounts suggest that it probably caused no casualties. Indeed, the body naturally 
detoxifies hydrogen cyanide and it is lighter than air, so that it is difficult to 
produce concentrations sufficiently great to incapacitate. Equally important, the US 
found that the burster charges in aircraft bombs needed to disperse the hydrogen 
cyanide often ignited the agent. ® 


'^Arms Control and Disarmament Agency, Adherence to and Compliance with Arms Control, 
May 1996. 

s Office of the Secretary of Defense, Proliferation: Threat and Response (Washington: Govern- 
ment Printing Office, April 1996), p. 15. 

^For the First World War experience with hydrogen cyanide, see L. F. Haber, The Poisonous 
Cloud: Chemical Warfare in the First World War (Oxford: Clarendon Press, 1986), and Augustin 
Prentiss, Chemicals in War: A Treatise on Chemical Warfare (New York: McGraw-Hill Book 
Company, 1937), p. 17. World War Two research is discussed in Stanford Moore and Marshall 
Gates, “Hydrogen Cyanide and Hydrogen Chloride,” pp. 7-16, in Division 9, National Defense 

Continued 
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There is one other significant point to make about hydrogen cyanide as a chemical 
agent. It is significantly less effective than other chemicals. According to one esti- 
mate, twenty tons of hydrogen cyanide is needed to equal the military effectiveness 
of one ton of sarin nerve agent. Thus, if Iran possessed 100 tons of hydrogen cya- 
nide, it would have the operational significance of only five tons of sarin. 

This discussion of hydrogen cyanide illustrates an important point. Possessing a 
chemical agent is not the same as possessing a militarily useful war fighting capa- 
bility. Indeed, the history of chemical warfare is replete with examples of technical 
surprises, where the chemical agent does not operate as anticipated, or operational 
ineptitude, where the employment of the agent significantly reduced its operational 
effectiveness. 

Moreover, the Iraqi experience also suggests some caution in evaluating chemical 
weapons inventories. Iraq apparently had great difficulty manufacturing and storing 
sarin, its standard nerve agent. UNSCOM reporting suggests that the sarin deterio- 
rated after production because of impurities in the agent and poor storage tech- 
niques. For that reason, it adopted a binary combination that was storable and 
could be used to generate an extremely impure version of sarin immediately prior 
to use. 

There is no reason to believe that the Iranians would not face similar obstacles 
in their efforts to produce chemical weapons capabilities. Given the limited employ- 
ment of chemical agents attributed to the Iranians during the Iran-Iraq war, there 
is no reason to believe that the Iranians gained the operational experience needed 
to teach them how to effectively use their chemical weapons. 

This discussion suggests several conclusions. The Iranians have been forced to 
rely on an ineffective agent that probably is for some (unknown) part of its chemical 
agent inventory. It also illustrates the extent to which it is possible to exaggerate 
the operational significance of a chemical inventory if sufficient attention is not 
given to the technical details of the arsenal in question. 

These comments are not intended to minimize concerns for Iranian efforts to de- 
velop NBC capabilities. Rather, they are intended to put those efforts into some 
kind of reasonable perspective. NBC capabilities should be evaluated with the same 
critical eye that any military capabilities are considered. Just as we do not equate 
possession of advanced weapons with possession of real military capabilities, so 
should we attempt to carefully assess the real military significance of Iranian chem- 
ical weapons inventories. 

Very little can be said about the allegations of Iranian biological weapons develop- 
ment. We believe that biological weapons, if properly utilized, should pose a 
lethality similar to that of nuclear weapons. What we do not know is the extent to 
which the Iranians have solved all the problems associated with production and dis- 
semination of biological agents. Without such knowledge, it is impossible to assess 
the true threat posed by Iran’s biological weapons. 

Motivations 

There is limited data to support any sophisticated evaluation of Iranian motiva- 
tions for developing NBC weapons. I^ile there have been a few revealing state- 
ments by senior Iranian officials, we know little about the inner decision making 
process involving Iran’s NBC program. As a result, we must rely primarily on im- 
puted motives based on analysis. The one key exception to this are Iranian views 
of missiles. We have some interesting insights into Iranian thinking about missiles, 
because at one point (March 1988) the senior Iranian leadership was quite open 
about its views on these matters. 

I would suggest that there are three factors that motivate Iran’s NBC and missile 
programs. 

First, it appears that the chemical and biological weapons programs and its efforts 
to acquire ballistic missiles were initiated in response to the Iraqi threat. Given sub- 
sequent revelations about the size and sophistication of Iraq’s weapons programs, 
it is highly likely that concern for Iraq continues to motivate Iranian efforts. 

Second, Iranians probably view NBC programs as affirmations of Iran’s status as 
a regional power. Thus, there is a critical prestige element in the activities. 

Finally, Iran also probably views its programs as a potential response to military 
threats from the United States and Israel. 

The relative weight of these three items is difficult to assess. What is clear is that 
Iran has powerful motivations to maintain NBC and missile programs. In the ab- 
sence of a potent security umbrella, Iran is likely to pursue NBC capabilities even 
in the absence of hostile relations with the United States and Israel. In particular. 


Research Committee, Office of Scientific Research and Development, Chemical Warfare Agents 
and Related Chemical Problems, parts I-II, Washington, D.C.: 1946). 
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until Iran’s security concerns regarding Iraq are rectified, there is little prospect 
that Iran will unilaterally abandon its NBC programs. 

If this assessment is correct, Iran’s weapons programs may be targeted at the 
United States, but not exclusively. This suggests that even if there is a rapproche- 
ment between the United States and Iran, the rationale for the weapons programs 
will remain. 

Implications of Iranian NBC capabilities 

What are the implications of Iran’s efforts to acquire NBC weapons, especially for 
the United States and its friends and allies in the Middle East? 

For the United States 

Iran has several alternative uses for its NBC capabilities against the United 
States. Iran could use the weapons to deter the United States from getting involved 
in a conflict with Iran. To implement such a strategy, Iran could threaten to use 
its weapons against U.S. forces deployed in the region, or it could threaten covert 
use of weapons against targets in the United States. 

If deterrence fails and the United States attacks Iran, the weapons could be used 
to limit the scope of actions against Iran and the regime. Thus, Iran could threaten 
use of its arsenal if certain thresholds were crossed. In this way Iran could ensure 
that a limited war remained limited. 

The weapons also could be used to drive a wedge between the United States and 
its friends and allies in the region. By suggesting that countries hosting the United 
States might come under attack from Iranian NBC weapons, Iran could ensure that 
no countries support U.S. military actions and that they do not allow the United 
States to operate from facilities in the region. 

Finally, the weapons could be used as part of a war fighting strategy to com- 
pensate for Iranian conventional weapons deficiencies. Thus, Iran could target U.S. 
military forces, key facilities supporting U.S. operations in the Gulf, or critical rein- 
forcement nodes. 

There are limits on Iran’s ability to employ these alternative strategies. Iran’s 
leadership is certainly aware of the military capabilities of the United States, and 
would need to find an approach that minimized the risks of retaliation. Given the 
gross disparity in military power between the United States and Iran, this will cer- 
tainly be evident to all but the most obtuse member of the regime. This tends to 
suggest that Iranian use of NBC weapons is most likely to be carefully considered 
and will involve a considerable degree of subtlety. 

For U.S. friends and allies 

The possession of NBC weapons adds to the threat that Iran already can pose to 
the GCC countries. These countries lack the military capability to oppose Iran on 
their own, and are heavily dependent on the protective shield offered by the U.S. 
military presence. Iran presumably would seek to use its NBC weapons to under- 
mine the credibility and acceptability of the U.S. military presence. In particular, 
Iran would want the GCC countries to believe that by hosting the United States 
they are opening themselves up for NBC strikes. 

Iran would have to adopt a carefully modulated approach, since the GCC coun- 
tries will not want to become puppets of the Iranians. For their own survival, they 
must find ways of protecting their independence of action. If Iran is too blunt in 
its actions, the GCC countries would have incentives to side with the United States 
despite the risks. Thus, Iran needs to couple their threats with diplomatic initiatives 
that give the GCC countries some reason to believe that it will be possible to estab- 
lish an acceptable relationship with Tehran. 

U.S. Responses 

What steps should the United States take in response to Iranian NBC efforts? 

Generically, the United States takes three approaches to the proliferation of NBC 
weapons. First, it seeks to rollback existing capabilities. Second, it tries to inhibit 
further proliferation. Finally, attempts to manage the consequences of proliferated 
capabilities. All three approaches are relevant to United States approaches towards 
Iran. 

Rollback existing capabilities 

Efforts to roll back existing NBC programs have a higher priority today than in 
the past. This includes both the voluntary and involuntary destruction of capabili- 
ties. Current examples of such efforts include verification of the elimination of the 
Soviet BW program, of the Iraqi CBW and ballistic missile programs, and the South 
African nuclear program. A new requirement during the 1990s will be implementa- 
tion of the Chemical Weapon Convention which will require such programs for the 
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numerous countries with arsenals of chemical munitions. Depending on cir- 
cumstances, it may be necessary to ensure the elimination of nuclear, biological, and 
missile capabilities in other countries as well. 

Rollback initiatives may be the primary responsibility of international agencies, 
such as the IAEA or the planned implementing agency for the CWC, or of the Unit- 
ed States as party to bilateral and multilateral initiatives, as is the case with the 
Soviet BW program. Even when international agencies are involved, however, the 
United States will often take a leading role in providing support, or in monitoring 
the success of the international initiative. 

Specialized resources are needed for inspection and destruction of equipment and 
facilities. This process needs to be tailored to the specific circumstances of each case. 
In most circumstances, there will be gaps in our knowledge of past activity, and as 
a result rollback efforts cannot be based on pre-set target lists. In addition, it is pos- 
sible that concealment and deception will be used to protect selected aspects of pro- 
grams. For these reasons, it is critical that experts intimately familiar with the ac- 
tivities of a program over an extended period of time be included in rollback efforts. 

Recent experience indicates that it can be extremely difficult to uncover illicit 
weapons activities, even with highly intrusive verification efforts. While the UN in- 
spectors in Iraq have accomplished much in the effort to control Iraq’s NBC and 
missile programs, six years of intrusive inspections have yet to reveal the full scope 
of Iraqi activity. This suggests that we should not expect that arms control meas- 
ures will be able to bring Iranian programs under control unless the Tehran regime 
wants to terminate those activities. 

Inhibit further proliferation 

A traditional focus of U.S. nonproliferation policy are efforts to prevent countries 
from acquiring nuclear, chemical, or biological weapons, or missiles capable of deliv- 
ering such weapons. Because of the extent to which countries have acquired capa- 
bilities, however, a growing focus of such efforts are initiatives to prevent countries 
from enhancing the size and sophistication of existing arsenals. 

Despite some failures, there have been considerable successes in our efforts to 
stem proliferation. Although more than two dozen countries might be capable of de- 
veloping nuclear weapons capabilities, the actual number of nuclear capable states 
is relatively small. Similarly, we have successfully slowed the spread of chemical, 
biological, and missile capabilities. 

In some cases, it may be possible to convince or force a country to stop programs 
before they become operational. This is the importance of the initiatives to halt the 
nuclear programs of Iran, Iraq, and North Korea, and was the reason for the impor- 
tance of the efforts to stop the Argentinian and Brazilian nuclear programs and to 
prevent the spread of nuclear weapons among the newly independent states of the 
former Soviet Union. 

In other cases, inhibiting proliferation means slowing programs, even though 
there is little reason to believe that they can be stopped. Thus, much of our activity 
in the chemical arena is intended to deny easy access to precursor chemicals needed 
to produce chemical agents, thus raising the costs and slowing pace of capabilities 
acquisition. 

Often we are tr3dng to buy time, hoping that changing circumstances will alter 
the cost-benefit assessment that encouraged the proliferation activity in the first 
place. Alternatively, the time allows us breathing space which can be used to de- 
velop counters to the capability. 

These approaches are particularly relevant in the case of Iran. While the Iranians 
have made some progress in developing chemical and biological weapons, as well as 
missile delivery systems, their existing capabilities appear relatively rudimentary. 
Presumably, they have an incentive to acquire more sophisticated agents and better 
delivery mechanisms. 

Managing the consequences of proliferated weapons capabilities 

We may fail in our efforts to forestall proliferation. When that happens, it is nec- 
essary to manage the potentially deleterious consequences of the proliferation. In 
many cases, the task is primarily diplomatic. Thus, we have conducted an active di- 
plomacy to manage the dangers posed by nuclear proliferation in South Asia, and 
may need to do more during periods of intense conflict. 

In some cases, we may wish to adopt diplomatic initiatives intended to increase 
the costs or reduce the perceived benefits of possessing such weapons. This could 
entail providing defense assistance to allies (or even neutral and hostile countries, 
if appropriate), including CBW defenses and missile defenses. Alternatively, it could 
involve use of sanctions or military action by the U.S., depending on the cir- 
cumstances. 
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With the Defense Counter Proliferation Initiative, the Clinton Administration rec- 
ognized that it is possible that hostile third world nations might be willing to use 
their NBC arsenals against the United States or its friends and allies. This means 
we must be prepared to operate in localities where our forces may be vulnerable to 
such weapons. 

Iran specific policies 

Efforts by the United States to constrain Iranian NBC activities are consistent 
with general U.S. nonproliferation and counter proliferation policies. Since the early 
1980s, the United States has used a range of diplomatic tools to against Iran. Work- 
ing with other members of the international community, through such multilateral 
institutions as the Nuclear Suppliers Group and the Australia Group, the united 
States has attempted to limit Iran’s access to the technology and materials it needs 
to develop NBC weapons. In addition, the United States has conducted aggressive 
bilateral diplomacy aimed at countries still providing support for the Iranians. 

These efforts have been remarkably successful. While some countries continue to 
do business with Iran in the NBC arena (including Russia and China), most coun- 
tries have come to accept that efforts need to be made to constrain Iranian NBC 
activities. Thus, Iran has only limited access to the foreign suppliers that it needs 
to support its activities. 

Rollback 

The ultimate objective of any nonproliferation program aimed at Iran should be 
ensuring the termination of its NBC and missile programs. This is not an easy task, 
but it is not impossible. This is evident from examining the track record of the inter- 
national community in tackling nuclear proliferation. 

Conditions for success 

Nearly five years ago, Joseph Yager of SAIC conducted an interesting study of 
what he called “nuclear rollback,” which he defined as a “voluntary and credible re- 
nunciation of efforts to move closer to a nuclear weapons capability.” According 
to Yager’s study, twenty countries have made serious attempts to acquire nuclear 
weapons capabilities. This total includes the five declared nuclear weapons states, 
five additional countries deemed current “proliferation problem cases” (India, Israel, 
Libya, Pakistan, and North Korea), four countries that abandoned programs due to 
military defeat or revolution (Germany, Iran, Iraq, and Japan) and six cases of roll- 
back (Argentina, Brazil, South Africa, South Korea, Sweden, and Taiwan). In his 
study. Yager focused on four of the rollback countries, treating South Korea and 
Taiwan as special cases due to the leverage exercised by the United States over 
their national security. Note that Yager treated both Iran and Iraq as solved prob- 
lems, a view that was perhaps excessively optimistic based on our current knowl- 
edge of the two countries. 

Based on his study. Yager concluded that his four cases of rollback shared five 
conditions essential for rollback. First, in each case the leadership of the country 
reassessed the military utility of nuclear weapons. Second, favorable domestic politi- 
cal developments enabled the leadership to abandon weapons development pro- 
grams. Third, external pressures and inducements played a role in the decisions to 
rollback. Fourth, none of the countries openly acknowledged an interest in acquiring 
nuclear weapons. Finally, all the countries faced economic constraints that limited 
their pursuit of nuclear weapons. 

Several interesting conclusions can be drawn from Yager’s analysis. First, it is 
evident that nonproliferation activities do not defeat nuclear weapons programs. 
Rather, they serve primarily to delay the completion of nuclear programs and to 
raise the costs of public declarations favoring acquisition of nuclear weapons. Sec- 
ond, the domestic political context is critical in the termination of programs. Roll- 
back can occur only if those individuals or groups favoring renunciation have the 
desire and the political power to enforce such action. Finally, the international con- 
text is critical in the evaluation of the military utility of nuclear weapons. 

I would argue, however, that there are several other factors significant in the de- 
cision to abandon nuclear weapons programs that are of significance to countries 
like Iran. Yager chose to ignore five countries (Germany, Iraq, Japan, South Korea, 
and Taiwan) that I believe provide an important insight into decisions regarding nu- 
clear weapons. Consider the three defeated countries, Germany, Iraq and Japan. 
While it is true that military defeat led to immediate termination of nuclear weap- 


10 This analysis is based on data provided by Joseph A. Yager, Prospects for Nuclear Prolifera- 
tion Rollback, Discussion Paper, McLean, Virginia, Science Applications International Corpora- 
tion, July 2. See also Joseph A. Yager, Prospects for Nuclear Proliferation Rollback, Seminar 
Report, McLean Virginia, Science Applications International Corporation, August 14, 1992. 
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ons programs, that is not a complete explanation. The Germans and the Japanese 
have had ample opportunities to review their non-nuclear posture, and both have 
decided not to pursue nuclear weapons pro^ams. This, I believe, reflects an accu- 
rate calculation that the benefits of acquisition are far outweighed by the costs. In 
particular, the special importance that they assigned to their security relationship 
with the United States and the Western countries, as well as the anticipated reac- 
tion of other countries made nuclear weapons both undesirable and counter- 
productive. This is significant in the context of Iraq, also a defeated country but one 
that appears reluctant to abandon its ability to pursue NBC and missile programs. 
This suggests that when a leadership believes that it needs such capabilities, mili- 
tary defeat is not a sufficient condition to cause abandonment of the efforts. 

It appears that these same considerations were significant in the case of South 
Korea and Taiwan. While it is true that the United States had extraordinary lever- 
age over these two countries, this leverage resulted largely from the import role that 
the United States played in ensuring the security of those two countries. Thus, I 
would argue that essentially the same conditions that applied to Yager’s four cases 
of rollback also are pertinent in other examples. 

Whether these conclusions also apply to chemical and biological weapons pro- 
grams is less certain. There has been no effort made to study rollback in the chemi- 
cal and biological arena, although it is known that some countries have abandoned 
their programs (Germany and Japan had programs during the Second World War; 
the United States, Britain, and Canada abandoned their programs when they ad- 
hered to the BTWC). The context also is decidedly different. There is a treaty that 
bans possession of biological weapons (the 1972 Biological and Toxin Weapons Con- 
vention), and there will soon be a similar treaty for chemical weapons (the Chemical 
Weapons Convention, scheduled to enter into force this year). In contrast, possession 
of nuclear weapons is not generally proscribed, except for those countries adhering 
to the Nuclear Non-Proliferation Treaty (and even it permits a country to withdraw 
from the treaty). 

From these additional observations, I would draw an additional conclusion: that 
NBC programs can be terminated only with willing agreement. There is no military 
solution to NBC programs. Despite unfavorable conditions, a country will pursue 
NBC capabilities if they appear sufficiently important. 

Applying the criteria to Iran 

It appears that three of the five criteria identified by Yager apply to Iran, but 
that two do not. 

The Iranians have never officially acknowledged an interest in possessing NBC 
weapons. Despite some rather direct statements made by Iranian officials about the 
value of NBC weapons, Iran cannot afford to officially acknowledge such intentions. 
As a signatory to the NPT, BTWC, and the CWC, Iran cannot adopt any other posi- 
tion without undermining efforts to acquire NBC weapons. This is most clearly evi- 
dent in the case of nuclear weapons since, if Iran stated that its ultimate aim was 
acquisition of nuclear weapons, then China and Russia, both signatories to the NPT, 
would be forced to terminate their nuclear assistance programs. Finally, Iran is 
faced by severe economic constraints that limit its ability to pursue NBC programs. 

While it is clear that three of Yager’s factors appear positive for rollback in the 
Iranian case, the other two factors are decidedly negative. There is no reason to be- 
lieve that Iran will decide that it has no military rationale for its NBC capabilities, 
and there is little reason to believe that the existing clerical regime will be inclined 
to take steps to terminate these programs. 

Accordingly, I would argue that two conditions are essential to an Iranian decision 
to terminate its NBC programs. First, a regime must come to power that can estab- 
lish better ties to other countries in the region. Specifically, the regime must be able 
to reconcile major differences with the United States and with the GCC and other 
significant Arab states. Second, the regime must be willing and able to enter into 
regional security arrangements that accomplish many of the same objectives as the 
NBC programs. 

Yet, it is also true that the United States lacked leverage in many of the cases 
where successes ultimately emerged. Crucial to the ultimate success was persist- 
ence, ensuring that when the opportunity arose we were positioned to pursue non- 
proliferation objectives. Thus, the true objective is delay by preventing a country 
from acquiring capabilities through raising costs. 

U.S. military pressure on Iran 

Note that threats of military response to Iranian NBC activities can have either 
negative or positive consequences, depending on the reaction in Tehran. The pros- 
pect that the United States might attack Iran increases its sense of threat, and thus 
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potentially makes NBC capabilities more useful as a deterrent. At the same time, 
to the extent that a small NBC capability increases prospects for a preemptive at- 
tack, Iran’s overall security is reduced. 

From this perspective, the United States could pursue radically different policies 
in the context of its broader approach towards Iran. For example, if we believed that 
Iran was motivated to pursue NBC capabilities because of the threat of U.S. mili- 
tary action, then we could pursue a conciliatory policy intended to reduce Iran’s 
sense of threat from the United States, and to make it believe that it can cope with 
regional threats using its own resources. 

If, however, we believe that it has additional motivations to pursue NBC capabili- 
ties, then a conciliatory approach might do little to reduce the motivations to ac- 
quire such capabilities. This suggests that NBC issues should not drive U.S. policy, 
but should be integrated into the foreign policy objectives that the United States 
adopts towards Iran. 

Bottom Line 

In conclusion, I would advance several observations about Iran’s NBC programs. 

First, the United States has been remarkably successful in constraining Iranian 
capabilities. While we have not stopped Iran from pursuing development NBC weap- 
ons and missile delivery systems, the capabilities that Iran has acquired so far are 
remarkably rudimentary, and the time line for major successes appears lengthy. 

Second, the real threat these capabilities pose is to the security of our friends and 
allies in the region. These countries, and especially the GCC countries, must believe 
that the United States will protect them from Iran. This also means convincing 
them that the United States will not provoke the Iranians. So long as they have 
confidence in the United States, I believe that they have strong incentives not to 
be coerced by Iran. 

Third, we need to continue to pursue a strategy that mixes multilateral and bilat- 
eral approaches. This is not a problem that can be solved by unilateral U.S. action. 
We need the full support of like minded governments around the world. 

Finally, the problem is not uniquely tied to the current regime. A fundamental 
shift in Iranian policy might facilitate rollback efforts, but it is also possible that 
a new regime might pursue the same policies. Moreover, while the United States 
might be willing to accept a pro-Western regime in control of existing Iran’s NBC 
programs, it is unlikely that other countries in the region would feel similarly. 
Hence, the problem is likely to outlast the current regime. 


Statement Submitted by Senator John Ashcroft 

Mr. Chairman, I greatly appreciate you holding this hearing on weapons prolifera- 
tion to Iran. This is certainly a subject of utmost importance for America’s national 
security. We live in a complex world today where threats to our national security 
are not easily identified. We cannot afford to take for granted the victories we have 
won; we have advanced freedom’s cause and increased international stability 
throughout the world. In this dawn of a new era, rising security threats dot the ho- 
rizon and must be addressed. 

The proliferation of weapons of mass destruction is one of the greatest national 
security threats we face in the post-Cold War world. While weapons proliferation 
is a problem that involves numerous nations around the globe, I am most troubled 
by Iran’s efforts to acquire these weapons. Iran is the worst state sponsor of terror- 
ism in the world, violently opposes the Middle East peace process, and poses a con- 
stant threat to regional stability in the Persian Gulf. 

Mr. Chairman, it may seem obvious to you and I that the strongest measures are 
needed to isolate such regimes, but President Clinton continues to overlook these 
arms transfers and refuses to impose sanctions required by US law on the foreign 
governments who proliferate these weapons. 

While Iran has received weapons and weapons technology from numerous states, 
let me focus on the sordid tale of China’s involvement in the Iranian arms sector. 
China is arguably Iran’s leading supplier of weapons of mass destruction technology 
and the missiles required to deliver such weapons to distant targets. China has ap- 
parently had a secret nuclear cooperation agreement with Iran since 1985, has 
trained Iranian nuclear engineers, and has built a calutron system for uranium en- 
richment in Iran similar to the system used by Iraq to develop its nuclear program. 
China is also interested in building two 300-Megawatt reactors in Iran in the next 
ten years. China hides behind the cloak of the Nuclear Nonproliferation Treaty 
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which permits peaceful nuclear transfers, but there is no doubt that Iran is divert- 
ing this nuclear technology for military uses. 

China has also been deeply involved in Iran’s chemical weapons program. In com- 
menting on Chinese chemical weapons assistance to Iran, Deputy Assistant Sec- 
retary of Defense Bruce Reidel testified in November, 1995 that “Chinese firms have 
provided some assistance, both in terms of the infrastructure for building chemical 
plants and some of the precursors for developing agents.” The assistance continued 
in 1996 as China reportedly transferred mixing vessels and an air filtration system 
for producing chemical weapons. 

As if the transfer of weapons of mass destruction technology to Iran were not 
enough, China has also given Iran the missiles needed to deliver these weapons to 
distant targets. China has transferred missile guidance systems, advanced machine 
tools for the manufacture of missiles, and complete missile systems to Iran. One of 
these missile systems, the C-802, has a range which places 15,000 US soldiers at 
risk in the Persian Gulf. Vice Admiral John Redd, Commander of the US Fifth 
Fleet, has repeatedly expressed concern over the destabilizing effect of these mis- 
siles in the hands of Iran. 

Chinese involvement in Iran’s arms program violates the Nuclear Nonprolifera- 
tion Treaty and China’s commitment to abide by the Missile Technology Control Re- 
gime. I have come to expect this behavior from Beijing — dictators will be dictators. 
But what can be said of the President’s silence? In spite of all the evidence that 
China is assisting the weapons program of the terrorist state of Iran, President 
Clinton has refused to impose sanctions on China for the weapons transfers. I see 
a disturbing trend in President Clinton’s efforts to confront these nations which 
threaten our national security. In addition to an abysmal performance in enforcing 
US laws against the proliferation of weapons of mass destruction. President Clinton 
has eviscerated provisions in the US Anti-terrorism Act of 1996 designed to prohibit 
financial transactions with state sponsors of terrorism. President Clinton claimed in 
an August, 1996 speech at George Washington University that business as usual 
cannot proceed with terrorist states, but issued regulations for the Anti-terrorism 
Act that same month which allowed financial dealings to continue with terrorist 
states like Sudan. Sudan has joined Iran as the worst of state sponsors of terrorism, 
and I can assure you we will be exploring the President’s antiterrorism policy in 
the Africa Subcommittee. 

Mr. Chairman, I am an original co-sponsor of a Senate Resolution introduced this 
week urging President Clinton to enforce our laws to prevent weapons proliferation 
to Iran. It is unfortunate that the Senate is having to confront the President of the 
United States about getting tough on rogue states like Iran and the communist dic- 
tators in China. I applaud your efforts in bringing this critical issue to light and 
hope that the attention will result in a positive change in U.S. policy. 
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